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Preface

Disclaimer

Portions of this document are intended solely as an outline of methodologies to be followed during the
maintenance and operation of the RAM-6021 Router equipment. It is not intended as a step-by-step guide or a
complete set of all procedures necessary and sufficient to complete all operations.

While every effort has been made to ensure that this document is complete and accurate at the time of release, the
information that it contains is subject to change. Red Lion Controls is not responsible for any additions to or
alterations of the original document. Industrial networks vary widely in their configurations, topologies, and traffic
conditions. This document is intended as a general guide only. It has not been tested for all possible applications,
and it may not be complete or accurate for some situations.

Users of this document are urged to heed warnings and cautions used throughout the document.

Purpose

This manual gives specific information on how to apply and use the functions on the Red Lion Sixnet® Series RAM-
6021 Routers.

Note: The RAM-6021 is a wired router. References to cellular connections throughout this manual do not
apply to the RAM-6021.

Audience

The manual is intended for use by personnel who are responsible for operating and maintaining network
equipment; consequently, it assumes a basic working knowledge of general router functions, the Internet Protocol
(IP), and Simple Network Management Protocol (SNMP).

Compliance Statements & User Information

FCC Compliance Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15
of the FCC rules.

These limits are designed to provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment.

This equipment generates uses and can radiate radio frequency energy; and if not installed and used in accor-
dance with the instructions, may cause harmful interference to radio communications.
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Operation of this equipment in a residential area is likely to cause harmful interference to radio communications, in
which case the user will be required to correct the interference at their own expense.

Warning: Changes or modifications to this unit not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

User Compliance Information

If this equipment causes interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of the following mea-
sures:

In order to meet FCC emissions limits, this equipment must be used only with cables that comply with IEEE 802.3

If necessary, the user should consult the dealer or an experienced radio/television technician for additional sugges-
tions.

The user may find the following booklet prepared by the Federal Communications Commission helpful:
“How to Identify and Resolve Radio-TV Interference Problems”.

This booklet is available from: U.S. Government Printing Office, Washington DC, 20402 Stock No.004-000-00345-4

Canadian Compliance Statement

This Class A digital apparatus meets all requirements of the Canadian Interference-Causing Equipment
Regulations.

Cet appareil numérique de la classe A respecte toutes les exigences du Réglement sur le matérial brouilleur du
Canada.

Trademark Acknowledgments

Red Lion Controls, Inc acknowledges and recognizes ownership of the following trademarked terms used in this
document.
« Ethernet™ is a registered trademark of Xerox Corporation

All other company and product names are trademarks of their respective owners.

Document History and Related Publications

The hard copy and electronic media versions of this document are revised only at major releases and therefore,
may not always contain the latest product information. As needed, Documentation Notes and/or Product Bulletins
will be provided between major releases to describe any new information or document changes.

The latest online version of this document and all product updates can be accessed through the Red Lion web site
at www.redlion.net/documentation.
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Publication History
The following information lists the release history of this document.

Issue/Revision Release Date Content Description
2014-03-31 April 2014 Supporting Firmware Version 3.17/4.17
2015-02-19 February 2015 Supporting Firmware Version 3.20/4.20
2015-07-21 July 2015 Supporting Firmware Version 3.21/4.21
2015-09-30 September 2015 | Supporting Firmware Version 3.22/4.22
2016-04-04 April 2016 Supporting Firmware Version 3.23/4.23

Related Documents

Visit the Technical Resources page on the Red Lion website at the following link to view available documents
related to this product www.redlion.net/sixnet_documentation.

Additional Product Information

Additional product information can be obtained by contacting the local sales representative or Red Lion through the
contact numbers and/or e-mail addresses listed on the inside of the front cover and in the Service and Support sec-
tion.

Document Comments

Red Lion appreciates all comments that will help us improve our documentation quality. The user can submit com-
ments through the Red Lion Customer Service. Simply email us at customer.service@redlion.net.
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DRAWING No. LPO979 CONNECT PC 1O RED LION ROUTER

Chapter 1 Accessing the Web User Interface

1.1 Connect PC to Red Lion Router

Connect a CAT-5 or CAT-6 Ethernet cable between the local PC and the Red Lion router’s Ethernet Port(s).

xnet Series

 RAM-6021

Note: If the Ethernet port’'s green LED is lit, this indicates that the connection is running at 100Mb speed. If
the Ethernet port’s green LED is not lit, this indicates that the connection is running at 10Mb speed. The
yellow LED indicates the “link” status of the connection.

Yellow steady = Link established. Yellow flashing = Data packets are being transferred.

Note: The RAM-6021 is a wired router. References to cellular connections do not apply to the RAM-6021.

J ®
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1.2 Setup PC IP Address

1.2.1 Open the Control Panel

Click on Start and browse the “Control Panel” menu item. The Control Panel should look similar to the following:

XP Vista/Windows 7

J%.q Microsolt Office Visio 2007 JEH] Windows Photo Gallery i

!-" EI:I ntral Panel

@ Set Program Access and aﬂi Windows Live Messenger Download Computer
Defauks h
() oees adraes E] || Windows DVD Maker

f_sj Windows Meeting $pace

ﬁ Command Prompt

All Programs

urn CFF Computer

B Control Panel : X] ===

O@-|E » Control Panel » ~ 3]l 2

* Control Panel Home . .
System and Maintenance User Accounts and Family
Get started with Windows Safety

Back up yeur computer @ Set up parental controls for any user
@ Add or removeuser accounts

Fle Edt \iew Favorites Took  Help

Q O [P POseuch [ rddes [ (@ Focer s

sacress |3 Control Panel Classic View

E‘ Control Panel & Pick a ca‘egory

B Switchto Classic Yiew
@ Appearance and Themes ﬂ Printers and Other Hardware
-

See Also 2 N~

Security

Checkfor updates

Checkthis computer's secuiity status
@ Allow s program through Windows

G

Appearance and
Personalization
Change desktop background

Firewall
R indows Updats 4 % Change the color scheme
@) Help snd Support "  Network and Internet Connections oive UserAccounts @ Network and Internat Adjust screen resolution
— LY o
€3 Other Control Panel View network status and tasks .
Connect to the Interriet, create a home or small office -
€03 network, corfigure network settings to work from home, or =% Setupfile sharing Clock, Language, and Region
?o | e, g, and s s b e W chongcicyboards o other ot
T = opLivis. 4 - methods
[ / Hardware and Sound Change displey language
ﬂ' Play CDs or other media automatically
! Printer =
. \f 2 4 Sounds, Speech, and Audio Devices Accessibility Options Mouse \ Ease of Access

Let Windows suggest settings
Optimize visual display

Uninstall a program

‘;] Programs

-
v

" Performance and Maintenance Secwily Center . .
‘ Change startup programs Additional Options

networc status and tasks

Connect to & network
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1.2.2 Access Network and Settings

Click on the link to access network and Internet settings
e XP - “Network and Internet Connections”
e Vista/Windows 7 “Network and Internet”

The displays should be similar to the following:

VISTA/WINDOWS 7

# Networkand Internet Connections [=1[E3 =@
@@vh‘.@ + Control Panel » Network and Internet b + [ 43| [searcn o

Fle Edt View Favortes Tools Help

ek = () (T Dssarch [ [ ) Fodersme

scddrece | O nistwark, and Intemet Connactions

ontrol Panel Home

t'l' Network and Sharing Center
< View networkstatus and tasks | Connect to a network
View network computers and devices | Add a deviceto the network | Set up file sharing

Sy: and Maintenance

See Also fj‘ Network and Internet Connections curiy
Network and Internet

Hardware and Sound

& My Network Places

r .
) [riters o Other Pick a task
‘@) Remeke Desktop

. Phone and Moden Options

Internet Options

Change yourhomepage | Manage browser add-ons | Delete browsing history and cookies
Progrems
Offline Files

Encrypt your offline files | Manage disk space used by your offline files

[3] Set up or change your Internet connection ys:vﬂcmunts and Family
= Safety

[3] Create a connection to the netwark at your workplace Appezrance and

Persanalization ﬂ Windows Firewall

Troubleshooters g ?
(3] Set up or change your home or small office network Clock, Language, and Region 1@ Turn Windows Firewall on or off | @ Allow a program through Windows Firewall

[2) Home or Small Office
Metworking

[2) Internet Explorer [3) Change Windows Firewall settings

[2) Wetwork Disgnostics

[3] Set up a wireless network for a home or small office Ease of Access

Addilional Oplivs %.‘ People Near Me
Sign in or out of PeopleNear Me | Change People Near Me seffings

Classic View

@ Sync Center
Sync with other computers, mobile devices, o network folders | View sync results
Resolve sync conflicts

or pick a Control Panel icon

. % .
Intcrnct Options: = MNetwork Connections
=

Connects to other computers, netwarks, and the Inter
A Netuork Setup Wizard Windows

+ Wireless Network Setup Wizard retwork stztus and tasks

Connect to a network

XP Vista/Windows 7

% NetworkConnections J=1E3) =)
Fle Edt View Favorss Tools advenced Help > @U [ « Networkand Internet » Network and Sharing Center - [+ | [ searcn 2|

@Back - \_) Lﬁ psaarch [ Foles [T @Fmdarsm

; sk Network and Sharing Center
& Network Connections "‘ & View comput d devices
LAN or High-Speed Internet © n N View full map
—— T onel Lo a nelwor i _
{ocal frea Connedion Set up a connection or network [
[& crosts s new connection Eonnected, Frewalsd | " " L e
% duare Accelersted AMDEGN, . anage network connections <
2 et & hore o<l Tl Yhheatm fccelerate - WIN-LESFAMNAIDM MSHOME Internet
X Diagnose and repai (This compurer)
@ Change Windows Firervall
settings
K MSHOME [Private network) Customize
See also Access Local and Internet
iy metwork Troubleshooter Connection Local Area Connection View status

Dther Places 2 Sharing and Discovery

@ cortrol Panel Network discavery @ 0on

() by itz s Fle sharing © off

Iy Dacuments

W My Computer Public folder sharing © Off
Printer sharing © Off

Details Password protected sharing @ On

Network Connertions
System Folder

Seealso Media sharing © off
 Interet Opiions

Wincows Firewall

Show me all the files and folders | am sharing

Show me all the shared network folders on this computer
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1.2.3 Access Network Connection Settings

Click on the link to access network connection settings.
e XP - “Network Connections”
e Vista/Windows 7 - “Network and Sharing Center”
The display should look similar to the following:
XP VISTA/WINDOWS 7

#: Control Pane! L [E=8[Een =)
P

OO ~[E + comivre + Tl

= Control Panel Home

Fla Edt Vsw Favokss Took  Help

O Osewcn [ roders | [7]+ [@) ol syme

Classic View

e System and Mamte:ance % User Accounts and Family

Get started with Uindow: Safety
Back up your computer @ Set up parental contrals for any user
@ Add or remove user accounts

E‘ Contral Panel &3 Pick a caiegory

B Switchto classic view

6

@ Chect : Appearance and
Appearance and Themes Printers and Other Hardware = uker ty = ) Personalization
. 29 Allow a program through Windows
see flso -« o o’ o Change desktop background
R Vindows pdete - - Changethe color scheme
@ Helbandsupport @ networkondintemet Connections | %7 UserAccounts & S — Adjust screen resalution
-  Network and Internet
° Other Control Pame| View network status and tasks N
«Connect ta the Internet, create a home or small office. o
ptions network, configurs network settings to work from home, or = Setupfile sharing Clock, Language, and Region
Eé e ey e, and e sevince o FWY crangeteyocassorcter st
il Saias methods
[ Hardware and Sound ol lengusae

Play CDs or other media automatically

Printer s
Mouse I \ Ease of Access
Let Windows suggest settings

Optimize visual display

4

3| Sour- Seech. o oo Dvices Accessibility Options

o

i Programs
& | Uninstall a program . N
R 7] Additional Options

=

lasks
network status and tasks.

~ Connecttoz network

1.2.4 Access Local Area Connection

Click on the link to access the local area connection.
e XP -“Local Area Connection” icon
e Vista/Windows 7 - “View Status” next to Local Area Connection

The display should look similar to the following:

XP Vista/Windows 7

L Local Area Connection Status ! Local Area Connection Status =3
General ‘ Support l General
Connection Connection

Status: Connected IPv4 Connectivity: Internet
Duration: 02:40:26 IPv6 Connectivity: Limited
Speed: 1.0 Gbps Media State: Enabled

Duration: 00:06:46

Speed: 1.0 Gbps

Activity

Sent —— w | — Received Activity
—ls

Sent —— | — Received
Bytes: 18031 | 133,463 =" % e Seeve

Bytes: 55,689 | 2,525,828

[ (¢ Properties ] [ [¢'IDisable ] [ Diagnose ]

0 ®
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1.25 Open Properties

ACCESSING THE WEB USER INTERFACE
SETUP PC IP ADDRESS

Click on “Properties” button (Vista/Windows 7 will display a popup window asking to confirm the operation).

Click on the “Continue” button. The display should look similar to the following:

i XP

- Local Area Connection Status

General | Support
Connection
Status:
Duration:
Speed:
Activity
Sent - q
>
—ch
Bytes: 184,031

PX

Connected
02:40:26
1.0 Gbps

Received

139,463

Cloge

Vista/Windows 7

&+ Local Area Connection Status @
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Limited
Media State: Enabled
Duration: 00:06:46
Speed: 1.0 Gbps
Details...
Activity
Sent L__.! Received
Bytes: 55,689 2,525,828
|t Properties I [ |’/ Disable } [ Diagnose ]

1.2.6 Access Internet Protocol Properties

Click on the Internet Protocol to highlight.
e XP - “Internet Protocol (TCP/IP)”

e Vista/Windows?7 - “Internet Protocol Version 4 (TCP/IPv4)”

Click on the “Properties” button. The display should look similar to the following:

Sixnet® Series RAM-6021 Router Software Manual
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XP

Internet Protocol (TCP/IP) Properties

General | Altemate Configuration

the appropriate [P settings.

(%) Obtain an IP address automatically

() Use the fallowing IP address:

(%) Obtain DMS server address automatically

() Use the following DNS server addiesses:

‘You can get [P setlings assigned automatically if your network supports YYou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network. administrator for this capability, Otherwise, you need to ask your network administrator

Vista/Windows 7

@@ Internet Protocol Version 4 (TCP/IPv4) Properties <=
General | Alternate Configuration

for the appropriate IP settngs.

@ Obtain an IP address automatically
(0) Use the following IP address:

@ Obtain DNS server address automatically

() Use the following DNS server addresses:

METHOD 1: PC to Ethernet on RAM-6021

Select “Use the following IP address” and fill in the blank fields with the information below:

Internet Protocol Version 4 (TCP/IPv4) Properties @

General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address sutomatically
(@ Use the following IP address:

1P address: 192 .168. 0 . 2
Subnet mask: 255.255.255. 0
Default gateway: 192 .168. 0 . 1

Obtain r address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 192 .168. 0 . 1

Alternate DNS server:

Click “OK”.
The previous screen will appear.
Click “OK”.

*|P address:192.168.0.2
*Subnet mask:255.255.255.0
*Default gateway:192.168.0.1
*Preferred DNS:192.168.0.1

METHOD 2: PC to LAN (ETH1) (RAM-6021)

Select “Use the following IP address” and fill in the blank fields with the information below:

red I‘en®
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Internet Protocol Version 4 (TCP/IPv4) Properties

g
S *|P address:192.168.1.2

General
*Subnet mask:255.255.255.0
You can get IP settings assigned automatically if your network supports .
this capability. Otherwise, you need to ask your network administrator .DefaUIt gateway' 192.168.1.1
for the appropriate [P setfings. *Preferred DNS:192.168.1.1
() Obtain an IP address automatically
@ Use the following IP address:
IP address: 192 . 168 . 2
Subnet mask: 255,255,255, 0
Default gateway: 192 .168. 1 . 1
Obtain DMNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 182 , 168 . 1
Alternate DNS server:
[ O ] [ Cancel ]

Click “OK”.
The previous screen will appear.

Click “OK”.

Verify that you are connected to the RAM-6021 router.

Open a Command Prompt window on your laptop.

e XP ->Start >Run, type in cmd and press the ENTER key.

Type the name of a program, Folder, document, or
Internet resource, and Windows will open it For wou,

Open: w

[ K, ][ Cancel ][ Browse. .., ]

SETUP PC IP ADDRESS

e Vista/Windows 7 - Start > Search window just above the Start icon, type in cmd, wait for Vista/Windows 7
to locate the program, click on the cmd program if finds.

Sixnet® Series RAM-6021 Router Software Manual 1-7
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am ! VLTSI SUTIEIILE Sl

Al Programs

]
_—
shut down ¥

Verify connectivity to the router by running a “ping” to the IP Address of the Ethernet port you are connected to.
METHOD 1: PC to WAN (ETHO0) (RAM-6021)
Type in ping 192.168.0.1 and then press the ENTER key

The display should look similar to the following:

X C\Windows\system32\cmd.exe ol x|

Microsoft Windows [Uersion 6.8.680811]
Copyright ¢c> 2886 Microsoft Corporation. All rights reserved.

IC:\Users™ Some Username »ping 192.168.08.1

Pinging 172.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1: bhytes=32 time=15ms TTL=128
192.168.8.1: hytes=32 time=1ms TTL=128
192.168.8.1: hytes=32 time=ims TIL=128

Reply from 192.168.8.1: bhytes=32 time=1ms TTIL=128

Ping statistics for 192.168_0.1:

Packets: Sent = 4. Received = 4, Lost = @ (B loss>.
Approximate round trip times in milli-seconds:

MHinimum = ims. Maximum = 15ms. Average = 4ms

C:\Userss Some Username >

METHOD 2: PC to ETH1 (LAN)
Type in ping 192.168.1.1 and the press the ENTER key

The display should look similar to the following:

BEX C:\Windows\system32\emd.exe o] x|

Microsoft Windows [Uersion 6.8.6H01]
Copyright <(c) 2886 Microsoft Corporation. All rights reserved.

C:~Users Some Usarname >ping 192_168_.1.1

Pinging 1922.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=15ms TTL=128
Reply from 122.168.1.1: bytes=32 time=1ms TIL=128
Reply from 122.168.1.1: bytes=32 tim TIL=128
Reply from 122.168.1.1: bytes=32 time=1ms TIL=128

FPing statistics for 192.168.1.1:

Packets: Sent = 4. Received = 4. Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

MHinimum = 1img,. Maximum = 15ms,. Average = 4ms

C:=\Users~ Some Username >

This shows the connection is up and functioning.

J ®
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1.3 Access Red Lion Web Server

Open a web browser and enter the following in the address bar:

METHOD 1 (WAN/ETHO): http://192.168.0.1:10000/
METHOD 2 (LAN/ETH1): http://192.168.1.1:10000/
You will receive a login pop-up screen.

Authentication Required

(9 Enter username and password for “gateway” at http:// <IP Address>:10000

Password:

[[] Use Password Manager to remember this password.

Vista/Windows 7

Authentication Required ==
Q A username and password are being requested by http://10.200.2001:10000. The site says: "gateway”
User Name: |

Password:
ok | [ cancel

13.1 Red Lion Router Login Instructions

For the User Name, enter: admin (all lowercase)
For Password, enter the last six digits of the serial number, located on the product label (all lowercase)
Upon successfully logging in, the following screen will appear:

Note: The following information can be used for all series of router, even if screen shots indicate other
models. Some models may have reduced options.

redipn Status-  Admin-  Network-  Services~  Automation~  Advanced-
System Information ERECEONT TS
Device Model Number RAN-6021
Device Serial Number 6621 XHXKKXX
Installed Firmware Viersion SN version x.xx
Current System Uptime 0D 16H 26M 198

Physical Interface Status

Interface Name Connection State IP Address Link Status
eth0 (WAN) Up 192.3000X.X Up

eth1 (LAN) up 192,50 X X Down

usb Up 102.168.111.1 Down

At this point, you are connected to the Red Lion router and can configure it to meet your needs.
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Chapter 2 Web User Interface

2.1 Web User Interface Introduction

2.1.1 Organization

The Red Lion Web Ul is comprised of six major sections. (Click on a link to get an in-depth description of each topic)

red lpn Status~  Admin~ Network = Services~  Automation=  Advanced~ [ESENE

e Status: The Status tab presents information on the router. This tab is organized into 6 sections: Summary,
Easy Config, Network, Diagnostics, Syslog and Gather Stats.

¢ Admin: The Admin Tab is used to configure how the Red Lion router is accessed, update the firmware,
reset the system defaults, set the system time and reboot the router remotely. This tab is organized into 8
sections: Access Settings, System Time, Certificate Manager, Firmware Update, Configuration Manager,
Package Installation, Factory Defaults/Reboot and Job Control.

¢ Network: The Network Tab is used to configure settings that connect the router to external interfaces. The
Network tab is organized into 6 major categories: Interfaces, Firewall, Tunneling, DNS Settings, Static
Routes and TCP Global Settings.

e Services: The Services tab is used to configure the various features of the Red Lion RTU or router. These
services include DHCP Server, DHCP Relay, Dynamic DNS, SNProxy Settings, SixView Manager, SSH/
TELNET Server, SSL Connections, SNMP Agent, Ping Alive and Serial IP.

* Automation: The Automation menu contains all aspects of managing your Modbus and DNP3 based I/O.
The Automation menu is organized into six categories: Local Station, Serial Ports, Modbus, Tags, DNP3
and /O Settings.

e Advanced: The Advanced Tab is used to configure the advanced features of the Red Lion router, which
include Out-of-Band Management, VRRP, Expert Mode, GWLNX and Classic View.

e Events: Events are used to apply a series of logic checks to a register(s) that allows the user to program an
action based on the content of a specific register.

All tabs are described further in the manual as well as functionality of each dialog window.

J ®
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2.2 Status Tab

The Status Tab allows you to review the state of the router functions, such as network connections, interfaces, sys-
tem processes, services running, and system information. It also allows review of the syslog, update history, and
under diagnostic tools, permits testing connectivity through the use of ‘ping’ and ‘traceroute’.

2.2.1 Summary

This option will return the user to the System Summary (home) page. On this page, the system information and
physical interface status are easily viewed.

redlpgn Status»  Admin~  Nefworkv  Servicesv  Automation~  Advanced~

System Information

Device Model Number RAM-6021
Device Serial Number BE21- XXX
Installed Firmware Version SN version 4.21
Current System Uptime 0D OH 2M 255
: g
Physical Interface Status Y
=
g
Interface Name Configuration IP Address Link Status 5
eth0 (WAN) Enabled 192,168 XX Down
eth1 (LAN) Enabled 192.168. XX Down
usb Enabled 192 168, XXX Up

RAM-6021 Last Refresh:
37 minutes ago
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2.2.2 EZ Config Wizard

The EZ Config Wizard and Easy Config menu are used to setup your Ethernet IP without having to navigate
through multiple dialog windows. The EZ Config Wizard is situated on the Summary page and accessed by clicking
on the Blue EZ Config Wizard button.

redlpn Status»  Admin~  Nefwork~  Services  Automation~  Advanced~ NSNS

System Information

Click on the EZ Config Wizard button. The EthO Settings (WAN) dialog window will open:

Eth0 Settings

Enable eth0 Interface? | Yes -] o

Obtain Network | Mo ] e
Addresses via DHCP?

Enter IP Address: 192.168.0.1 @ Required
Enter Subnet Mask: 255.255.255.0 © Required
Enter Remote Gateway: ]

Enable eth0 Interface (WAN): Select Yes to enable the interface or No to disable it. If you select No, the fields
below the “Enable ethOQ Interface” will disappear.

Obtain Network Addresses via DHCP: Select Yes to allow the interface to obtain address information via a
DHCP server. The device will obtain its IP address, netmask and remote gateway as the default route. It can
also, optionally, obtain DNS server address via DHCP.

Select No to prevent the interface from obtaining address information via a DHCP servers.

You will be required to enter the IP address, netmask and remote gateway addresses. DNS information can be
provided by navigating to the Network>DNS Settings menu.

Enter IP Address (Required): Enter the desired interface IP address. This field is only available when the
“Obtain Network Addresses via DHCP” is set to No.

The IP address identifies a device on a TCP/IP network. Every device on a network must have a unique
address. The range of valid addresses for a given network is determined by the value of the Netmask. Some
addresses are reserved for special uses such as network and broadcast. For example, if a netmask is
255.255.255.0 and the IP address assigned to the device is 192.168.1.1 through 192.168.1.254 as
192.168.1.0 is the value reserved for the broadcast address.

Recommended Setting: This address should have been provided by your Network Administrator. It must
be an address valid for the network described by the value contained in the Enter Subnet Mask field and
must not conflict with any other device on the target network.
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Enter Subnet Mask (Required): Enter the desired Netmask for the interface. This field is only available when
“Obtain Network Addresses via DHCP” has been set to No.

Recommended Setting: Your network administrator should be able to provide an appropriate value. This
value determines the valid range of IP addresses allowed in the “Enter IP Address” field.

Enter Remote Gateway: Enter the IP Address for the gateway device. This field is required if “Use Remote
Gateway as Default Route” is set to Yes.

A gateway is a device (typically a router) used to gain access to another network. For example, if a device is
attached to a LAN whose network address is 192.168.1.0 with a netmask of 255.255.255.0, then it can com-
municate directly with any other device on that network with a range of addresses of 192.168.1.1 through
192.168.1.254 (with 192.168.1.255 reserved for broadcast). An address outside of that range is on a different
network which would need to be accessed indirectly through a router. That router would be the gateway to the
network on which the remote target device resides. In order to communicate with it, it would mean sending and
receiving via the gateway device. This also requires either defining a static route (defined through the Net-
work>Static Routes menu) via that gateway or making it the default route by setting “Use Remote Gateway as
Default Route” to Yes.

Recommended Setting: Your network administrator should be able to provide an appropriate value. The
address must be one within the valid range for the network.

Once the desired settings have been entered in the Eth0 Settings (WAN) dialog window, click on the Next button
and the following dialog window Eth1 Settings (LAN) will appear:

Eth1 Settings

Enable eth1 Interface? | Yes v e

Obtain Network | No v e
Addresses via DHCP?

Enter IP Address: 19216611 © Required
Enter Subnet Mask: 255.255.255.0 © Required
Enter Remote Gateway: (-]
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Enter the required settings for your Eth1 (LAN). (See documentation for EthO Settings [WAN]). Once the desired
settings have been entered, click on the Finish button and a recommendation dialog window will appear.

Apply Recommendation

Recommended Action

If you are connected to the device via any other interface beside eth0 to configure
this interface, and have it connected to the network switch, you are safe to click
Apply to save and apply the current settings without any interruptions in your
connectivity.

If you are connected to the device via eth( interface, in order to prevent
interruptions to your current connectivity, it is highly recommended to save your
current settings and then reboot the device when ready, in order for the current
settings to be applied.

Revert
This option will fetch the device original configuration seftings.

Save
This option will save your current settings and a reboot via this interface page or via
power offfon is required in order for the current settings to be applied.

Apply .
This option will save and apply the current settings.

Back Revert  Save Y

Click on Revert, Save or Apply (see explanation of each setting in dialog window above).

2.2.3 Network

The Network menu contains the following sub-menus: ARP Cache, Firewall Rules, Interfaces, Routing Tables and
Socket Statuses.

ARP Cache

The ARP Cache is a table which stores mappings between Data Link Layer (OSI Layer 2) addresses and Network
Layer (OSI Layer 3) addresses. This important information shows what connections are established to the router.
When you click on the ARP Cache menu item, the following dialog window will appear.

redlpn Status~  Admin~  Network~  Services~  Automation~  Advanced~

ARP Cache
Address Hiltype HWaddress Flags Mask Iface
192.168.111.2 ether d2:8d:bb:6e:2f:b3 usbe
Entries: 1 Skipped: @ Found: 1

RAM-6021
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Firewall Rules

The Firewall Rules menu item displays a complete listing of the rules used within the firewall for the Red Lion
router. If you are familiar with Linux and IPTables, then this will be of great use.

redipn Status~  Admin~  Network~  Services~  Automation~  Advanced~
Firewall Rules
Subsystem Configured: Yes
Starts at Boot: Yes
Active: Yes
Chain INPUT (policy DROP @ packets, @ bytes) = g

pkts bytes target prot opt in out source destination py

122 8832 ACCEPT all -- 1o x 8.e.e.e/e 8.0.8.8/8 a
a 8 DROP tcp -- etha * 8.8.98.8/8 B8.8.8.8/@ tcp dpts:@8:19 E
a 8 DROP tcp -- eths * 8.8.8.8/8 B8.8.8.8/80 tcp spts:137:139 S
=] © DROP udp -- eth+ * 8.0.0.8/0 0.08.0.8/@ udp spts:137:139
a 8 DROP tcp -- eths ¥ 8.8.8.8/8 B8.8.8.8/0 tcp dpts:137:1390
a 8 DROP udp -- eth+ * @8.8.8.8/8 B8.8.8.8/0 udp dpts:137:139
=] © SCAN tcp -- ethe * 8.8.0.8/0 B.08.0.8/@ tcp flags:@x3F/eOx3F
a 8 SCAN tcp -- etha * 8.8.98.8/8 B8.8.8.8/@ tcp flags:@x3F/exee
a 8 FLAGS tcp -- ethe * 8.8.8.8/8 B8.8.8.8/80 tcp flags:ex3F/ex29
=] 8 FLAGS tcp -- ethe * 8.0.0.8/0 0.08.0.8/@ tcp flags:@x3F/eOx3F
a 8 FLAGS tcp -- etha * 8.8.8.8/8 B8.8.8.8/0 tcp flags:@x3F/8x37
a 8 FLAGS tcp -- ethe * @8.8.8.8/8 B8.8.8.8/0 tcp flags:ex3F/exee
=] 0 FLAGS tcp -- ethe * 8.8.0.8/0 B.08.0.8/@ tcp flags:8x86/0x06
a 8 FLAGS tcp -- etha * 8.8.98.8/8 B8.8.8.8/@ tcp flags:@x83/exe3
a 8 LoG all -f ethe * 8.8.8.8/8 B8.8.8.8/80 limit: avg 1/sec bur:
(] @ DROP all -f ethe . 8.e.e.e/0 8.0.0.8/8

RAM-6021

Scroll through the list of rules to review the entire IPTABLES listing. This information is used to track traffic being
allowed and traffic being denied access to and through the Red Lion router.
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Interfaces

The Interfaces menu item has three sections. Summary, Details and Multicast.

redipn Status~ Admin~ Network ~ Services~ Automation ~ Advanced~ -
Interface Information
Summary

Settings for eth@:
Link detected: no
Settings for ethl:

Link detected: no

éyoeqpaad 109

Details

1: lo: <LOOPBACK,UP,1080808> mtu 16436 qdisc noqueue
link/loopback ©0:02:00:02:00:00 brd @0:00:00:02:00:08
inet 127.8.8.1/8 scope host lo
inet6 ::1/128 scope host
valid 1ft forever preferred_lft forever
2: dummy@: <BROADCAST,NOARP> mtu 1588 qdisc noop
link/ether ba:1@:c4:62:@7:4e brd ff:ff:ff:ff:ff:ff
3: eth@_cpu: <BROADCAST,MULTICAST,UP,1e@0@8> mtu 158@ gqdisc pfifo fast glen 1@ee
link/ether ©0:13:47:03:4a:32 brd ff:ff:ff:ff:ff:ff

RAM-6021

The Summary table displays a brief description of the interfaces of the Red Lion router.
The Details table displays a system specific description of the interfaces on the Red Lion router.

The Multicast table displays the current multicast settings for various interfaces.
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Routing Tables

The Routing Tables dialog window contains both the Standard System Routing Table and the Policy Routing Table.

redign Status~  Admin~  Network~  Services  Automation~  Advanced~

Routing Tables

Standard System Routing Table

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface

192.168.8.@ 0.8.8.08 255.255.255.8 u 5] 2] @ ethe g
-1

192.168.1.8@ @.8.e.@ 255.255.255.@ u e e @ ethl &
@

192.168.111.8 0.2.8.0 255, 255.355.8 u e ] 0 ushe E
0
-
w

Policy Routing Table

** ip rule show

a: from all lookup local

4: from 192.168.111.1 lookup usbé
18: from all lookup main

1l b from 192.168.8.1 lookup eth@
1.2 from 192.168.1.1 lookup ethl

32766: from all lookup main

RAM-6021

-

The Standard System Routing Table displays the current routes for the Red Lion router and the static routes that
have been configured for the router.

The Policy Routing Table displays information on the policy rules, the route tables for each individual interface and
the general routes for the Red Lion router.
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Socket Statuses

Sockets are end-points to communication over the Internet. Much like PBX phone systems, where the IP address
is the phone number and the port is the extension. Every paired (connected) socket has a source IP/port and a
destination IP/port.

There are three tables in the Socket Statuses dialog window: TCP Only, Conn Track and Socket Statuses All.
The TCP Only table displays the sockets that are connection-oriented (Also known as “stream sockets”).

Conn Track is a connection tracker that displays more thorough information about the current socket connections.
Connection tracking allows the kernel to keep track of all logical network connections or sessions, and thereby
relate all of the packets which may make up that connection. NAT relies on this information to translate all related
packets in the same way, and IPTABLES can use this information to act as a stateful firewall.

The Socket Statuses All table displays the sockets that are considered connection-oriented and connectionless
(also known as datagram sockets).

redlipn Status»  Adminv  Network~  Servicesv  Automation~  Advanced~

Socket Statuses

TCP Only
Active Internet connections (servers and established) S’
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name =
tecp a © 127.6.0.1:2947 9.9.0.0:* LISTEN 795/gpsd E
tcp a ® ©.9.9.9:7785 0.9.8.8:* LISTEN 2116/gmu_listener E
tcp a @ ©.0.0.0:10000 8.0.0.0:* LISTEN 1966/1ighttpd-gau 3
tcp a ® 0.8.0.0:53 0.9.8.0:% LISTEN 1896/ dnsmasq
tecp a 8 6.8.9.9:23 0.9.9.8:* LISTEN 1792/ xinetd
tecp a 331 192.168.111.1:10000 192.168.111.2:52986 ESTABLISHED 1966/1lighttpd-gau
tecp a 178 192.168.111.1:106060 192.168.111.2:52980 ESTABLISHED 1966/1lighttpd-gau
tecp a ® 192.168.111.1:180608 192.168.111.2:52984 ESTABLISHED 1966/1lighttpd-gau
tcp a 0 ::%60848:53 1:%1437904 ;% LISTEN 1896/ dnsmasq

RAM-E021
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Traffic

The Traffic dialog window shows the unit’s traffic history. From the Display Flag drop-down list, select which
information is desired and which Interface is to be viewed. The information will then be shown on the dialog
window.

redlgn Status»  Adminv  Nefwork~  Servicesv  Automation~  Advanced~

Traffic

Display flag: | Hourly v
Interface: | usb0 v

(usb@) 92:42

éyoeqpaad Joo

| @3 o4 @5 66 67 98 @9 18 11 12 13 14 15 16 17 18 19 28 21 22 23 @0 081 @2

h rx (KiB) tx (KiB) h rx (KiB) tx (KiB) h rx (KiB) tx (KiB)
83 ] 5] 11 8 -] 19 ] 2]
a4 a e 12 2] -] 20 ] a
e5 ] e 13 a Q 21 (-] a
a6 a e 14 8 -] 22 2] 8
a7 ] 5] 15 8 -] 23 (] 2] -
s a e 16 a Q e @ a

RAM-6021 Reset Statistics
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224 Diagnostics

The Diagnostics menu is sub-sectioned into Ping, Traffic Capture, Socket Test and Traceroute submenus. These
are useful in troubleshooting connectivity of the Red Lion router to the Internet or the Network the router is
connected to.

Ping

The Ping menu item allows you to input an address either as an IP Address or a URL for testing the destination
availability.

red len Status~ Admin ~ Network ~ Services Automation~ Advanced v

Ping
Host/IP Address: (2] g
g
=9
Source Interface: | Unspecified r @ E
-~

RAM-6021 m

Host/IP Address field: Type in the IP Address or URL you wish to Ping. It is recommended you start with a
locally accessible IP address to confirm communication to an interface’s local subnet. Then proceed to
addresses on distant networks. Your local default gateway is a good test, and this IP can be found in the your
routing table. Also, a commonly available internet server available to test against is 4.2.2.2.

-

Source Interface: The Source Interface offers the option of using different interfaces to send the Ping through.
This is useful if you have a VPN Tunnel in place. Testing the connection through the VPN Tunnel is required to
verify connectivity through the tunnel.

Choose the interface that the VPN Tunnel has listed for the Local Subnet end-point, i.e. if the Left Subnet is
10.100.100.0/24 and eth1 (LAN) has 10.100.100.1 as its IP Address, then choose Source Interface eth1
(LAN).

Specify a Host/IP Address at the head-end to Ping through the tunnel.

Click on the Ping button to see the result.
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Traffic Capture

Traffic Capture will use the tool tcpdump to perform network traffic captures and generate a widely compatible.cap
file. A series of rotating capture files will be generated to prevent exhausting local resources and all may be
downloaded for post-capture analysis in the viewer of your choice. Capturing the most relevant information may
require trial and error to obtain the best filter for specific investigations.

ol Status~  Admin~  Network~  Services~  Aufomation~  Advanced~

Traffic Capture o

Interface: | eth0 v
Packet Length: | Maximum r
g
&
Capture (.cap) File Size: | Normal v 9 2
5
[x]
o
Filter: | port not 10000 e
Mode: | View Live Stream v

RAM-6021 Refresh

Interface: Select which interface is to be used to generate the capture file.

Packet Length: Select which type of packet to be created. The recommended setting for this option is Trun-
cated unless a deep packet inspection is required.

Truncated: If this option is selected, the packet headers and the first few bytes of the start of the data
packet will be included. Use this option to trace network and connection behavior.

Maximum: If Maximum is selected, the entire packet with its contents will be captured. Use this option to
investigate the contents of the data exchange, such as Serial IP packets.

Capture (.cap) File Size: Cap files are generated on a rotating basis. This sets the maximum size for each of
three individual files. The recommended setting for this field is Normal to ensure a minimal amount of system
resources are used.

Normal: 1 Megabyte
Large: 3 Megabytes
Maximum: 1/6 system memory

Filter: Create filters by typing the options listed below. The recommended setting for this field is port not
10000.

To ignore browser traffic while capturing: port not 10000
To ignore traffic to/from a specific host: host not 192.168.1.2
To capture only traffic from a specific port: port 1234
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To combine these filters use: host not 192.168.1.2 and port 1234
Mode: Select whether to generate a capture file or viewing live stream of the network traffic.
Socket Test

The Socket Test menu item will allow you the Telnet to desired destination IP and Port addresses to verify the
socket availability.

redlpn Status~ Admin ~ Network~ Services Automation~ Advanced~

Telnet TCP Socket Test

g
M
Host/IP Address: [ 7] E
B
[x]
=
Destination Port: e e

RAM-6021

Host/IP Address field: Type in the IP Address or URL you wish to Telnet.

Destination Port field: Enter the Destination IP Address of the server to which you would like to connect.
Click on the Test button at the bottom of the dialog window to proceed with the TCP socket test to verify socket
availability.

Traceroute

The Traceroute menu item will allow you to watch the route taken through the Internet to the specified IP Address
or URL.

wdleﬂ Status Admin~ Network ~ Services v Automation ~ Advanced~
Traceroute
g
Host/IP Address: 2] §
2
g
S
Source Interface: | Unspecified A - o
RAM-6021

Host/IP Address field: Type in the IP Address or URL you wish to trace. It is recommended to start with a
locally accessible IP address to confirm communications to an interface’s local subnet. Then proceed to
addresses on distant networks. You local default gateway is a good test, and this IP can be found in your rout-
ing table. A commonly available internet server available to test against is 4.2.2.2.
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Source Interface field: Select the source interface. Choosing “Unspecified” will let the system choose the first
interface found with a route to the destination. The Source Interface offers the option of using different inter-
faces to send the trace through. This is useful should you have a VPN Tunnel in place and testing the connec-
tion through the VPN Tunnel is required to verify connectivity through the tunnel.

Choose the interface that the VPN Tunnel has listed for the Local Subnet end-point, i.e. if the Left Subnet is
10.100.100.0/24 and eth1 (LAN) has 10.100.100.1 as its IP Address, then choose Source Interface eth1
(LAN).

Specify a host IP Address at the head-end to ping through the tunnel.
Click on the Trace button at the bottom of the dialog window and a table describing the Trace Route results will
appear in the dialog window.

System Information

The System Information menu item displays the current usage of the files system in both the directory size and the
memory utilization.

redlpn Status~  Admin~ Network~ Services»  Automation~  Advanced~

System Information

Filesystem Status

Filesystem 1K-blocks Used Available Use¥ Mounted on
/dev/root 122880 53336 69544 43% /
/dev/mtdblock3 4896 1284 2812 31% /storage 9
Jdev/mtdblocka 3672 2788 364 8B% /boot o
tmpfsvar 5120 124 4996 2% /var 8
tmpfstmp 81920 28 g198e 8% /tmp E
tmpfsvar 32 2] 32 6% /media G
/dev/mtdblocké 393216 8448 384768 2% /dmp
“
Memory Usage

total used free shared buffers cached
Mem: 1251e8 39648 85460 a 2] 25464
-+ buffers/cache: 14176 118924
Swap: e e 2]

RAM-6021
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2.25 Syslog

The Syslog window displays the current syslog of the Red Lion router.

redlpn Status ~ Admin~ Network ~ Services~ Automation = Advanced -

System Log
Filter String Q
Match Case
Number of lines to display | Last 50 A -]
g
&
®
a2
E
)
)
P
¥ Always scroll to end Real Time Updates

Remote System Logding

Forward syslog to remote host: | No AN ]

Apply

Customize your search by configuring the following fields:

Filter String (optional): Enter a filter string in the space provided. Only lines containing the filter value(s) will
be displayed via a GREP (Global Regular Expression Parser) style filter mechanism.

Match Case: Check this box if you want the Filter String field to be case sensitive.

Number of lines to display: Select the number of lines to be displayed from one of the choices in the drop-
down list provided.

Forward syslog to remote host (Required): Select YES to enable forwarding of syslog messages to another
host. The recommended setting for this field is NO.

Click on the Download button and a download window will appear prompting whether to save or open the file. The
download interface will be different depending on the browser used.

‘ { Do you want to open or save messages.txt from 192.168.111.17 Open Save e Cancel q
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2.2.6 Gather Stats

red leﬂ Status - Admin~ Network~ Services - Automation = Advanced~
Gather
Stats Configs
Include IPSec (Barf) Output | No AR -} Include GWLNX Files | No v e
Include GWLNX Log Files | No AR -} Include All Network Files | Yes v e

Generale Stats Generate Configs

Generated Reports

£3Ieqpaad 109

No files to download.
Please generate a stats or configs file

Recent Automated Snapshots

(88k) 1-stats-B82X2277142067-12Jun15-402 zip
(B5K) 2-stats-682X2277142067-11Jun15-402 zip
(188K) 3-stats-662X2277142067-07Jun15-402.zip

Include IPSEC (Barf) Output: Select YES to include all IPSec (Internet Protocol Security) debug information.
The recommended setting for this field is YES if a VPN connection is used on this unit.

Include GWLNX Log Files: Select YES to include all GWLNX related logs. Choose YES for this option if you
are running GWLNX for protocol conversion. Be aware that this will increase the size of the resulting .zip file.

Include GWLNX Files: Select YES to include all the GWLNX protocol conversion application file. Be aware
that this will considerably increase the size of the resulting .zip file. Only choose YES for this option if directed
by Red Lion Technical Support, or if you have installed a custom GWLNX protocol engine.

Include All Network Files: Select YES to include all networking related configuration files. If using “gathercon-
figs” to clone a unit, note that this option will cause the network interfaces (Including static IP addresses) to be
cloned as well. If performing a gatherconfigs for review by Technical Support, please choose YES for this
option.

To create the files for the Stats and/or Configs, click on the Generate Stats and/or Generate Configs buttons. The
newly generated file will be shown in the Generated Reports table while the Recent Automated Snapshots table will
list previously generated files.
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2.3 Admin Tab

The Admin Tab is where you configure web access methods, set passwords, update firmware, manage
configurations and set factory defaults.

2.3.1 Access Settings

The Access Settings menu item allows you to change how the unit's Web Ul is accessed, either by HTTP or
HTTPS. You can also change the passwords used to access the Web User Interface. For security purposes, it is
recommended that the admin password be changed according to your internal policies.

Click on the Access Settings menu item and the following window will appear.

Wdleﬂ Status = Admin ~ Network > Services v Automation = Advanced ~

Access Settings

Web Access Method: | HTTP v 9

User: admin (Full access)

g

New Password: o E

=Y

g

o

Confirm New Passwaord: (-] 3

User: gauser (Controlled access

New Password: -]
Confirm New Password: [+
Ilame: dmmblamsinn (] femmibemad mmm o A
RAM-E021 Refresh Apply

-

Unit’s Name: Enter a description to identify the unit. This field is not required to support functionality. It is only
for unit identification.

Note: Maximum length of this field is 32 and supported characters are alphanumeric plus the following special
characters.: + -._

Recommended Setting: Optional

Web Access Method: Select the method you would like to use to access the Web Ul. You do not need to enter
the password in order to change the access method.

Note: The HTTP method can result in better performance and faster page load time; however, it is less secure
than the HTTPS method, which uses data encryption to provide a secure connection.
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User: admin (Full access)
New Password: Enter the new password in the “New Password” field.

Note: For a secure password, choose one that is at least six characters long, is not a common word and
comprised of a mixture of upper and lower case characters and numbers as well as special characters.
Please note that the single quote (‘) character is not a valid character. For security purposes, it is
recommended that the admin password be changed according to your internal policies.

Confirm New Password: Re-enter the password entered in the New Password field.

User: gauser (Controlled access)

New Password: Enter the new password in the “New Password” field.

Note: For a secure password, choose one that is at least six characters long, which is not a common word
and comprised of a mixture of upper and lower case characters and numbers as well as special
characters. Please note that the single quote (‘) character is not a valid character. For security
purposes, it is recommended that the admin password be changed according to your internal policies.

Confirm New Password: Re-enter the password entered in the New Password field.

User: techsup (Limited access)
New Password: Enter the new password in the “New Password” field.

Note: For a secure password, choose one that is at least six characters long, which is not a common word
and comprised of a mixture of upper and lower case characters and numbers as well as special
characters. Please note that the single quote (‘) character is not a valid character. For security
purposes, it is recommended that the admin password be changed according to your internal policies.

Confirm New Password: Re-enter the password entered in the New Password field.

Click on the Save button for changes to be saved without activating the interface, the Apply button will save your
settings and apply them immediately. To revert to the previous settings, click on the Revert button.
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2.3.2 System Time

The System Time menu item is used to configure the time zone on the Red Lion router to correspond to your
location.

Click on the System Time menu time and the following window will appear.

Wdleﬂ Status - Admin ~ Network ~ Services - Automation ~ Advanced v

System Time

Time Zone: | CSTGECDT r @
Sync to NTP Server: | No r @
Current Date (MM/DD/YYYY) | 01/01/2008 ©® | Required g
g
g
Current Time (HH:MM:SS) | 00:00:00 ©® | Required g
o

Use Local System Time

07/16/2015 - 13:08:00

RAIM-6021 Refresh  Apply

Time Zone: Select the time zone corresponding to your geographical location by choosing one of the values
available on the drop down list provided.

To configure the date and time for your Red Lion router there are three options:
Option 1:

Sync to NTP Server: Select Yes to enable synchronizing the system clock to an NTP server.
Option 2 - Manual Configuration:

Current Date (MM/DD/YYYY) (Required): Set the Sync to NTP Server field to No and enter the Current Date
using the shown format.

Current Time (HH:MM:SS) (Required): Set the Sync to NTP Server field to No and enter the Current Time
using the shown format.

Note: The Hour field in on the 24-hour time clock, range 00-24. This page verifies that the month, day, year,
hour, minute and seconds conform to expected inputs. For example, month range from 01-12, days
range from 01-31 (checks for limit according to month, i.e. January has 31 days, February has 28 or 29
depending on year, etc.)

Option 3:

Use Local System Time: Set the Sync to NTP Server field to No and click on the Use Local System Time but-
ton. The local time as referenced from your browser is used to populate the settings.

Click on the Apply button to save your settings and apply them immediately. To revert to the previously saved
defaults, click on the Revert button.
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233 Certificate Manager

The Certificate Manager gives the option of adding a certificate, deleting or editing an existing one.

Click on the Certificate Manager menu item and the following dialog window will appear:

de" Status - Admin~ Network = Services~ Automation~ Advanced~

Certificate Manager

Certificate Manager Table Properties

Certificate Name Certificate Type Certificate File
Edit

éYoeqpaad 109

Delete

Up
Down
RAIM-6021 Refresh Save Apply
To create a new certificate:
Click on the Add button and the following dialog window will appear:
I T
Add Certificate
Certificate Name: l | 1] ‘ Requiredl
Certificate Type: | IPsec Cert v e
File Name: | Please upload a certificate LA ]
Upload Certificate: Select File
L& £

Certificate Name (Required): Enter a descriptive name to be associated with the Certificate File to be
uploaded. This name can be used later in fields where selection of a certificate is required. The descriptive
name can contain only upper and/or lower case letters and digits.

Certificate Type: Select the type of certificate that you will be uploading. Each certificate is stored in a unique
repository, depending on the service that will be using it. The certificate file name can contain only upper and/

or lower case letters, digits, -, * * and must end with .ca, .cert, .cer, .crt, .csr, .srl, .cnf, .key, or .pem.
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Possible choices include:

HTTPS: This certificate is used for the HTTPS engine, and replaces the onboard automatically
generated HTTPS cert. This should be a key and cert, together in the same pem format certificate file.
The key should not be password protected. If the new cert is unable to be loaded by the HTTPS
engine, it will revert to an onboard generated HTTPS certificate.

IPsec Cert: This will specify a certificate to be used to authenticate a VPN connection. A server and
client certificate will be required.

IPsec Key: An RSA key must be provided for any client certificate uploaded. If this is signed with a
password, that will need to be entered in the IPsec as well.

IPsec CA: This specifies a Certificate Authority. Please include a CA valid for each signed certificate.

SSL: This certificate will be available for SSL Connections as a Server Certificate, or a Client
Certificate.

SSLVPN: This certificate will be available for SSL VPN tunnels.

File Name: This field will be populated with files previously selected in the Upload Certificate field for quick

access.

Upload

Certificate: Click on the Select File button to browse to the location where the certificate file is saved.

The certificate file name can contain only upper and/lower case letters, digits, -, * * and must end with .

ca, .cert

, .cer, .crt, .csr, .srl, .cnf, .key, or .pem. Note: SSL type certificates must include the key and cert

portions, and the key must not be password encrypted.
Click on the Finish button and you will be directed to the Certificate Manager dialog window and the table will be
populated with the entered data.
redlpn Status - Admin - Network = Services~ Automation ~ Advanced~
Certificate Manager
Certificate Manager Table Properties
Certificate Name Certificate Type Certificate File S
Sample ipseccert sample_key E
© Delete %
RAM-6021 Revert / Refresh Save ;?i;ﬁggejgo
To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the

table and click on the Edit button.

To move a certificate up or down in the table properties, use the Up and Down buttons.

Click on the

Save button for changes to be saved without activating the interface until you reboot the unit, the Apply

button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert

button.

Sixnet® Series
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2.3.4 Firmware Update

The Firmware Update menu item is used to upgrade the firmware of the Red Lion router.

Click on the Firmware Update menu item and the following window will appear:

redlpn Status»  Admin~ Network = Services~ Automation - Advanced~

Firmware Update

Boot Image File: Select File
g
g
Root Image File: Select File E
[x]
=
N
Preserve Current Configuration: | Yes v @

RAM-6021 m

To upgrade the firmware of the Red Lion router:

Boot Image File: Select the file that will perform the Kernel update.
Root Image File: Select the file that will perform the system update.

Preserve Current Configuration: Select YES to save the device’s current configuration and restore it after
the firmware image is installed.

Click on the Install button.
Note: This procedure could take anywhere from 6-10 minutes to complete.

WARNING: It is important that the power to the unit is not interrupted at any time during the upgrade process,
as this could cause the unit to become corrupt and require shipment back to the factory to correct.
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2.3.5 Configuration Manager

The Configuration Manager menu item saves a copy of the current system configuration, i.e., Export. This is useful
when a confirmed good configuration is operational. A backup can be exported for use should the configuration
become corrupt or re-configured in error.

Click on the Configuration Manager menu item and the following window will appear:

redlgn Status»  Admin~ Network = Services~ Automation ~ Advanced~

System Configuration Manager

Export Web Ul Master Configuration File

Export
g
g
Import Web Ul Master Configuration File g
[x]
-
Import File Handling | Replace r 9 =
Import File Options | Save Only vy 9
Import Configuration File Select File

RAM-6021

Export Web Ul Master Configuration File: To save a copy of the Red Lion router configuration, click on the
“Export” button. The pop-up window below asking you to save or open the file will appear. Select the desired
option.

RAM-6021 Do you want to open or save configaxemlixt from 192.168.111.17 Open Save v Cancel x

Note: Please note the directory where the file was saved in order to retrieve it when needed to put the file
back onto the Red Lion router.

Import Web Ul Master Configuration File: Set your importing defaults for the configuration file.

Import File Handling: Select Replace to completely replace the device configuration file with your import.
Select merge if you are importing a snippet of the main configuration.

Import File Options:

Save Only: If you want to save the new configuration without immediately applying it, select the Save Only
option. In order for the changes to take effect, a system reboot is required.
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Apply: When this option is selected, any imported configuration sections will be applied only if they have
changed values. If imported sections are identical to the current configuration, that section will not be

applied.

Forced Apply: If this option is selected, every section imported will be applied immediately. This option is
not commonly required.

Note: If your configuration file has many sections, this process may take a while.

Import Configuration File: Click on the Select File button, and the dialog window below will appear.

QU+

I+ Libraries » Documen ts » Router

(&) File Upload sy

Organize +  New folder

’t Favorites 5
B Desktop
1§ Downloads
%4 Dropbox

| Recent Places

i Libraries
[ Documents
¥l My Document
|/ Public Docume
& Music
[ Pictures

B videos

18 Computer

& Local Disk(C) . ¢

Documents library

Router
Name

|| configamlt

Date modified

7/31/2013 211 PM

Arrange by:  Folder ~

Type Size

Text Document 1KY

.

| »

File name:

~ | AllFiles () -
ance

I

Browse to the directory where the config.xml.txt file is located.

Select the config.xml.txt file and click on the Open button to populate the Browse window. If needed, you can
change the file or remove it from the field by clicking the appropriate button

Click on the Import button. When import is complete, a table will appear at the bottom of the dialog window listing

the modified files.
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2.3.6 Package Installation
The Package Installation feature allows you to upload and install patches from Red Lion.
Click on the Package Installation menu item and the following dialog window will appear:
M%" Status - Admin~ Network ~ Services v Automation - Advanced - -
Package Installation
Package File: SelectFile @
: g
History =
g
5
#date patch file Result =
2015/02/17-082:15:58 snpat2e15e43@ B5281504294 g25.zip Success
2815/82/17-82:15:59 configs-backup.zip Success
s
RAM-6021 m

In the Package File field, click the Select File button, and the following dialog window appear:

Browse to the directory where the patch is located.

Select the filename to

1@ File Upload

P

@O-‘E, + Computer » Local Disk (C) »

select the file.

Organize ¥ Mew folder =~ 0l @
3k avome * Name Date modified Type Size
B Desktop . Keriidge 11/2/201010:14 M File folder
& Downloads MSOCache 11/2/201010:15PM  File folder
7 Dropbox . PerfLogs 7/713/200910:37 PM  File folder
"l Recent Places | Program Files 7/23/2013340PM  File folder
ProgramData 6/26/2013232PM  File folder
45 Libraries - | temp 1710/20122:28 PM  File folder
© [ Documents | Users 4/13/2013507PM  File folder
b g Music ! Utils 7/31/201211:36 AM  File folder
> [ Pictures Windows 7/31/20139:02 AM  File folder
> B Videos
4 |8 Computer
b &, Local Disk (C:)
> &8 miktsvr (L0128,
b &8 Users (W101280. . ™ Iy

Note: Be sure to use only genuine Red Lion provided packages in the form of filename.zip.

Click on the Open button to populate the Package File field and click on the Install button. When install is complete,
a table will appear at the bottom of the dialog window listing the modified files.
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2.3.7 Factory Defaults/Reboot

The Factory Defaults menu item allows you to restore the configuration back to factory default settings.

Click on the Factory Defaults/Reboot menu item and the following window will appear:

red lpn Status~  Admin~ Network ~ Services~  Automation~  Advanced~

Restore Factory Default / Reboot System

Restore Factory Default

éydeqpaad oo

Reboot System

Reboot

RAM-6021

Restore Factory Default: Click on the Restore button to restore the factory default settings. A warning will
appear, read through the information and click OK. The restore may take 2-5 minutes.

Reboot System: Click on the Reboot button to reboot the device. A warning will appear, read through the
information and click OK. The reboot may take 2-5 minutes.
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2.3.8 Job Control

The Job Control feature is used to create jobs that will be run at specified intervals.

Click on the Job Control menu item and the following dialog window will appear:

redlpn Status»  Admin~  Nefworkv  Services  Automation~  Advanced~

Job Control
Predefined Job Settings
Predefined Job Interval: | Disabled A -]
Select Predefined Job: None v ]
Apply

éyoeqpasd 109

Import Job Script

Imported Job Interval: | Daily A ]

Upload Script File: Select File

Delete Imported Job Script

RAM-6021

Predefined Job Settings:

Predefined Job Interval: Select the appropriate periodic job interval from the drop-down list provided to run at
the scheduled job interval. If the option Disabled is selected, all the jobs created for the selected job will be
removed. The available predefined options are:

Daily: Will run at 4:02 am.
Weekly: Will run at 4:22 am, every Sunday.
Monthly: WIIl run at 4:42 am, on the first day of every month.
Select Predefined Job: Select the desired job to be scheduled for the selected job interval. The options are:
Reboot: Will reboot the unit at selected job interval.
Serial IP: Will restart the GWLNX (Serial IP) application at selected job interval.

Click on the Apply button once the required changes have been made.
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Import Job Script

Imported Job Interval: Select the appropriate job interval from the drop-down list to run at the scheduled job
interval. The available options are:

5 minutes: Will run every 5 minutes.

Hourly: Will run every hour.

Daily: Will run at 4:02 am.

Weekly: Will run at 4:22 am, every Sunday.

Monthly: Will run at 4:42 am, on the first day of every month.

Upload Script File: Click on the Select File button to browse to the location where the job to be uploaded is
stored.

Click on the Import button once the file is selected.
Delete Imported Job Script:

Select Imported Job: Select an imported job from the drop-down list to be deleted from any scheduled job
interval.

Click on the Delete button once the job to be deleted has been selected.
List of Current Scheduled Jobs

This table displays the list of current scheduled jobs.
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2.4 Network Tab

The Network Tab configures aspects of the Red Lion router affecting the networking functionality of the unit. From
here you can configure the Ethernet Interfaces, Static Routes, TCP Keep-Alives and VPN Tunnel configuration and
more.

241 Interfaces

The Interfaces menu allows the administrator to configure the Ethernet ports of Red Lion routers to meet their
needs.

Interfaces available may include ethO (WAN), eth1 (LAN), USB and IPv6. These will only be present if your hard-
ware supports these interfaces.

These ports are ‘auto-sensing’, allowing for greater flexibility.

eth0 (WAN) and eth1 (LAN)

The configuration of the Ethernet ports is the same for ethO (WAN) and eth1 (LAN), therefore this section will only
reference the configuration of “WAN”"/ethQ. Please refer to this section when configuring “LAN”/’eth1.

Click on the ethO(WAN) menu item and the following window will appear:

“’d%“ Status - Admin~ Network - Services~ Automation~ Advanced~ m

Ethernet Interface eth0 (WAN)

Enable eth0 Interface? | Yes r 9
Interface Speed/Duplex: = Auto Detect r @
Obtain Network Addresses via DHCP? | No v @
[w =~ ire Q
Enter IP Address: | 192.168.0.1 © |Required =
g
g
Enter Subnet Mask: 255.255.255.0 © |Required a
3
Use Remote Gateway as Default Route? | No r @
Enter Remote Gateway ]
Enter Maximum Transmission Unit (MTU): 1500 © |Required

Interface Aliases

i

Sub-Interface IP Address Subnet Mask
Edit
Rnlntn

RAM-6021 Reboot Refresh Save Apply

-

Enable eth0 Interface (WAN): This field determines if the specified Ethernet port is enabled, allowing the
administrator to disable the port if necessary.
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Interface Speed/Duplex: This configuration parameter controls the speed and duplex behavior of the Ethernet
port. Valid selections are:

¢ Auto Detect: Use the ‘best negotiated’ speed and duplex. (default)10Mbps/Half: If selected, the inter-
face will communicate at 10 Mbps and half duplex.
¢ 100Mbps/Half: If selected, the interface will communicate at 100 Mbps and half duplex.
e 100Mbps/Full: If selected, the interface will communicate at 100 Mbps and full duplex.
Note: An incorrect ‘forced’ setting will result in communication failure for this interface.

Obtain Network Addresses via DHCP: Select Yes to allow the interface to obtain address information via a
DHCP server. The device will obtain its IP address, netmask and remote gateway and optionally, use the
remote gateway as the default route. It can also obtain DNS server address via DHCP.

Select No to prevent the interface from obtaining address information via a DHCP server. You will be required
to enter an IP address, netmask and remote gateway addresses. DNS information can be provided by
navigating to Network -> DNS Settings..

Obtain Network Addresses via DHCP? | No A - ]
When NO is selected inthe
Enter IP Address: | 192.168.0.1 ©® | Required IIIJDHD(t:aFl,r.]. #;gf?{gﬁgﬁ{gg?:ﬁ;a
will appear.
Enter Subnet Mask: | 255.255.255.0 © | Required r

Enter IP Address: This field appears when NO is selected for “Obtain Network Addresses via DHCP”. Specify
the IP Address to be assigned to the Ethernet port when a ‘Static’ IP Address configuration is selected. This
field will not be visible or accessible when a ‘Dynamic’ IP address configuration is selected, as the DHCP
server will provide the Red Lion router with the IP address that it should use. This is a required field.

The IP address identifies a device on a TCP/IP network. Every device on a network must have a unique
address. The range of valid addresses for a given network is determined by the value of the Netmask. Some
addresses are reserved for special uses such as network and broadcast.

For example, if a netmask is 255.255.255.0 and the IP address assigned to the device is 192.168.1.3, then the
range of valid addresses is 192.168.1.1 through 192.168.1.254 as 192.168.1.0 is the value reserved for the
network and 192.168.1.255 is the value reserved for the broadcast address.

Enter Subnet Mask: This field specified the subnet mask to be assigned to the Ethernet port when a ‘Static’ IP
address configuration is selected. This field is only available when Obtain Network Addresses via DHCP has
been set to NO. This is a required field.

Your Network Administrator should be able to provide an appropriate value for this field. This value determines
the valid range of IP addressed allowed in the Enter IP Address field.

Use Remote Gateway as Default Route: Select Yes to use this interface as the default route. If Obtain
Network Addresses via DHCP is set to Yes, then the interface is configured to obtain its address information
from a DHCP server, and will use the gateway address provided by the server as the default route. If Obtain
Network Addresses via DHCP is set to NO, then the IP Address of the remote gateway will be required to be
entered in the Enter Remote Gateway field.

Note: On devices with multiple interfaces, if may be possible for this setting to be made multiple times. When
the Web Ul is used to configure an interface, the last settings applied are the ones which take prece-
dence. When a device reboots, the last interface to become active takes precedence. For devices with
interfaces which activate/deactivate dynamically (cellular connections, fallback, etc.), the current inter-
face activated takes precedence.
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Use Peer DNS: Select YES to allow the interface to obtain DNS Server settings via DHCP. This field is only
available when Obtain Network Addresses via DHCP has been set to YES. Select NO to allow the interface to
use the DNS settings from the Networking -> DNS Settings screen. The recommended setting for this field is
YES.

Enter Remote Gateway: Enter the IP Address for the gateway device in the field provided. This field is only
available when Obtain Network Addresses via DHCP has been set to NO. This field is required if Use Remote
Gateway as Default Route is set to Yes.

A gateway is a device (typically a router) used to gain access to another network. For example, if a device is
attached to a LAN whose network address is 192.168.1.0 with a netmask of 255.255.255.0, then it can
communicate directly with any other device on that network with a range of addresses of 192.168.1.1 through
192.168.1.254 (with 192.168.1.255 reserved for broadcast). An address outside of that range is on a different
network which would need to accessed indirectly through a router and that router would be the gateway to the
network on which the remote target device resides, so to communicate with it would mean sending and
receiving via the gateway device. This also requires either defining a static route (defined through the Network
> Static Routes screen) via that gateway or making it the default route (by setting Use Remote Gateway as
Default Route to Yes.

Your Network Administrator should be able to provide an appropriate value. The address must be one within
the valid range for the network.

Enter Maximum Transmission Unit (MTU): In computer networking, the Maximum Transmission Unit (MTU)
of a communications protocol of a layer is the size (in bytes) of the largest protocol data unit that the layer can
pass onwards. MTU parameters usually appear in association with a communications interface (NIC, serial
port, etc). Standards (Ethernet, for example) can fix the size of an MTU; or systems (such as point-to-point
serial links) may decide MTU at connect time. A larger MTU brings greater efficiency because each packet
carries more user data while protocol overheads, such as headers or underlying per-packet delays, remain
fixed; the resulting higher efficiency means a slight improvements in bulk protocol throughput. A larger MTU
also means processing of fewer packets for the same amount of data. In some systems, per-packet-processing
can be a critical performance limitation. However, this gain is not without some downside. Large packets can
occupy a slow link for some time, causing greater delays to following packets and layer (and hence over most
of the Internet), ties up a 14.4k modem for about one second. The recommended setting is 1500.

Interface Aliases: Sub-interfacing is essentially the segmenting of a single wire, or port, into multiple IP networks.
Instead of subnetting and routing, you can create a sub-interface and then set it up as you would a standard Ether-
net interface.

Interface Aliases

Sub-Interface IP Address Subnet Mask

Edit

Delete

I RAM-6021 Reboot Revert Save Apply

Note: To work with the eth1 (LAN) Interface, follow the steps documented for ethO (WAN).
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To configure a sub-interface:

Click on the Add button and the following pop-up window will appear:

Interface Aliases Settings

Enter Sub-Interface number: [ ‘ e ‘Requiredl
Enter IP Address: l ‘ o ‘Requiredl
Enter Netmask: [ ‘ (-] ‘Requiredl

Enter Sub interface number (Required): This field is where you enter the sub interface number. The valid
range is 0-99, and each aliased interface must be uniquely numbered. The final sub interface name will then
be in the form ethx:y where x is the root interface number and y is the sub interface number. Your Network
Administrator should be able to provide guidance as to an appropriate value.

Enter IP Address (Required): This field specifies the IP Address of the sub interface. This address should
have been provided by your Network Administrator.

Enter Netmask (Required): This field specified the netmask to be assigned to the sub interface. You Network
Administrator should be able to provide an appropriate value.

Click on the Finish button and you will be directed to the Ethernet Interface dialog window and the Interface Aliases
table will be populated with the entered data.

Interface Aliases

@ Edit

Sub-Interface IP Address Subnet Mask

2 172.16.16.1 235.255.0.0

' RAM-6021 Reboot Revert Save Apply

Reboot: Will restart the system and apply all the settings upon reboot.

Revert: Will revert the settings in the dialog window back to the previous saved settings.

Save: The interface will not be activated or deactivated until the device is rebooted. This allows for other
configuration changes to be made to the device which can be committed at a later time.

Apply: The current settings will be saved and the interface will either be activated or deactivated immediately.
If the interface was already active, then it will be deactivate and reactivated using the configured settings just
saved. If you were connected to the Web Ul via this interface, an attempt will be made to re-connect to it using
the new settings, when possible.

Applying new settings to the interface may result in disconnection, requiring reconnection using alternate methods.

Incomplete or incorrect network settings could render the device incommunicable and may require being able to
connect either to the device directly or via the network to which it is attached.
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uUsB

The USB interfaces menu item allows the administrator to configure the USB port of the Red Lion routers to meet
their needs. The default address is set for 192.168.111.1 with the subnet mask of 255.255.255.0

Click on the USB menu item and the following dialog window will appear:

redlgn Status~  Admin~  Network~  Servicesv  Automation~  Advanced~

USB IP Interface

Enable USB Interface? | Yes v 9 9
g
Enter IP Address: | 192.168.111.1 © | Required E
2
(]
Enter Subnet Mask: | 255.255.255.0 © | Required
RAM-6021 Refresh Save Apply

-

Enable USB Interface: Select YES to enable the USB interface. The recommended setting for this field if YES
if using this interface.

Enter IP Address: Enter the desired interface IP address in this field. The IP Address identifies a device on a
TCP/IP network. Every device on a network must have a unique address. The range of valid addresses for a
given network is determined by the value of the Netmask. Some addresses are reserved for special uses such
as network and broadcast.

For example, if a netmask is 255.255.255.0 and the IP address assigned to the device is 192.168.1.3, then the
range of valid addresses is 192.168.1.1 through 192.168.1.254 as 192.168.1.0 is the value reserved for the
network and 192.168.1.255 is the value reserved for the broadcast address.

The IP address should have been provided by your Network Administrator. It must be an address valid for the
network described by the value contained in the Enter Subnet Mask field and must not conflict with any other
device on the target network.

Enter Subnet Mask: Enter the desired Netmask for the interface in the field provided.

Your Network Administrator should be able to provide an appropriate value. This value determines the valid
range of IP addresses allowed in the Enter IP Address field.

Click on the Save button for changes to be saved without activating the interface, the Apply button will save your
settings and apply them immediately. To revert to the previous defaults, click on the Revert button.
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IPv6 Configuration

Enable IPv6: Selecting YES to this option will enable IPv6 routing for devices behind the RTU or router. RTU
or Router Advertisement messages will be sent periodically to the specified LAN segment, and RTU or Router
Solicitations will be responded to on that LAN segment only. A /64 real routable subclass will be available,
based on the range provided by an upstream IPv6 RTU or Router on the WAN side. Each IPv6 device behind
the RTU or router is responsible for its own IPv6 firewalling.

This will not affect Neighbor Discovery nor Solicitation messages. Stateless Address Autoconfiguration
(SLAAC) will also be unaffected. These local link addresses are always available.

red Ie“ Status~ Admin~ Network ~ Services~ Automation - Advanced~ Events

IPv6 Configuration

Define IPv6 Routing Options

g

.

Enable IPVE: | Yes LA -] E

) B

=

VAN Interface: | auto A ) o
LAN Interface:  eth1 v

RAM-6021 Revert / Refresh

WAN Interface: Specify the IPv6 Upsteam Router path. If a unit has access to a real IPv6 router on multiple
interfaces, you may specify it here. Cellular devices expect that the wwanO0 interface will lead to the IPv6
routers. Wired Routers will expect that ethO (WAN) (default untrusted/external interface) may also lead to an
upstream IPv6 router.

LAN Interface: The Router Advertisements are available for one of 64 subclass on one local LAN interface.
You may choose a specific local interface if the default is not appropriate. You may not choose the same
interface for the LAN that was setup for the WAN interface.

Click on the Apply button to save your settings and apply them immediately. To revert to the previous defaults, click
on the Revert button.

A reboot is required after changes to IPv6 Routing configuration.
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2.4.2 Firewall

The Firewall menu item allows you to configure every aspect of the firewall on the Red Lion router.
The Firewall menu is organized in four (4) sub-sections: General Settings, ACL Rules, Masquerade/NAT Rules/
DMZ Rules, Port Allow/Forwarding Rules.

General Settings

The General Settings menu is used to configure common access services to the Red Lion router and configure
how the interfaces are interpreted.

Click on the General Settings menu item and the following dialog window will appear:

red |eli Status ~ Admin~ Network ~ Services» Automation - Advanced~
Firewall General Settings
Global Parameters
Enable Firewall? | Yes v @
Service Allow/Disallow Whitelist Name
Ping | Yes v @ | default v
SSH | Yes v | @ | default v
Telnet | No v @ | default v g
1]
]
Modbus | Yes v @ | default v E
(=]
DNP3 | Yes v @ | defautt v 3
Web Ul | Yes v | @ | default A
SNMP | Yes v | @ | default v
IPSec/NAT
Allow IPSec? | Yes v @
Allow NAT-Traversal? | Yes AN ° ]
Trusted Interfaces
usho Edit
Last Refresh:
RAM-5021 Refresh Save Appl
PRl A few seconds ago .

Enable Firewall (Required): Specify whether to enable the firewall service on this device. The recommended
setting for this field is Yes.

Note: Disabling the firewall will compromise security and routing functions of the unit.

Ping: To allow ICMP echo responses (Ping) from external devices through untrusted interfaces on this unit,
select Yes; otherwise select No. The recommended setting for this field is Yes.
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To restrict access via a configured whitelist, select a whitelist name for the list of names available in the drop-
down menu. Note: This setting will not override any firewall rules defined on other pages, such as service
access or redirect rules.

Whitelist Name: Select the desired whitelist from the drop-down menu. Whitelists are created in the
Network>Firewall>ACL Rules>Subnet>Whitelist Rules screen.

SSH: To allow external devices to connect to the SSH Server, via port 22, through untrusted interfaces on this
unit, select Yes; otherwise select No. The recommended setting for this field is Yes.

To restrict access via a configured Whitelist, click the check box marked Use Whitelist and then select a
Whitelist name from the list of names available in the drop-down list box provided. Whitelists may be viewed/
defined via the Network>Firewall>ACL Rules>Subnet Whitelist Rules screen.

Note: Setting this option to Yes does not enable the SSH server, it just allows it to be accessible via the
firewall when it is enabled. The SSH Server may be enabled via the Services>SSH/TELNET
Server screen.

If the SSH Server is configured to use a port other than 22, a rule specifically for the alternate port will need to
be added via the Network>Firewall>Port Allow/Forwarding Rules>Service Access Rules screen.

Note: This setting will not override any firewall rules defined on other pages, such as service access or
redirect rules.

SSH Whitelist Name: Select the desired whitelist for the drop-down menu. Whitelists are created in the
Network>Firewall>ACL Rules> Subnet Whitelist Rules screen.

Telnet: To allow external devices to connect to the TELNET Server, via port 23, through untrusted interfaces
on this unit, select Yes; otherwise select No. The recommended setting for this field is No.

To restrict access via a configured whitelist, click the check box marked Use Whitelist and then select a
whitelist name from the list of names available in the drop-down list box provided. Whitelists may be viewed/
defined via the Network>Firewall>ACL Rules>Subnet Whitelist Rules screen.

Note: Setting this option to Yes does not enable the Telnet Server, it just allows it to be accessible via the
firewall when it is enabled. The Telnet Server may be enabled via the Services>SSH/Telnet Server
Screen.

Note: This setting will not override any firewall rules defined on other pages, such as service access or
redirect rules.

Telnet Whitelist Name: Select the desired whitelist for the drop-down menu. Whitelists are created in the
Network>Firewall>ACL Rules> Subnet Whitelist Rules screen.

Modbus: To allow external devices to connect to the local MODBUS Server through untrusted interfaces on
this unit, select Yes; otherwise select No. The recommended setting for this field is No. This defaults to port
502, but is controlled by the listening port chosen in the Automation>Modbus>Local Station screen.

To restrict access via a configured whitelist, click the check box marked Use Whitelist and then select a
whitelist name for the list of names available in the drop-down list box provided. Whitelist may be viewed/
defined via the Network>Firewall>ACL Rules>Subnet Whitelist Rules screen.

Note: Setting this option to Yes does not enable the MODBUS server, it just allows it to be accessible via
the firewall when it is enabled. The MODBUS Server may be enabled via the Automation>Mod-
Bus>Forwarding screen.

Modbus Whitelist Name: Select the desired whitelist for the drop-down menu. Whitelists are created in the
Network>Firewall>ACL Rules> Subnet Whitelist Rules screen.

DNP3: To allow external devices to connect to the DNP3 Server, via port 20,000, through untrusted interfaces
on this unit, select Yes; otherwise select No. The recommended setting for this field is No.
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To restrict access via a configured whitelist, click the check box marked Use Whitelist and then select a
whitelist name for the list of names available in the drop-down list box provided. Whitelists may be viewed/
defined via the Network>Firewall>ACL Rules>Subnet Whitelist Rules screen.

Note: Setting this option to Yes does not enable the DNP3 Server, it just allows it to be accessible via the
firewall when it is enabled. Then DNP3 Server may be enabled via the Automation>DNP3>Physi-
cal Link Layer screen.

DNP3 Whitelist Name: Select the desired whitelist for the drop-down menu. Whitelists are created in the
Network>Firewall>ACL Rules> Subnet Whitelist Rules screen.

Web Ul: To allow external devices to connect to the Web Interface, through untrusted interfaces on this unit,
select Yes; otherwise select No. The recommended setting for this feature is Yes.

To restrict access via a configured whitelist, click the check box marked Use Whitelist and then select a
whitelist name from the list of names available in the drop-down list box provided. Whitelists may be viewed/
defined via the Network>Firewall>ACL Rules>Subnet Whitelist Rules screen.

Note: This setting will not override any firewall rules defined on other pages, such as service access or
redirect rules.

Web Ul Whitelist Name: Select the desired whitelist for the drop-down menu. Whitelists are created in the
Network>Firewall>ACL Rules> Subnet Whitelist Rules screen.

Allow SNMP Agent Access: To allow external devices to connect to the SNMP Agent, via port 161, through
untrusted interfaces on this unit, select Yes; otherwise select No. The recommended setting for this feature is
Yes.

To restrict access via a configured whitelist, click the check box marked Use Whitelist and then select a
whitelist name from the list of names available in the drop-down list box provided. Whitelists may be viewed/
defined via the Network>Firewall>ACL Rules>Subnet Whitelist Rules screen.

Note: Setting this option to Yes does not enable the SNMP Agent, it just allows it to be accessible via the
firewall when it is enabled. The SNMP Agent may be enabled via the Services>SNMP Agent
screen.

Note: This setting will not override any firewall rules defined on other pages, such as service access or
redirect rules.

SNMP Whitelist Name: Select the desired whitelist for the drop-down menu. Whitelists are created in the
Network>Firewall>ACL Rules> Subnet Whitelist Rules screen.

IPSEC/NAT
|IPSec/NAT
Allow IPSec? | Yes r O
Allow NAT-Traversal? | Yes r 9

Allow IPSET: Specify whether to allow ESP data, as well as UDP port 500 to communicate with external
devices through untrusted interfaces. The recommended setting for this field is Yes.

Note: This is necessary if you are planning to configure any IPSEC tunnels originating from this device.
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Allow NAT-Traversal: Specify whether to allow data on UDP port 4500 on untrusted interface. The
recommended setting for this field is Yes.

Note: This is necessary if you are planning to run any IPSEC tunnels through our device. This would
support a unit behind a trusted interface to make an IPSEC connection to a host beyond an
untrusted interface.

Force Fragmentation: When other hosts behind us send IP packets with the Don't Fragment (DF) bit set, this
will clear the DF-bit before forwarding the packet. This will allow upstream routers to fragment the packets if
smaller MTUs are encountered along the way, but performance may be impacted for fragmentation and
reassembly. If the DF-bit is set, then the packet will be dropped when smaller MTUs are encountered. This is
useful if a misconfigured router is preventing PMTU discovery from operating properly. The recommended
setting for this field is No.

Trusted Interfaces

Identifies the trusted (internal) interface. Traffic from this interface will be permitted outbound. Default is “WAN/
eth0”.

Trusted Interfaces

inertace

ush0 Edit

eth Delete
gre+ Up

tun0 Down

Click on the Add button for Trusted Interfaces and the following dialog window will appear:

Trusted Interface Settings

Interface: | eth+ -] e

Interface: Choose an interface from the drop-down list provided. You may add as many interfaces as exist on
the device. Each selection must be unique.

Trusted interfaces will not block traffic to/from devices connected to that interface. Filter Rules are the only
rules that will control traffic on these interfaces. Choose an interface from the drop-down list provided. You may
add any number of interfaces, up to as many exist on the device. Each selection must be unique.

Click on the Finish button to populate the Trusted Interface screen.
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Untrusted Interfaces

Identifies the Primary Untrusted (external) Interface and the following pop-up window will appear:

Untrusted Interfaces

intertace

etho Edit

Delete

RAM-6021 Revert  Save [0

Click on the Add button for Untrusted Interface and the following pop-up dialog window will appear:

Untrusted Interface Settings

Interface: | eth0 | @
eth+

ethD.+
eth1
eth1.+
gre+

ipsec+
usbo
wwan0

Interface: Choose an interface from the drop-down list provided. You may add any number of interfaces, up to
as many exist on the device. Each selection must be unique. Untrusted interfaces will block all incoming traffic
from devices connected to this interface.

Click on the Finish button to populate the Untrusted Interface screen.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.

ACL Rules

From the ACL Rules dialog window, Whitelist and Blacklist rules are defined. Whitelist Rules are used to define a
single IP Address or an entire network that would be allowed to access the network behind the Red Lion router.
Blacklist Rules are used to define a single IP Address or an entire network that are NOT allowed to access the net-
work behind the router.
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mdlell Status~ Admin~ Network = Services~ Automation~ Advanced~

Firewall Access Control List (ACL) Rules

Current Whitelist Groups

default: @.0.0.8/0

Subnet Whitelist Rules @

default 0.0.0.0/0 Edit

4yoeqpaad 109

Delete

Up
Down

Whitelist Control on Outbound Restrictions: | No Restrictions AR -]

Subnet Blacklist Rules

subnet

Last Refresh:
Afew seconds ago

RAM-6021 Refresh Save Apply

-

Current Whitelist Groups: This field is populated by the information entered in the Subnet Whitelist Rules Sec-
tion.

Subnet Whitelist Rules: The Subnet Whitelist Rules are used to define a single IP Address or an entire network
that you want to allow access into the network behind the Red Lion RTU or router.

Click on the Add button and the following dialog window will appear:

Enter Whitelist Name (Required): Enter a name for
Whitelist Rules Settings the whitelist in the space provided. If the name of an
existing whitelist is entered, then you are in effect
Enter Whitelist name: adding another member to the list of subnets defined
|' | @ [requied] by that whitelist group.

Enter Subnet After the Finish button is clicked, the entry will be
| | @ [Requied] added to the group in the (sorted) display area under
the Current Whitelist Groups heading.

This whitelist name will become available for selection
in the other Firewall Rules sections where a whitelist
can be selected.

Note: The first whitelist entry, the ‘default’ entry may not be deleted or have its name changed, but its subnet
value may be changed. Additional entries may be added, edited and deleted as needed.

Enter Subnet (Required): Enter the network allowed to make connections to the above port(s), using IP/CIDR
notation. To allow data from any source, enter 0.0.0.0/0. To specify a single host, use x.x.x.x/32, where x.X.X.x is
the host’s IP address.
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Click on the Finish button. You will be returned to the Firewall Access Control List (ACL) Rules dialog window and
the Subnet Whitelist Rules table will now be populated with the recently entered data.

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Whitelist Control on Outbound Restrictions: This setting controls whether or not the whitelist rules apply to
packets originating from this device. There are two (2) choices:

Only to Whitelist IPs: Packets destined for subnets outside those allowed by the selected whitelist will be
suppressed by the firewall.

No Restrictions: The device may send a packet to any subnet and the whitelist rules apply only to packets
received.

Subnet Blacklist Rules: These rules are used to define a single IP Address or an entire network that are NOT
allowed to access the network behind the Red Lion router.

Enter Subnet To Blacklist (Required): Enter
the network to be banned from making any
incoming or outgoing connections, using IP/CIDR
Enter Subnet To Blackiist notation. To allow data from/to any source, enter
|‘ | ° ‘Requiredl 0.0.0.0/0. To specify a single host, use x.x.x.x/32,
' where x.x.x.x is the host’s IP address. This will
override any other sections rules (Allow/Redirect/
DMZ/NAT/etc).

[- -l
Blacklist Rules Settings

Click on the Finish button. You will be returned to the Firewall Access Control List (ACL) Rules dialog window and
the Subnet Blacklist Rules table will now be populated with the recently entered data.

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Filter Rules: Trusted Interfaces are by default trusted, and do not have restrictions in place. Filter rules allow set-
ting up specific paths that are allowed to communicate, applying even to Trusted interfaces. This allows restricting
traffic between internal, trusted (LAN) interfaces and can also restrict general traffic to untrusted (LAN) interfaces.

Note: Once any filter is configured for restricting traffic, ALL traffic is then dropped that does not match the fil-
ter(s) for specified interfaces. IPSEC traffic for VPN tunnels can also be filtered using these rules.

Filter Rules o
In Interface Source (Whitelist) Out Interface Destination
Delete
Up
Down
Last Refresh:
RAM-6021 Refresh Save Appl
Py 10 minutes ago

Click on the Add button and the following dialog window will appear:
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Filter Rules Settings

Inbound Interface: | All Untrusted v 9

Source subnets via Whitelist: | default v o

Outbound Interface: | All Unfrusted A
Destination Address/Subnet: | 2] ‘ Requiredl

Inbound Interface: Select an interface associated with the Source Address/Subnet from the drop-down menu.
Source Subnets via Whitelist: Select a whitelist name for the list of names available in the drop-down menu.
Outbound Interface: Select the interface associated with the Destination Address/Subnet.

Destination Address/Subnet (Required): Enter the network to which the firewall will allow access from the
Outbound Interface.

Click on the Finish button. You will be returned to the Firewall Access Control List (ACL) Rules dialog window and
the Filter Rules table will now be populated with the recently entered data.

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit butt

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.

Masquerade/NAT/DMZ Rules

DMZ rules are used to configure rules to route through a Demilitarized Zone (DMZ), Masquerade rules are used to
configure an interface to give all IP Addresses on a local network access to the internet, while NAT (Network
Address Translation) rules provide access to the Internet through a single machine that translates the IP
addresses.
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redlpn Status~  Admin~  Network~  Services~  Automation~  Advanced~

Firewall

Masquerade Rules

Orig. Src. Subnet Interface

0.0.0.0/0 All Untrusted Edit

Delete

iydeqpaad 109

Up

Down

NAT (One-To-One) Rules

Orig. Dest. Addr. New Dest. Addr. Protocol Source (Whitelist)

Edit

RAM-6021 Refresh  Save  Apply

Masquerade Rules: The MASQ rules enable access to the Internet through a single unit/interface that
translates the IP addresses. The unit itself has one or more IP addresses, but all the IP’s behind the MASQ
have ‘private’ Internet addresses.

Click on the Add button and the following dialog window will appear::

Host Masquerade Rules Settings

QOriginal Source Subnet | Q | Required

Interface: = All Untrusted A * ]

Original Source Subnet (Required): Enter the subnet, using IP/CIDR notation that will be masqueraded out
of a specific interface. All traffic that is sourced from this subnet and that is destined to go out the specified
interface will be masqueraded with the source IP address of the interface specified.

Interface: Select the desired interface through which you wish to masquerade source addresses from the
drop-down menu.

Click on the Finish button. You will be returned to the Masquerade/NAT/DMZ Rules dialog window and the Mas-
querade Rules table will now be populated with the recently entered data.

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

NAT (Network Address Translation) Rules: The NAT Rules enables access to the Internet through a single
machine that translates the IP addresses. The NAT itself has one or more IP addresses, but all the machines
behind the NAT have ‘private’ Internet addresses.
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One-to-One NAT will perform a complete forwarding of app ports on the Original Destination IP to a new IP address
entered in New Destination. Because the Original Destination need not be configured on this router, an interface is
not required to setup.

One-to-One NAT Range will perform the same operation as a single One-to-One rule, but over a range of matched
IP Addresses. The pool defined by the Original IP Start -> End (the first Original IP will always translate to the first
New IP, the second to the second, etc). The number of entries in each pool must match.

NAT (One-To-One) Rules
Orig. Dest. Addr. New Dest. Addr. Protocol source (Whitelist) © Add
Edit

Delete

NAT Range (One-To-One) Rules

Orig. Dest. Addr. Orig. Dest. Addr. New Dest. Addr. New Dest. Addr. Source © Add
Start End Start End Protocol  (Whitelist) =

Delete

To add a new NAT (One-to-One) rule:

Click on the Add button and the following pop-up window will appear:

=
Nat Rules Settings
Label ]
Qriginal Destination Address | I 2] | Required
MNew Destination Address l I Q | Reqguired
Select Protocol: | TCP v 9
Source network via Whitelist default LA " ]
e
L

Label: Enter a description to describe this NAT Rule. This field is not required for NAT Rules functionality and
it is just for NAT Rule identification. Supported characters are alphanumeric plus the following special
characters: _@-./",;:?~! #$%"&

Original Destination Address (Required): This field holds the starting address range being transformed by
NAT, the IP’s seen by a remote host. This address may be owned by an interface on this device or an
unowned/fake range with a corresponding route (static or default). One-to-one NAT range will perform a
complete forwarding of all ports on the Original Destination IP to a new IP address entered in New Destination.
Both fields can be any valid IP. Neither need to be already present/configured/owned on a local interface of this
device. Ports 1-19 are excluded.

Note: Note: Host Redirect and Service Access rules will apply first, and may prevent certain ports from reach-
ing the New Destination.

‘ ®
I'Ed Ien 2-54 Sixnet® Series RAM-6021 Router Software Manual



REVISED 2016-04-04 NETWORK TAB
DRAWING No. LPO979 FIREWALL

New Destination Address (Required): This field holds the real LAN IP of the destination device behind this
RTU or router. One-to-one NA will perform a complete forwarding of all ports on the Original Destination IP to a
new |IP address entered in New Destination. Both fields can be any valid IP. Neither need to be already
present/configured/owned on a local interface of this device. Ports 1-19 are excluded.

Note: Host Redirect and Service Access rules will apply first, and may prevent certain ports from reach-
ing the New Destination.

Select Protocol: Choose the protocol type for this port’s data. Options are TCP, UDP, All.

Source network via Whitelist: Select a whitelist name from the list of names available in the drop-down list
box provided. Whitelists may be viewed/defined via the Network/Firewall/ACL Rules screen.

Click on the Finish button. You will be returned to the Masquerade/NAT/DMZ Rules dialog window and the NAT
Rules table will now be populated with the recently entered data.

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

NAT Range rule:

Click on the Add button and the following pop-up window will appear:

NAT Range Rules Settings

Label 7]
Original Destination Address Start . | @ |Required |
Original Destination Address End _ | (7] | RP:;LIIPSI
Mew Destination Address Start . I e F-?e.’;l.lre.’:.l
MNew Destination Address End | 2] |?-?er4'1.|re:l

Select Protocol.  TCP AR

Source network via Whitelist: | default ¥ e

e
=l

Label: Enter a description to describe this NAT Range Rule. This field is not required for NAT Range Rules
functionality and it is just for NAT Range Rule identification. Supported characters are alphanumeric plus the
fol-lowing special characters: _@-./",;:?~! #$%"&

Original Destination Address Start (Required): This field holds the starting address range being
transformed by NAT, the IP’s seen by a remote host.

This address may be owned by an interface on this device, or an unowned/fake range with a corresponding
route (static or default). One-to-one NAT Range will perform a complete forwarding of all ports on the starting
Original Destination IP to a starting new IP address entered in the New Destination Address Start field. Both
fields can be any valid IP. Neither need to be already present/configured/owned on a local interface of this
device. Ports 1-19 are excluded.

Note: Host Redirect and Service Access rules will apply first, and may prevent certain ports from reach-
ing the New Destination.
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Original Destination Address End (Required): This field holds the ending address range being transformed
by NAT, the IP’s seen by a remote host.

This address may be owned by an interface on this device, or an unowned/fake range with a corresponding
route (static or default). One-to-one NAT Range will perform a complete forwarding of all ports for the range of
starting/ending Original Destination IP’s to a range of starting/ending New Destination IP addresses entered in
New Destination Address Start and New Destination Address End fields. Both fields can be any valid IP.
Neither need to be already present/configured/owned on a local interface of this device. Ports 1-19 are
excluded.

Note: Host Redirect and Service Access rules will apply first, and may prevent certain ports from reach-
ing the New Destination.

New Destination Address Start (Required): This field is used to hold the starting range of real LAN IP of the
destination device behind this RTU or router.

One-to-One NAT Range will perform the same operation as a single One-to-One Rule, but over a range of
matched IP Addresses. The pool defined by the Original IP Start->End, will be matched to the pool defined by
New IP Start-> End (the first Original IP will always translate to the first New IP, the second to the second, etc.).
The number of entries in each pool must match. Both fields can be any valid IP. Neither need to be already
present/configured/owned on a local interface of this device. Ports 1-19 are excluded.

Note: Host Redirect and Service Access rules will apply first, and may prevent certain ports from reach-
ing the New Destination.

New Destination Address End (Required): This field is used to hold the ending range of real LAN IP of the
destination device behind this RTU or router.

One-to-One NAT Range will perform the same operation as a single One-to-One rule, but over a range of
matched IP Addresses. The pool defined by the Original IP Start->End, will be matched to the pool defined by
New IP Start->End (the first Original IP will always translate to the first New IP, the second to the second, etc.).
The number of entries in each pool must match. Both fields can be any valid IP. Neither need to be already
present/configured/owned on a local interface of this device. Ports 1-19 are excluded.

Note: Host Redirect and Service Access rules will apply first, and may prevent certain ports from reach-
ing the New Destination.

Select Protocol: Choose the protocol type for this port’s data. Options are TCP, UDP, All.

Source Network via Whitelist: Select a whitelist name for the list of names available in the drop-down list.
Whitelists may be viewed/defined via the Network/Firewall/ACL Rules screen.

Click on the Finish button. You will be returned to the Masquerade/NAT/DMZ Rules dialog window and the NAT
Rules table will now be populated with the recently entered data.

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

DMZ Rules:

DMZ rules are used to configure routes through a Demilitarized Zone (DMZ).
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DMZ Host Rules

Label Interface DMZ Host Address Source (Whitelist)
Edit

Delete
Capy
up
Down
Last Refresh
Refresh Save Apply _
= o minutes ago

To add a DMZ host rule:

Click on the Add button and the following dialog window will appear:

DMZ Host Rules Settings

Label L
Select Interface: | All Untrusted v @
DMZ Host Address . ® | Required
Source network via Whitelist: | default * @

Label: Enter a description to describe this DMZ Rule. This field is not required for DMZ Rules functionality and
it is just for DMZ Rule identification. Supported characters are alphanumeric plus the fol-lowing special
characters: _@-./",;:?~! #$%"&

Select Interface: Click on the pull down-down menu to choose an interface that will be forwarded to a DMZ
Host. All incoming packets (TCP/UDP/ICMP/etc) will be forwarded to the DMZ Host specified.

Note: Host Redirect and Service Access rules will apply first, and may prevent certain ports from reach-
ing the DMZ Host.

DMZ Host Address (Required): Enter the IP address of the DMZ Host. This IP address will receive all
packets destined for the interface specified. Note: Host Redirect and Service Access rules will apply first, and
may prevent certain ports from reaching the DMZ Host.

Note: Host Redirect and Service Access rules will apply first, and may prevent certain ports from reach-
ing the DMZ Host.

Source subnets via Whitelist: Select a whitelist name from the list of names available in the drop-down list
box provided. Whitelists may be viewed/defined via the Network/Firewall/ACL Rules screen.

Click on the Finish button. You will be returned to the Masquerade/NAT/DMZ Rules dialog window and the NAT
Rules table will now be populated with the recently entered data.
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To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.

Port Allow/Forwarding Rules

The Firewall Port Forwarding is used to configure routes from a small range of IP Addresses or all IP Addresses
through one or more interfaces to a designated IP Address located behind the Red Lion router.

redlpn Status~  Admin~  Network~  Services~  Automation~  Advanced~

Firewall Port Forwarding

Service Access (Allow) Rules

Start Port End Port Interface Protocol Source (Whitelist)
7785 7785 All Untrusted TcP default Edit
Delete
g
g
Up a
B
[x]
Down fay

Host Redirect (Port Forwarding) Rules

Orig. Dest. Port Interface New Dest. Addr. New Dest. Port Protocol Source (Whitelist)
443 All Unirusted 127.0.0.1 10000 TCcP default Edit
2022 All Untrusted 127.0.0.1 22 TcP default 2iels
Up
Down
RAM-6021 Refresh ~ Save  Apply

Service Access (Allow) Rules: The Service Access Rules option is used to define what ports, either as a
single port or a range of ports, are authorized access through the firewall on the Red Lion router.
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To add a new Service Access Rule:

Click on the Add button and the following dialog window:

Access Rules Settings
Label o
Starting Port o :Qr_‘f.iuirf‘:,‘.
Ending Port o
Interface:  All Untrusted * @
Select Protocol: | TCP r 9
Source network via Whitelist: | default * @

Label: Enter a description to describe this Allow Rule. This field is not required for Service Allow Rules
functionality and it is just for Allow Rule identification. Supported characters are alphanumeric plus the
following special characters: _@-./",;:?~! #$%"&

Starting Port (Required): Enter the starting TCP or UDP port number for this rule. Note: If adding only one
port, enter it here.

Ending Port (Required): Enter the ending TCP or UDP port number for this rule. Note: If adding only one
port, please omit this entry.

Interface: Select the interface on which this port will be opened. Incoming connections to this interface will be
allowed into the device. Note: For connections destined to a device beyond this unit, use Host Redirect, NAT
or DMZ rules instead.

Select Protocol: Choose the protocol for the type of data you want to allow.

Source Network via Whitelist: Select a whitelist name from the list of names available in the drop-down list.
Whitelists may be viewed/defined in the via the Network/Firewall/ACL Rules screen.

Click on the Finish button. You will be returned to the Firewall Port Forwarding dialog window and the Service
Access (Allow) Rules table will now be populated with the recently entered data.

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.

Host Redirect (Port Forwarding) Rules: The Host Redirect Rules option is used to configure port forwarding
rules that permit ports on external, untrusted interfaces to be passed to ports on internal hosts on the same or
different ports.
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Click on the Add button on the following dialog window will appear:

Host Redirect Rules Settings
Label 7]
Original Destination Port ‘ (2] I Required |
Select Interface: | All Untrusted r @
New Destination |P Address ‘ ‘ @ | Required
Mew Destination Port ‘ ‘ L] |Qe—cL:n'ec
Select Protocol: | TCP r @
Source subnets via Whitelist: = default r @

Label: Enter a description to describe this Redirect Rule. This field is not required for Redirect Rules
functionality and it is just for NAT Range Rule identification. Supported characters are alphanumeric plus the
fol-lowing special characters: _@-./",;:?~! #$%"&

Original Destination Port (Required): Enter the port that an external device will try to connect to. This is the
port that will be open on the specified interface.

Select Interface: Select the interface on which to open the specified port. Incoming connections will be
allowed.

New Destination IP Address (Required): Enter the IP Address that the incoming connection will be
redirected to. This can be an IP Address within or beyond this device.

New Destination Port (Required): Enter the port that the incoming connection will be redirected to. This may
be the same number as the Original Destination Port.

Select Protocol: Choose the protocol type for this port’s data. Options are TCP and UDP.

Source Subnets via Whitelist: Select a whitelist name from the list of names available in the drop-down list
box provided. Whitelists may be viewed/defined in the via the Network/Firewall/ACL Rules screen.

Click on the Finish button. You will be returned to the Firewall Port Forwarding dialog window and the Host Redirect
(Port Forwarding) Rules table will now be populated with the recently entered data.

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.
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243 Tunneling

The Tunneling menu is divided into 2 sub-sections: GRE Tunnels and IPSEC.

GRE Tunnels (Generic Routing Encapsulation)

The GRE Tunnels menu item is used to configure a GRE Tunnel. GRE is a tunneling protocol that was originally
developed by Cisco. It can do a few more things than IP-in-IP tunnelling. For example, you can also transport mul-
ticast traffic and IPv6 through a GRE tunnel.

Click on the GRE Tunnels menu item and the following dialog window will appear:

red |eﬁ Status - Admin~ Network = Services~ Automation = Advanced
GRE Tunnels
_ . FEra g
Label Name Enabled Local Bind-to IP Local IPIMask Remote Public IP Remote IP/Mask © Add T
@
Edit g
(=]
=
Delete =
up
Down
RAM-6021 Refresh Save Apply
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To add a GRE Tunnel
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Click on the Add button and the following window will appear::

Add GRE Tunnel
Label (-]
Tunnel Name: | gret v @
Enabled: Yes v @
Local bind-to IP ]
Local Endpoint IP/Mask | (-] Required |
Remote Public IP | @ |Required |
Remote Endpoint IP/Mask | (] _‘R-:‘L;Lllfed |
Inbound Key )
Outbound Key ]
Time-to-Live: 64 @ Required
Use Multicast:  Yes v @
Use ARP.  Yes | @
Start Tunnel at Boot: | Yes A ]
1lem FIRIS | Aanlian fnr Famata 10 e - [ -

Label: Enter a description to describe this GRE Tunnel. This field is not required for GRE Tunnel functionality
and it is just for tunnel identification. Supported characters are alphanumeric plus the following special
characters: _@-./',;:?~! #$%"&

Tunnel Name: Select the name of the GRE name by choosing one of the options available in the provided
drop-down list.

Enabled: Select Yes to enable the tunnel.

Local bind-to IP: Set the local bind IP address for tunneled packets. This field is optional. Note: If supplied,
the Local IP Address must be an address on another interface of this host. If not supplied, tunneled packets
can be received from any interface.

Local Endpoint IP/Mask (Required): Set the local GRE IP Endpoint IP/mask.
Remote Public IP (Required): Set the Remote Public IP for this GRE connection.
Remote Endpoint IP/Mask (Required): Set the Remote GRE IP Endpoint IP/mask.

Inbound Key: Specify a key for use with keyed GRE. Key is either a number or an IP address. The Inbound
Key is used for input only. This is an optional field.

Outbound Key: Specify a key for use with keyed GRE. Key is either a number or an IP address. The
Outbound Key is used for output only. This is an optional field.

Time-to-Live (Required): Set a fixed Time-to-Live for tunneled packets. The recommended setting for this
field is 64. Values over 64 may cause connection failures.
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Use Multicast: Select Yes to enable Multicast for the tunnel.

Use ARP: Select Yes to enable ARP for the tunnel.

Start Tunnel at Boot: Select Yes to allow the interface to become active at system start.

NETWORK TAB
TUNNELING

Use DNS Lookup for RemotelP: Select Yes to use DNS Lookup for the Remote IP. Every 5 minutes this will
be resolved against the servers found in Network->DNS Settings. If the resolved IP changes, the tunnel will be

restarted with the new Remote IP.

Use this option to allow units with dynamic IPs to maintain a GRE tunnel. This requires the use of DynDNS, or
other dynamic DNS updating protocols to populate the dynamic IP changes.

Click on the Finish button. You will be returned to the GRE Tunnels dialog window and the Configuration Table will
now be populated with the recently entered data.

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the

table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert

button.

IPSEC

The IPSEC dialog window is split into two sections. The top section pertains to the IPSEC configuration and the
bottom portion is where IPSEC tunnels are created and edited.

redlpn Status*  Admin~  Network~

Name Enabled Local Public

RAM-6021

Services

Local Private

Revert / Refresh

Automation~

e

IPSec

IPSec Configuration

Enable IPSec | Yes v @
Enable NAT Traversal | No A
IPSec Tunnels

Remote Public Remote Private

=

Edit
Delete
Up

Down

éYoeqpasd 109

IPSEC Configuration

Enable IPSEC: Specify whether you want to enable the IPSEC service. If you select No, all tunnels will be

disabled.

Sixnet® Series RAM-6021 Router Software Manual

2-63

red I‘en®




NETWORK TAB REVISED 2016-04-04

TUNNELING DRAWING No. LPO979

Enable NAT Traversal: Specify whether all tunnels will use NAT Traversal.

IPSEC Tunnels

IPSEC Tunnels
Name Enabled Local Public Local Private Remote Public Remote Private © Add
Edit
Delete
RANM-6021 Revert  Save Refresh

Click on the Add button and the General Settings dialog window will appear.

General Settings
Tunnel Name [ | o | Requiredl
Enable Tunnel? | Yes A ]
Tunnel Type | Client v 9
Negotiation Mode | Main A ]
Dead Peer Detection Action | Disable A ]
Use Perfect Forward Secrecy | No AR -
Next

Tunnel Name (Required): Enter some descriptive text in this field as an aid identifying it. The value must not
contain spaces.

Enable Tunnel: Specify whether this tunnel should connect to its remote peer now and after any reboot.
Tunnel Type: Controls the initial mode of the tunnel at startup. The options given to IPsec will be:
Client: auto=start
Server: auto=add
Dynamic: auto=route
For more information, please consult an IPsec user guide on aspects of these specific modes.

Negotiation Mode: To use Aggressive ISAKMP Negotiations, select Yes from the list provided or No to
prevent it's use.

Dead Peer Detection Action: This feature can help detect when a remote end-point is no longer
communicating properly. Once an error is detected, the “hold” state will only renegotiate the tunnel after new
traffic destined for the tunnel is detected. The “restart” state will attempt to immediately re-establish the
connection to the concentrator. For this reason, “restart” may use more bandwidth and may not be the ideal
choice for a limited data plan. However, if a host at the central site needs to initiate connections down to a local
device through the tunnel, “restart” may be necessary so that the tunnel is always up and waiting for new data
from the concentrator.
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Use Perfect Forward Secrecy: Specifies whether or not the tunnel will use Perfect Forward Secrecy when
negotiation cryptography parameters with the remote device.

Note: This parameter must be set the same on the devices on both sides of the tunnel in order for a
Security Association (SA) to be established. This is one of the first things that should be checked
when tunnel negotiation difficulties are encountered.

Click on the NEXT button and the following Encryption Settings dialog window will appear:.

Encryption Settings
Phase 1 Encryption AES v @
Phase 1 Authentication MD5 r 9
Phase 1 DH Group | Group 2 - 1024 bits v @9
Phase 1 ISAKMP Rekey Time (minutes) 480 -]
Encryption Method = Pre-Shared Key AR -]
Pre-Shared Key | (2] |Requu'ed]
Local Peer ID (]
Remote Peer ID (]
Phase 2 Auth Type ESP r 9
Phase 2 Encryption = AES v @9
Phase 2 Authentication MD5 AR -]
Phase 2 IPSec SA Lifetime (minutes) 60 -]
Back Next

Phase 1 Encryption: Select the type of encryption needed for phase 1 (IKE).
Phase 1 Authentication: Select the type of authentication needed for phase 1 (IKE).

Phase 1 DH Group: Select the DH Group needed for phase 1 (IKE) by choosing one of the values from the
drop-down list provided. This option selects the encryption level of the Diffie-Hellman keys and these are
Group 1 (768 bits), Group 2 (1024 bits), Group 5 (1536 bits) or Group 14 (2048 bits). Longer keys imply better
security but at a cost of longer negotiation/set-up time during the initial connection establishment. These
settings must match on both ends of the connection. A value of None means that no DH Group will be selected
for this end of the tunnel and it will adopt the settings of its peer during connection initiation.

Phase 1 ISAKMP Time (minutes): Select how long, in minutes, the keying channel of a connection (ISAKMP
SA) should last before being renegotiated.

Encryption Method: Specify how the two end-points for this tunnel will authenticate with each other. Current
options are Pre-Shared Key and X.509 Certificates. You may select certificates only after they are loaded in the
Admin->Certificate Manager.
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Pre-Shared Key (Required): Specify the key to be exchanged for encryption negotiation during phase (IKE).
Key must not contain a double-quote character.

Note: The Pre-Shared Key must match on both ends of the tunnel in order to work.

Local Peer ID: Specify how the left participant should be identified for authentication. Can be an IP address of
a fully qualified domain name preceded by @ (which is used as a literal string and not resolved).

Remote Peer ID: Specify how the right participant should be identified for authentication. Can be an IP
address of a fully qualified domain name preceded by @ (which is used as a literal string and not resolved).

Phase 2 Auth Type: Defines whether authentication should be done as part of ESP encryption, or separately
using the AH protocol.

Phase 2 Encryption: Select the ESP encryption algorithm to be used for the connection.
Phase 2 Authentication: Select the ESP authentication algorithm to be used for the connection.

Phase 2 ISAKMP Time (minutes): Select how long, in minutes, a particular instance of a connection (a set of
encryption/authentication keys for user packets) should last, from successful negotiation to expiration.

Click on the NEXT button and the following Termination Settings dialog window will appear:

Termination Settings

Local Public IP Address o
Local Source IP o
Local Gateway IP Address 2]
Local Private Subnet(s) 2]

Remote Public IP Address | o | Rr:quirr:dl
Remote Gateway IP Address ]
Remote Private Subnet(s) 2]

Back

Local Public IP Address: Specify the IP Address of the left participant’s public network interface.

Note: If this value is omitted, it will be filled in automatically with the local address of the default route
interface (as determined at IPSEC startup time).

Local Source IP: Specify the Local IP Address to source when transmitting. The IP Address for this host to
use when transmitting a packet to the other side of this link. Relevant only locally, the other end need not
agree. This option is used to make the gateway itself use its internal IP, which is part of the left subnet or right.
Otherwise, it will use its nearest IP Address, which is its public IP Address.

This option is primarily used when defining subnet-subnet connections, so that the gateways can talk to each
other and the subnet at the other, without the need to build additional host-subnet, subnet-host and host-host
tunnels.

Local Gateway IP Address: Specify the next-hop gateway, IP address for the left participant’s connection to
the public network. Note: If no value is provided, the tunnel will use the right participant as its next hop.
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Local Private Subnet(s): Specify the private subnet(s) behind the left participant, expressed in CIDR format
(xxx.xxx.xxx.xxx/nn) as network/netmask. More than one subnet can be specified by using a semi-colon to
separate each entry.

Remote Public IP Address: Specify the IP address of Host name of the right participant’s public-network
interface. This field is required if Client is selected as Tunnel Type. If “Server” or “Dynamic” is selected as
Tunnel Type, and this field is blank, then the value of %any will be used in the configuration file.

Remote Gateway IP Address: Specify the next hop gateway IP Address for the right participant’s connection
to the public network. Note: If no value is provided., the tunnel will use the left participant as it's next hop.

Remote Private Subnet(s): Specify the private subnet(s) behind the right participant, expressed in CIDR
format (xx.xxx.xxx.xxx/nn) as network/netmask. More than one subnet can be specified by using a semi-colon
to separate each entry.

Click on the Finish button. You will be returned to the Firewall Port Forwarding dialog window and the IPSEC Tun-
nels table will now be populated with the recently entered data.

IPSec Tunnels
Name Enabled Local Public Local Private Remote Public Remote Private
aaa Yes 255 255.255.0 & 2l
© Delete

O Up

Revert / Refresh Save

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.
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244 DNS Settings

The Domain Name Server (DNS) Settings dialog window is split into two sections. The top section pertains to the
DNS settings and the bottom section is where static hosts are added and edited.

"’dle'l Status - Admin~ MNetwork~ Services~ Automation~ Advanced -

DNS Settings

Enter Search Domain: o
Enter Primary DNS Server: 4223 @ |Required

Enter Alternate DNS Server #1: 8888 (-]
e
o
Enter Alternate DNS Server #2: | 4.2.2.2 (-] E
B
2
=
N

Static Hosts

Host Name Domain IP Address

Edit

Delete

Up

Down

RANM-5021 Refresh Save  Apply

Enter Search Domain: Enter the local domain name(s) to be searched, separated by spaces. These domains
are used as the default local domains when performing DNS queries. Example: local.net domain.com

Enter Primary DNS Server (Required): This field is already filled in; it is showing the current server in use by
the Red Lion server. Enter the IP Address of the Primary DNS Server you want to use.

Note: This setting may be overridden if a network interface is set to obtain its configuration information
from its peer (either via PPP or DHCP).

Enter Alternate DNS Server #1: This field is already filled in; it is showing the current server in use by the Red
Lion server. Enter the IP Address of a Backup DNS Server you want to use, if the Primary DNS Server is
unable to perform a DNS lookup. Note: This setting may be overridden if a network interface is set to obtain its
configuration information from its peer (either via PPP or DHCP).

Enter Alternate DNS Server #2: This field is already filled in; it is showing the current server in use by the Red
Lion server. Enter the IP Address of a Backup DNS Server you want to use, if the Primary DNS Server is
unable to perform a DNS lookup. Note: This setting may be overridden if a network interface is set to obtain its
configuration information from its peer (either via PPP or DHCP).

Static Hosts
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Static Host entries may be added for local hosts, allowing the Red Lion router to resolve local host names to IP
addresses.

Static Hosts
Host Name Domain IP Address © Add
Edit

Delete

RAM-6021 Revert Save

Click on the Add button on the following dialog window will appear:

Static Host Settings . )

Enter Host Name (Required): Enter the desired Host
Enter Host Name Name.
I ‘ -] ‘Requlredl

Enter Domain Name: Enter the desired Domain Name.

Enter Domain Name

= Enter IP Address (Required): Enter the host IP Address.

Enter IP Address:

‘ o ‘Requlred]

Click on the Finish button. You will return to the DNS Settings dialog window and the Static Hosts table will now be
populated with the recently entered data.

To delete an existing host, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply

button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.
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2.4.5 Static Routes

The Static Routes menu allows you to configure a route to a network through an interface manually.

Click on the Static Routes menu item and the following dialog window will appear:

REVISED 2016-04-04
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"’d't’" Status - Admin~ Network = Services - Automation - Advanced~
Static Routes
Static Routes Table
Interface Any Type IP Address Subnet Netmask Gateway Metric
Edit
Delete
Up
Down
RAM-E021 Refresh Save Apply

éyoeqpasd 109

To add a Static Route on the Red Lion router:

Click on the Add button and the dialog window below will appear:

Static Routes Settings selecting one of the available options from the drop-down list. The

available interfaces varies depending on the particular model of

Interface A

Interface: Select the interface to which the route should be applied by

M e device, as well as the current configuration, and may include those
Use as "Any” Route? 5 created as aliases, VPN tunnels.

Yes V| (-]

Selct Route Type Use as “Any” route?: Select whether or not this route should be
Host v e

Enter Target IP Address

‘ ‘ -] ‘ Required ]

Enter Gateway

[ ‘ o ‘ Required ]

Enter Mefric:

a

used as an “any” route by selecting Yes or No from the provided drop-
down list.

When set to Yes, the route will take effect when a network change
event (up/down) occurs on any interface. For example, if the
configured interface is set to ethO (WAN), and the ppp0 interface

becomes active, then the route will be reapplied to ethO (WAN).

When set to No, the route will take effect only when a network change occurs on the configured interface. For
example, if the configured interface is eth1 (LAN), then the route will be assigned only when eth1 (LAN) has a
network change to an active state.

Select Route Type: Select the type of route to be created by choosing one of the available options from the
provided drop-down list. The choices are Host or Network.

Select Host to create a route to a specific device. This will require setting the Target IP Address and Gateway
parameters.

Select Network to create a route to a remote network. This will require setting the Network IP Address,
Netmask and Gateway parameters.

Enter Target IP Address (Required): Enter the IP Address of the destination host to which the route should
be created.
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Enter Gateway (Required): Enter the IP ADdress of the gateway for the specified host or network. A gateway
is a device (typically a router) used to gain access to another network.

For example, if a device is attached to a LAN whose a network address is 192.168.1.0 with a netmask of
255.255.255.0, than it can communicate directly with any other device on that network with a range of
addresses of 192.168.1.1 through 192.168.1.254 (with 192.168.1.255 reserved for a broadcast). An address
outside of that range is on a different network which would need to be accessed indirectly through a router and
that router would be the gateway to the network on which the remote target device resides. In order to
communicate with it, it would mean sending and receiving via the gateway device. The address must be one
within the valid range for the network on which the designated interface resides.

Enter Metric: Enter a value for the route metric in this field. Recommended value is 0.

Click on the Finish button. You will return to the Static Routes dialog window and the Static Routes table will now be
populated with the recently entered data.

To delete a static route, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.
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2.4.6 TCP Global Settings

Click on the TCP Global Settings menu item the following dialog window will appear:

red leﬂ Status - Admin~ Network ~ Services~ Automation = Advanced -

TCP Global Settings

Connection Tracking

[SYN] Tx Timeout: | 65 © Required

TCP Keep Alives

Enter Timeout: | 3600 © Required
Enter Maximum Probe Attempts: | 4 @ Required
MTU
Disable Path MTU Discovery:  No ﬂ ]

RAM-6921

682X2277142067 Refresh Apply

[SYN] Tx Timeout (Required): Specifies the timeout value, in seconds, for SYN packets for connection
tracking. 65 is generally recommended default, which differs from the system default of 120. The
recommended tuning range is 30-120.

Enter Timeout (Required): Specifies the amount of time, in seconds, that a TCP connection can remain in an
idle state before sending Keep-Alive Probes to verify that the remote end of the socket is still available. The
recommended setting for this field is 10-30 for Ethernet connections where data usage is not an issue.

Enter Maximum Probe Attempts (Required): Specifies the acceptable number of failed probes that will be
sent to the remote end of a TCP socket before determining the connection to be failed and disconnecting. The
recommended settings are 3-6.

Disable Path MTU Discovery: Disable/Enable Path MTU Discovery. The recommended value for this field is
No (off).

Click on the Apply button to save the newly entered values.
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2.5 Services Tab

The Services Tab is where you can configure the various service offerings of the Red Lion router. These services
include DHCP Server, DHCP Relay, Dynamic DNS, SN Proxy Settings, SixView Manager, SSH/TELNET Server,
SSL Connections, SNMP Agent, Ping Alive and Serial IP.

2.5.1 DHCP Server

Used to configure one of the internal Ethernet interfaces to be a DHCP server and hand out IP Addresses to
systems connected to the Red Lion router.

Click on the DHCP Server menu item and the following dialog window will appear:

Wdleﬂ Status~ Admin~ Network= Services = Automation = Advanced -~

DHCP Server Settings

Global Settings

Enter Domain Name: o
Use Standard DNS Settings? | Yes r 9 g
g
a
Default Lease Time (seconds). | 14400 © | Required E
-~
Maximum Lease Time (seconds). | 86400 © Required
Minimum Lease Time (seconds): | 3600 @ Required

eth0 (192.168.0.1 using netmask 255255 255.0)

Enable DHCP: | No A ]

RAM-6021 Refresh  Save  Apply

Global Settings:
Enter Domain Name: Enter the domain name that will be passed to DHCP Clients.
Use Standard DNS Settings:
* Choosing “Yes” will automatically use the DNS Servers obtained by this unit’s internet connection and/

or entries specified in Networking>DNS Settings. This is the preferred method of operation.

¢ Choosing “No” will allow you to issue custom DNS servers to connected DHCP Clients. This will not
affect any DNS Servers used by this unit for local domain resolution.

Default Lease Time (seconds): Specify the amount of time, in seconds, that the DHCP Server will allow
clients to maintain their leases. Default value is “14400” (4 hours).

Maximum Lease Time (seconds): Specify the amount of time, in seconds, that the DHCP Server will allow
clients to maintain their leases. Default “86400”(24 hours).
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Minimum Lease Time (seconds): Specify the amount of time, in seconds, that the DHCP Server will allow
clients to maintain their leases. Default “3600”(1 hour).

eth0: (WAN)

Enable DHCP: Specify whether you want to enable a DHCP Server for the interface. Note: If the interface is
not enabled, or has been set to obtain its addressing parameters via DHCP, this option will be forced to “No”,
and disabled until the interface is both enabled and set to use a static IP address.

Enable Default Gateway: Provide Default Gateway IP Address to DHCP Client. Select No if you wish to only
gain access to this device’s web interface and have another connection from your PC out to the internet. Select
Yes if you wish to gain access to the internet through this device.

Starting Address (Required): Enter the Starting IP Address of a range you want the DHCP Serer to provide
for clients.

Recommended Setting: An address valid for the subnet for which the interface is configured. Care should
be used to endure that there is no conflict with any pre-existing devices on that subnet which may have
been already configured to use statically assigned IP addresses.

Ending Address (Required): Enter the Ending IP Address of a range you want the DHCP Server to provide
for clients.

Recommended Setting: An address valid for the subnet for which the interface is configured, beyond that
chosen for the starting value of the range. Care should be used to ensure that there is no conflict with any
pre-existing devices on that subnet which may have been already configured to use statically assigned IP
addresses.

eth1: (LAN)
Enable DHCP: Specify whether you want to enable a DCHP Server for the interface.

Note: If the interface is not enabled, or has been set to obtain its addressing parameters via DHCP, this option
will be forced to “No”, and disabled until the interface is both enabled and set to use a static IP address.

Enable Default Gateway: Provide Default Gateway IP Address to DHCP Client. Select No if you wish to only
gain access to this device’s web interface and have another connection from your PC out to the internet. Select
Yes if you wish to gain access to the internet through this device.

Starting Address (Required): Enter the Starting IP Address of a range you want the DHCP Server to provide
for clients.

Recommended Setting: An address valid for the subnet for which the interface is configured. Care should
be used to ensure that there is no conflict with any pre-existing devices on that subnet which may have
been already configured to use statically assigned IP addresses.

Ending Address (Required): Enter the Ending Address of a range you want the DHCP Server to provide
for clients.

Recommended Setting: An address valid for the subnet for which the interface is configured, beyond that
chosen for the starting value of the range. Care should be used to ensure that there is no conflict with any
pre-existing devices on that subnet which may have been already configured to use statically assigned IP
addresses.

usbO:

Enable DHCP: Specify whether you want to enable a DHCP Server for the interface. Note: If the interface is
not enabled, or has been set to obtain its addressing parameters via DHCP, this option will be forced to “NO”,
and disabled until the interface is both enabled and set to use a static IP Address.

Enable Default Gateway: Provide Default Gateway IP Address to DHCP Client. Select NO if you wish to only
gain access to this device’s web interface and have another connection from your PC out to the internet. Select
YES if you wish to gain access to the internet through this device.
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Starting Address (Required Field): Enter the Starting IP Address of a range you want the DHCP Server to
provide for clients.

Recommended Setting: An address valid for the subnet for which the interface is configured. Care should
be used to ensure that there is no conflict with any pre-existing devices on that subnet which may have
been already configured to use statically assigned IP addresses.

Ending Address (Required Field): Enter the Ending IP Address of a range you want the DHCP Server to
provide for clients.

Recommended Setting: An address valid for the subnet for which the interface is configured, beyond that
chosen for the starting value of the range. Care should be used to ensure that there is no conflict with any
pre-existing devices on that subnet which may have been already configured to use statically assigned IP
addresses.

Show DHCP Leases: Click on the Show DHCP button to display the current DHCP leases logged on to the unit.
Distribute DHCP Leases Based on MAC Address:

Distribute DHCP L Based on MAC Address

Client MAC Address Client IP Address © Add
Edit

Delete

RAM-6021 Revert Save

Click on the Add button to assign an IP Address to a device based on a MAC address, so that device obtains the
same |IP each time it requests a new IP from the DHCP server. The following window will appear:

Add Distribute DHCP Leases

Enter Client MAC Address:

© Required

Enter Client IP Address:

@ Required

Enter Client MAC Address (Required): This is the field where you enter the Client’'s computer or device MAC
(Media Access Control) address.

The MAC address is a unique number assigned by the manufacturer to any Ethernet networking device, such
as a network adapter, that allows the network to identify it at the hardware level. For all practical purposes, this
number is usually permanent. Unlike IP addresses, which can change every time a computer logs onto the

network, the MAC address of a device stays the same, making it a valuable hardware identifier for the network.

When entering the MAC address information, type the 12-digit MAC address in the following format:
XXXX:XX:XX:XX:XX including the colons.

Enter Client IP Address (Required): Enter the IP address for which you wish to assign to a client’s computer
or device MAC address.
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An address valid for the subnet for which the interface is configured. Care should be used to ensure that there
is no conflict with any pre-existing devices on that subnet which may have been already configured to sue
statically assigned IP addresses.

This address should have been provided by your Network Administrator.

Click on the Finish button. You will return to the DHCP Server Settings dialog window and the entered data will be
visible on the table at the bottom of the window.

To delete an address, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.

2.5.2 DHCP Relay

This feature will enable a DHCP Relay service, which will connect a local interface with a remote DHCP Server.
DHCP Relay should not be enabled for any interface(s) which have been configured to act as a DHCP server.

Click on DHCP Relay the following dialog window will appear:

wdlen Status = Admin~ Network ~ Services v Automation = Advanced~

DHCP Relay

DHCP relay should not be enabled for any interface(s) which have been configured to act as a DHCP server

Enable DHCP Relay: | Yes v 9

Start at boot time: | No v 9

Interface Table

e

Eaqit

éYoeqpasd 109

Delete
up

Down

Remote Servers

Edit
RAM-6021 Revert / Refresh Save

Enable DHCP Relay: Select YES to enable the DHCP Relay, or NO to disable it. The service will start once
the Apply button is clicked. If the Save button is clicked, the service will not be started until the device is
rebooted and then only if the Start at boot time option has also been set to YES.

-
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Start at boot time: Select YES to enable the DHCP Relay at boot time, or NO for manual control. If the DHCP
Relay service is required to be operational at all times, then set to YES. If another process, such as VRRP, is
going to dynamically enable/disable DHCP Relay service as needed, then set to NO.

Interface Table:

Interface Table
Edit

Delete

Click on the ADD button and the following dialog window will appear:

Interface Settings

Select Interface:

Select Interface: Select the interface to receive its IP from the remote DHCP server from the drop down menu.

Click on the Finish button. You will be returned to the DHCP Relay dialog window and the Interface Table will be
populated with the entered data.

Interface Table
intf ' © Add

eth1 & Edit &

@ Delete

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Remote Servers:

Remote Servers

Remots servr

Edit

Delete
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Click on the ADD button and the following dialog window will appear:

Remote Server Settings

Remote Server:

I ‘ 2] ‘Requiredl

Remote Server: Enter the IP Address or fully qualified domain name of all remote DHCP Servers available. It
is the responsibility of the remote DHCP Server to coordinate the issuing DHCP addresses.

Click on the Finish button. You will be returned to the DHCP Relay dialog window and the Remote Servers table
will be populated with the entered data.

Remote Servers

255.255.0.0.1 & Edit

@ Delete

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply

button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.
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2.5.3 Dynamic DNS

SERVICES TAB
DYNAMIC DNS

The Dynamic DNS menu item is used to configure a dynamic DNS name for the Red Lion router that does not have
a static public IP Address. A subscription to a service providing Dynamic DNS, such as DYNDNS.ORG, is required.

Click on the Dynamic DNS menu item and the following dialog window will appear:

red len Status Admin~ Network = Services v Automation~ Advanced ~
Dynamic DNS
Enable Dynamic DNS: | Yes v @
Select Service Type: | dyndns AR -]
Enter User Name l | -] |Requiredl
. g
Enter Password l | >} |Requn'edl e
g
g
Confirm Password [ | ] |Requiredl %
Select Interface: | eth0 v @
Host Name [ | Q |Requn'edl
Server Name/Address: | members.dyndns.org:80 © | Required
Server Request Path: | /nic/update © Required
RAM-6021 Revert / Refresh Save

Enable Dynamic DNS: Select YES to enable the Dynamic DNS service.

Select Service Type: Select the desired Dynamic DNS Service from the list provided: dhs, dyndns, dnydns-
Custom, dyndns-Static, dyns, easydns, easynds-partner, ods, zoneedit, Duckdns.

Enter User Name (Required): Enter the User Name used to access your Dynamic DSN service in this field.
Enter Password (Required): Enter the password used to access your Dynamic DNS service in this field.

Confirm Password (Required): Re-enter the password entered in the above. The password must match
exactly.

Select Interface: Specify the interface you want to access via Dynamic DNS. Changes made to the interface
configuration after enabling Dynamic DNS will result in updates being sent to your Dynamic DNS service
provider.

Host Name (Required): Enter the host name and domain you wish to be assigned by the Dynamic DNS
service.

Server Name/Address (Required): Enter the host name or IP Address (along with port number, if needed) for
user to access the Dynamic DNS Server. Example: members.dyndns.com:80
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The recommended setting for this field is automatically displayed when you select a Service Provider. If you
require a value other than the recommended value, your Network Administrator or Dynamic DNS Service
Provider should be able provide the appropriate value, which can be entered manually.

Server Request Pate (Required): Enter the Request URI required to connect to the Dynamic DNS Service in
this field.

The recommended setting for this field is automatically provided when a Service type is selected. If you require
a value other than the recommended value, your Network Administrator or Dynamic DNS Service Provider
should be able to provide the appropriate value, which can be entered manually.

Click on the Save button changes to saved with activating the interface until you reboot the unit, the Apply button
will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert button.

254 SN Proxy Settings

SN Proxy is a web relay proxy service used to gain access to devices that are behind our Red Lion router providing
additional security and access control to devices that may not offer such functionality. A proxy based service pro-
vides a more robust connection than just using a port forward rule, including the ability to add an additional user
login for authentication, encryption via SSL as well as isolation via Access Control Lists.

Click on the SN Proxy Settings menu item and the following dialog window will appear:

il Status~  Admin~  Network~  Servicesv  Automation~  Advanced~

SN Proxy Settings

Enable SN Proxy Settings: | Yes v 9
Use HTTPS/SSL Encryption: | No A * )
Use HTTP login: | No y 9
g
&
o
=9
Listen Port: ‘ (>} | Requil'edl E
-~
Host IP: | 192.168.0.1 © | Required
Host Port: | 20000 © | Required

RAM-6021 Revert / Refresh Save

Enable SN Proxy Settings: Enables or disables the SN Proxy feature. If NO is selected, all other fields in the
dialog window will disappear.

Use HTTPS/SSL Encryption: Specify whether you want to enable the SSL engine for a more secure
connection.

Use HTTP login: Specify whether you want to enable HTTP login. Note: If you enable the HTTP login, you will
be required to enter the username and password.
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Listen Port (Required): Enter the port number the SN Proxy listens for requests on.
Host IP (Required): Enter the proxy server host IP address that will be accepting this connection request.
Host Port (Required): Enter the proxy server host port number.

Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately.
Selecting Revert, will reset all fields to factory defaults.

2.55 SixView Manager

The SixView Manager menu item allows you to configure various aspects of the SixView Manager Client to com-
municate with a SixView Manager hosted at Red Lion or at your location.

Click on the SixView Manager menu item and the following window will appear:

red Ieﬂ Status - Admin - Network- Services - Automation = Advanced -
SixView Manager

Current Client Status: ENABLED
Next Check In: 22 minutes, 0 seconds
Reporting to: serveri sixviewmanager.com
Last Check In:
server1 sixviewmanager.com | Failed | Sun Jul 12 07:01:27 2015
server2 sixviewmanager.com | Failed | Sun Jul 12 07:01:27 2015

Refresh Check-In Now

g
@
g
Enable SixView Manager Access? | Yes v 9 2
N
Primary Server Address: | serveri_sixviewmanager.com @ Required
Secondary Server Address. | server2.sixviewmanager.com ]

Select Connection Mode: | Secondary when Primary unz v @

Enter Access Interval (minutes): | 60 @ Required
Enter Error Interval (minutes): | 30 @ Required
Select Access Method: | Encrypted (hitps) AN ]
Entar Qivifiow hMananar Qarnra Qanar Dart #- 12na4 (2] Damirad
RAM-6021 Refresh Apply

-

Enable SixView Manager Access: Select Yes to enable the SixView Manager Client, which will enable the
device to communicate with the SixView Manager Server identified by the Host Address entered in the field

below. To disable the SixView Manager Client, select No in the “Enable SixView Manager Access” pull down
menu. All fields in the dialog window will disappear. The recommended setting for this field is Yes.

Note: A device managed by the SixView Manager Server may have its configuration altered at any time,
without warning, so it is important to be aware of the actions the selected SixView Manager Server is
configured to perform upon receiving a check-in from a new device before enabling this option. The
recommended setting for this field is YES.
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Primary Server Address (Required): Enter the IP Address or host name of your SixView Manager primary
server.

When changing the Primary Address to your own private Sixview Manager server, you may want to consider
setting the Secondary Address to the Red Lion SixView test server (server1.sixviewmanager.com) for trial and
initial production rollouts. This will enable Red Lion support staff to monitor the progress and better assist in
diagnosing potential problems.

Secondary Server Address: Enter the IP Address or host name of your SixView Manager secondary server.

When changing the Primary Address to your own private SixView Manager server, you may want to consider
setting the Secondary Address to the Red Lion SixView Manager test server (server2.sixviewmanager.com) for
trial and initial production rollouts. This will enable Red Lion support staff to monitor the progress and better
assist in diagnosing potential problems.

Select Connection Mode: Select the desired Connection Mode from the drop-down menu.

* Primary Only: The SixView Manager client only connects to the Primary Server.
¢ Secondary Only: The SixView Manager client only connects to the Secondary Server.
¢ Both: The SixView Manager client connects to the Primary and Secondary Servers.

* Secondary when Primary unavailable: The SixView Manager client preferentially connects to the
Primary, using the Secondary as a backup.

The recommended setting is “Secondary when Primary unavailable” or “Both” are the preferred methods in
configurations supporting redundant SixView Manager servers.

Enter Access Interval (minutes) (Required): Enter the number of minutes the SixView Manager Client
process should wait before connecting to the SixView Manager server.

Note: While lower values can result in more timely status reports with the SixView Manager Server, it comes
at an expense of increased data traffic.

Enter Error Interval (minutes) (Required): Enter the number of minutes the SixView Manager client should
wait before re-attempting a previously failed check-in attempt. The recommended value for this field is 30.

Select Access Method: Select the desired Access Method from the provided drop-down.

* Unencrypted (http): Faster, but less secure.
¢ Encrypted (https): Slower, but more secure.

Note: The encrypted method adds significant overhead. For example, if an ipsec_restart is an option, then
when selected, will be run whenever the fallback logic selects and activates this interface.

Enter SixView Manager Server Port # (Required): If the SixView Manager Server has been configured to
accept connections on a port other than its standard default, that custom port number should be entered in this
field. The administrator of the SixView Manager Server will be able to provide you with the necessary
information to properly set this parameter. The recommended setting for this field is 18080 for http and 18081
for https.

Select Interface: Select the name of the interface to which the SixView Manager Client will bind for
communications with the SixView Manager Server. The recommended setting for this field is None.

Note: This option will only be necessary if the SixView Manager Client is required to communicate through a
configured IPSEC, GRE or IPIP tunnel.
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2.5.6 SSH/TELNET Server

The SSH/TELNET Server menu allows you to configure whether the Red Lion router will communicate with the
network via Secure Shell (SSH) and to enable or disable TELNET on the Red Lion router.

When you click on the SSH/TELNET Server menu item, the following window will appear:

red Ipn Status - Admin~ Network - Services - Automation = Advanced
SSHI/TELNET Server
SSH Server
Enable SSH Server: | Yes ¥ 9
Show Advanced Configuration: | Yes v 9
Listening IP Address: | 0.0.0.0 @ Required
g
&
Listening IP Port: | 22 @ Required 2
E
[x]
5
Login Grace Time (seconds): | 90 © Required
Maximum Concurrent Connections: | 10 @ Required
Allow Root Login: | No v 9
Telnet Server
Enable Telnet Server: | Yes vy 9
RAM-6021 Revert / Refresh Save

SSH Server

Enable SSH Server: Select YES to enable the SSH server. Note: Enabling the SSH Server does not, by
default, allow SSH data through the firewall. If you have connection problems, please check your firewall
settings.

Configure Advanced Parameters: Select YES to configure advanced options for the SSH Server (Optional).
The recommended setting for this field is NO.

Listening IP Address: Specifies the local IP Address on which the SSH server will accept connections.

Note: Specifying a value of 0.0.0.0 allows the SSH server to accept connections on any interface. Fire-
wall rules must be present to allow SSH connection on untrusted interfaces. The recommended
setting for this field is 0.0.0.0.

Listening IP Port: Specifies the local IP port on which the SSH server will accept connections.

Note: Specifying a value other than 22 will require proper firewall rules in order to allow connections to
the given port. The recommended setting for this field is 22.
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Login Grace Time (seconds): Specifies the amount of time, in seconds, after which the SSH server will
disconnect, if the user has not successfully logged in. The recommended setting for this field is 30.

Maximum Concurrent Connections: Specifies the maximum number of concurrent unauthenticated connections
to the SHH server. Additional connections will be dropped until authentication succeeds, or the Login Grace Time
expires for a connection. The recommended setting for this field is 10.

Telnet Server

Enable Telnet Server: Select YES to enable the Telnet Server. Note: Enabling the Telnet Server does not, by
default, allow Telnet data through the firewall. If you have connection problems, please check your firewall
settings.

The recommended setting for this field is NO.

Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately.
Selecting Revert, will reset all fields to previously saved defaults.
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2.5.7 SSL Connections

The SSL Connections option is used to configure the Red Lion router to either act as a Secure Locket Layer (SSL)
Client to receive certificates or as an SSL Server to issue certificates. The SSL Connections tab is sub-sectioned in
two parts: SSL Client and SSL Server.

SSL Client

The SSL Client option is used to configure the Red Lion router to act as an SSL Client and receive a certificate of
authorization from an SSL server to authenticate connections for secure communications.

Click on the SSL Client menu item and the following dialog window will appear:

. IE" Status = Admin -~ Network = Services~ Automation = Advanced~

SSL Client

SSL Client Stopped

Enable SSL: | Yes v o g

)

-]

Select Activity Log Level: | Summary A - E

%
Wait for Connection (sec.). | 20 LA ° ]
Idle Timeout (min.): | 720 2]
Show Advanced Configuration: | No A -

SSL Client Table Properties

RAM-6021 Revert / Refresh

Enable SSL: Select Yes to configure SSL client/server. Select No and then the Apply button to disable SSL.

Select Activity Log Level: This option controls the logging level for SSL Connection activity. The
recommended setting for a production environment is: Summary. For a test environment: Full.

Wait for Connection (sec.): Time (in seconds) allowed after sending SYN packets, to wait for SYN-ACK. The
recommended setting for this field is 20 seconds.

Idle Timeout (min): Time (in minutes) allowed for no traffic over an SSL connection, before closing down the
link. The recommended setting for this field is 720 (minutes).

Enable Advance Setup: Select Yes to modify advanced SSL options.

Bind Interface for accepting TCP Connections: This will restrict the un-encrypted listening socket to allow
connections coming into the specified interface only. The recommended setting for this field is Any.

Bind Interface for outgoing SSL Connections: This will restrict the encrypted socket to initiate connections
out the specified interface only. Specifying an interface here may conflict with policy routing, however it may be
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required in a GRE/VPN or other tunneled environment. Please consult with a network architect for additional
assistance. The recommended setting for this field is Any.

Ciphers: This field is a list of supported openssl ciphers. Please consult support staff before attempting to
change these values. Reference Google: “openssl cipher list” for more information. The recommended setting
for this field is: RC4-MD5:RC5-SHA:SSLv3

Select Certificate: Specifying a certificate in client mode will use this certificate chain as a client side
certificate chain. Using client side certs is optional. The certificates must be in PEM format, with an un-
encrypted key (not password protected when generated). Use Admin->Certificate Manager to install/update
certs.

Select Keep-Alive behavior: This option enables TCP Keep-alives on the underlying sockets. The following
options are supported:

* None: Keep-alives not used.
* All: Keep-alives enabled for all sockets.

¢ Accept: Keep-alives enabled for listening server socket side connections only. This applies to the
clear text server for Client mode sockets, or the SSL Encrypted server for Server mode sockets.

* Remote: Keep-alives enabled for client initiated sockets.
* Local: Keep-alives enabled for Client connections bound to a local IP address.
You may need to adjust the master Keep-alive timer via Network->TCP Global Settings->TCP Keep Alives.

Note: Enabling TCP keep-alives may dramatically increase the total amount of traffic for the affected
socket(s) depending on the master interval, probe and timeout settings, which should be consid-
ered for connections using a wireless (cellular) connection with respect to total data usage for the
subscripted plan.

SSL Client Table Properties

SSL Client Table Properties

Label TCP Listening IP TCP Listening Port SSL Destination IP SSL Destination Port

Edit ||
Delete

Last Refresh
RAM-6021 Revert / Refresh astRetes

A few seconds ago -

Click on the Add button and the following dialog window will appear:

SSL Client Settings

Label:
[ ‘ ] ‘Requlreu]

TCP Listening IP;

TCP Listening Port
[ ‘ -] ‘ REun'Ed]

SSL Destination IP

[ ‘ ] ‘Required}

SS5L Destination Port

[ ‘ ] ‘Requlreu]
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Label (Required): Enter a unique name to describe this connection.

TCP Listening IP: Enter the IP to listen on for incoming connections. If not using static IP addresses, it is
recommended to use the Advanced Setup option “Bind Interface for accepting TCP Connections” instead. The
recommended settings for this field are:

¢ Leave Blank (0.0.0.0) to allow connections from any interface.
e Use 127.0.0.1 for internal connection use only (gwinx Protocol Converter).

TCP Listening Port (Required): Enter the listening port for this connection. Please note that this port must be
allowed in the Firewall access rules for any external/untrusted interface. It may be useful to review the results
of Status->Network->Socket Statuses->TCP Only to confirm that your choice of listening port is not already in
use. (Ports under “Local Address” with a state of “Listen” are in use.)

SSL Destination IP (Required): Enter the IP or Domain Name of the SSL server to which you would like to
connect.

SSL Destination Port (Required): Enter the Port number of the SSL server to which you would like to
connect.

Click on the Finish button. You will be returned to the DHCP Relay dialog window and the Remote Servers table
will be populated with the entered data.

To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately.
Selecting Revert, will reset all fields to previously saved defaults.

SSL Server

The SSL Server option is used to configure the Red Lion router to issue SSL certificates to requesting SSL clients.

Click on the SSL Server menu item and the following dialog window will appear:

Ndlen Status - Admin~ Network ~ Services v Automation = Advanced -
SSL Server

SSL Server Stopped

Enable SSL: | Yes v @
Select Activity Log Level: | Summary v @ 9
Wait for Connection (sec.): | 20 A ] §
2
Idle Timeout (min): | 720 ]
Select Certificate: | No Pem Files Exist v @
Show Advanced Configuration: | No r o

SSL Server Table Properties

Label = SSL Listening IP SSL Listening Port TCP Destination IP TCP Destination Port TCP Source Bind IP

RAM-6021 Revert / Refresh
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Enable SSL: Select Yes to configure SSL client/server. Select No and click the Apply button to disable SSL.

Select Activity Log Level: This controls the logging level for SSL Connection activity. The recommended
setting for a production environment is Summary. The recommended setting for a test environment is Full.

Wait for Connection (sec.): Time (in seconds) allowed after sending SYN packets, to wait for SYN-ACK. The
recommended setting for this field is 20 seconds.

Idle Timeout (min.): Time (in minutes) allowed for no traffic over an SSL connection, before closing down the
link. The recommended setting is 720 minutes.

Select Certificate: A server certificate must be provided. This will be used to encrypt communication with all
clients. The certificates must be in PEM format, with an un-encrypted key (not password protected when
generated). Self signed certificates are highly recommended. Use Admin->Certificate Manager to install/
update certs.

Enable Advanced Setup: Select Yes to modify advanced SSL options.

Bind Interface for accepting SSL Connections: This will restrict the encrypted listening socket to allow
connections coming into the specified interface only. The recommended setting for this field is Any.

Bind Interface for outgoing TCP Connections: This will restrict the un-encrypted socket to initiate
connections out the specified interface only. Specifying an interface here may conflict with policy routing,
however it may be required in a GRE/VPN or other tunneled environment. Please consult with a network
architect for additional assistance. The recommended setting for this field is Any.

Ciphers: This field is a list of openssl ciphers supported. Please consult support staff before attempting to
change. Reference Google: “open ssl cipher list” for more information. The recommended settings for this field
are: RC4-MD5:RC4- SHA:SSLv3.

Select Keep-Alive behavior: This option enables TCP Keep-alives on the underlying sockets. The following
options are supported:

Select Keep-Alive behavior: This option enables TCP Keep-alives on the underlying sockets. The following
options are supported:

* None: Keep-alives not used.
¢ All: Keep-alives enabled for all sockets.

¢ Accept: Keep-alives enabled for listening server socket side connections only. This applies to the
clear text server for Client mode sockets, or the SSL Encrypted server for Server mode sockets.

¢« Remote: Keep-alives enabled for client initiated sockets.
* Local: Keep-alives enabled for Client connections bound to a local IP address.
You may need to adjust the master Keep-alive timer via Network->TCP Global Settings->TCP Keep Alives.

Note: Enabling TCP keep-alives may dramatically increase the total amount of traffic for the affected
socket(s) depending on the master interval, probe and timeout settings, which should be considered for
connections using a wireless (cellular) connection with respect to total data usage for the subscripted
plan.
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SSL Server Table Properties

SSL Server Table Properties

Label  SSL Listening IP SSL Listening Port TCP Destination IP TCP Destination Port TCP Source Bind IP
Edit

Delete

Last Refresh:
RAM-6021 | Revert/Refresh \ il Heataas

Click on the Add button and the following dialog window will appear:

SSL Server Settings

Label:
[ | -] |Required]

SSL Listening IP:
0.0.0.0 -]

SSL Listening Port:

[ | -] |Requil'ed]

TCP Destination IP

[ | ] |Requi|‘ed]

TCP Destination Port:

l | ] |Requu'ed]

TCP Source Bind IP:

Label (Required): Enter a unique name to describe this connection.

SSL Listening IP: Enter the IP to listen on for incoming SSL connections. If not using static IP addresses, it is
recommended to use the Advanced Setup option “Bind Interface for accepting TCP Connections” instead. The
recommended setting for this field is to leave it blank (0.0.0.0) to allow connections from any interface.

SSL Listening Port (Required): Enter the listening port for SSL connections. Please note that this port must
be allowed in the Firewall access rules for any external/untrusted interface. It may be helpful to review the
results of Status->Network-> Socket Statuses->TCP Only to confirm that your choice of listening port is not
already in use. (Ports under “Local Address” with a stat of “LISTEN” are in use.)

TCP Destination IP (Required): Enter the IP or Domain Name of the standard TCP server to which you would
like to connect. Use 127.0.0.1 for internal connection use only (gwinx Protocol Converter, or OOB Encryption
Setup).

TCP Destination Port (Required): Enter the Port number of the standard TCP server to which you would like
to connect.

TCP Source Bind IP: Enter the IP to bind for outgoing TCP connections. If not using static IP addresses, it is
recommended to use the Advanced option “Bind Interface for outgoing TCP Connections”. The recommended
setting for this field is to leave it blank for normal operation (no binding).

Click on the Finish button. You will be returned to the DHCP Relay dialog window and the Remote Servers table
will be populated with the entered data.
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To delete an existing rule, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately.
Selecting Revert, will reset all fields to previously saved defaults.

2.5.8 SNMP Agent

SNMP (Simple Network Management Protocol) is an industry standard way of querying networking devices to
obtain statuses, updates, alerts and behaviors.

To retrieve SNMP data from the Red Lion device you must have an SNMP manager or Server at the head end. The
Red Lion router will only act as an SNMP client, providing data it is polled for. It will not act as a manager to poll
other devices.

The SNMP Agent allows you to query the unit for information via SNMP using what is called a MIB (Management
Information Base). Standard MIB-II queries are supported, as well as a custom RED-LION-RAM.MIB. A great deal
of useful information about the unit interface status and more can be queried. When configuring firewalls to allow
SNMP traffic, be sure to allow access to port 161 so that the device may return its results. This is the industry
standard port number for SNMP traffic.

You may obtain the RED-LION-RAM.MIB by contacting Red Lion support.

A complete listing of the OIDs found in the RED-LION-RAM.MIB can be found in the Appendix at the end of this
manual.

* The community string is “public” (do not enter the quotes).

Click on the SNMP Agent menu item and the following dialog window will appear:

redlpn Status~  Admin~ Network ~ Services~ Automation ~ Advanced~
SNMP Agent
Enable SNMP Agent? | Yes | @
Community String for SNMP Agent Access: | public © Required

g
: &
Location: (>} o
g
[x]
]

Contact: e

Allow Serial Number OID? | No A - ]

Download MIB
RAM-6021 Revert / Refresh Save

Enable SNMP Agent: Select YES to enable the SNMP Agent. Note: Enabling the SNMP Agent does not, by
default, allow SNMP data through the firewall. If you have connection problems, please check your firewall
settings.
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Community String for SNMP Agent Access (Required): Specify the community string to use for
authentication between the SNMP Agent and Manager. Alpha-numeric strings are supported. Note: The
community string must match on both ends of the connection in order to work.

Our default community string for the RED-LION-RAM.MIB is “public”.

Location: Enter the physical location where the unit is stored. This field is useful in determining where a
device is located. The maximum amount of characters that can be used in this field is 250 ASCII characters.

Contact: Enter the name of the contact person for this managed device. This field is useful in determining who
to contact in the event of an issue. The maximum amount of characters that can be used in this field is 250
characters.

Allow Serial Number OID: Select YES to allow users and management systems to retrieve the unit serial
number from the SNMP Agent. If NO is selected, a query of the serial number OID will return “UNKNOWN”.

Download MIB: Click on this button to download the MIB file.

Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately.
Selecting Revert, will reset all fields to previously saved defaults.

2.5.9 Ping Alive

Ping is a diagnostic tool used for verifying connectivity between two hosts on a network. It sends ICMP (Internet
Control Message Protocol) echo request packets to a remote IP address and watches for ICMP responses.

Select the Ping Alive tab menu and the following dialog window will appear:

redlign Status - Admin - Network - Services~ Automation - Advanced -
Ping Alive
Enable Ping Alive? | Yes v 9
Test Interval {in minutes): | 50 @ | Required
Test Packets to Send: | 5 @ Required
Allowable Packet Loss: | 3 @ | Required
g
Host Address: ‘ Q | Requiredl by
2
g
Host Address #2: 1+ o5
Host Fail Type: | Any Host r @
Source Interface: | None v @
Source IP Address: o
Failure Command Script: | None A ° |
Ping Only When Connection is Idle: | None AN -]
RAM-6021 Revert / Refresh
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Enable Ping Alive: Select YES to enable the Ping Alive Service. The recommended setting for this option is
NO. Ping Alive will send the specified number of packets in Test Packets to Send, every interval defined in Test
Interval. Should the ping fail to the first host, a second host may also be defined. Host Fail Type will control how
many hosts must fail before a failure is declared and Failure Command Script will execute the failure action
specified at that time. This can be used to force interface traffic, or to probe connectivity to an end point.

Test Interval (in minutes) (Required): Enter the time interval (in minutes) to which the ping packets would be
sent. The recommended setting for this option is 50.

Test Packets to Send (Required): Specify the number the time packets to send out to test connectivity. The
minimum is 1 and the maximum is 10.

Allowable Packet Loss (Required): Specify the number of lost packets that are acceptable before the link is
considered unavailable. Note: The value must be less that the number of test packets set via Test Packets to
Send.

Host Address (Required): Enter the IP Address of the destination host to which the ping packet would be
sent. Default setting is “1.0.0.1”.

Host Address #2: Enter the IP Address of the second destination host to which the ping packet would be sent.
This second host is tested only when the first one fails. There is no default setting for this option.

Host Fail Type: Choose “Any Host” to run the action when the first and last host fail the test. Choose “Last
Host” to run the action when the first and lost host fail the test.

Source Interface: Select the name of the interface to which the service will bind for communications tests. The
recommended setting for this option is None.

Source IP Address: Enter the IP address to use as a source for communications tests. Note: This will be the
source |IP address of the PING packets, but does not necessarily reflect the interface from which packet will
traverse the unit.

Failure Command Script: Choose the name of the command script to be executed when the PING test fails.
for example, if “Reboot” is an option, then when selected, the wired router will be restarted.

Note: Recommended setting is “None” for standard operation with no special behaviors. Reboot will restart
the device.

Click on the APPLY button for the changes to take effect.

2.5.10 Serial IP

The Serial IP menu item is used to configure serial communication such as POS device, serial data logging or
serial transmitter via serial cable on the Red Lion router and third party UDP or TCP/IP Client/Server application.

Select the Serial IP menu item and the following dialog window will appear:
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redlpn Status - Admin~ Network = Services~ Automation~  Advanced~

Serial IP Interface

Enable Serial IP: | Yes A -

Configuration Description: e

Serial Port Configuration

éqoeqpasd 109

Select Interface: | ttyS1 (RS-232) AR - ]

Line Speed: | 9600 AN * )
Independent Activation: | Yes v 9
Word Length: | 8 vy

Parity: | None vy

Stop Bit: | 1 A -

Connect Mode: | DTR Dial AR - ]

RAM-6021 Revert / Refresh Save

Enable Serial IP: Select Yes to enable the Serial IP interface.

Configuration Description: Enter a description to describe the intent of this communication. Character limit is
128.

Select Interface: Select the interface to be used via the provided drop-down

Line Speed: Select the desired interface speed to be used via the provided drop-down. Consult the
configuration of the remote device being attached, this setting must be compatible.

Independent Activation: This option determines if the Serial Port of the device will accept data before the
remote side is active. At least one of the two sides in the configuration must be set for Independent Activation.
If neither side is set, then the device will not accept date. This function provides integrity for the device by
preventing data from being accepted until it can be delivered successfully.

Select Yes for standard usage. Select No for serial to TCP Server configuration to insure there is a TCP Server
socket available before marking the serial port active. Select Negotiate only if directed by Red Lion Technical
Support.

Word Length: Select the word length (bits per character) to be used via the provided drop-down. Consult the
configuration of the remote device being attached, this setting must be compatible.

Parity: Select the parity to be used via the provided drop-down. Consult the configuration of the remote device
being attached, this setting must be compatible.

Stop Bit: Select the number of stop bits to be used via the provided drop-down. Consult the configuration of
the remote device being attached, this setting must be compatible.

J ®
Sixnet® Series RAM-6021 Router Software Manual 2-93 I'Ed Ien



SERVICES TAB REVISED 2016-04-04

SERIAL IP DRAWING No. LPO979

Connect Mode: If this option is set to No, the device will expect to receive AT Commands in order to go to
active state. Some DTE (Data Terminal Equipment) devices required to go active if they provide DTR (Data
Terminal Ready) signal. The recommended setting for this field is Yes, if DTR is the connect signal.

Ignore DTR: This option needs to be set to Yes, if the serial port is connected to a DTE device that only
provides 3 wires (Transmit, Receive and Ground) for communication or the DTE device could drop DTR signal
while sending AT commands. The recommended setting for this field is YES if 3 wires connection is expected.

Connection Type: Select the connection type you desire from the drop-down list. The recommended setting
for this field is Modem Emulator for direct connection.

Modem Emulator: Provided direct connection between the device serial port and the DTE terminal via
straight RS232 cable.

Via Modem: This option is only used if the device provides TELCO/BPX or RJ11 To Terminal port for com-
munication.

Use Timer Only: This option needs to be set to Yes in order to use the Inter Character Timeout value
configured on this device. The recommended value for this field is Yes.

Inter Character Timeout (ms): When the timer expires on the serial port, the device will forward the message
received to the remote device. This option is used when there is no consistent character to signal the end of a
received message. This timer will be reset to the configured value on each received character. The
recommended value for this field is 5 milliseconds at 9600 baud.

Maximum Buffer Size: Set the maximum buffer size to be used for receiving serial data before forwarding to
the remote device. A value of 0 will allocate 8192 bytes of buffer by default and the data could be sent to the

remote application based on TCP stack window size. The recommended setting for this field is 292 for DNP3
type connections and 0 for all other connections.

Enable Hardware Flow Control: Select Yes to set hardware flow control using RTS and CTS signals. The
recommended settings for this field are: No if dealing with 3 wires port (Transmit, Receive and Ground pins),
Yes if dealing with the port that have all their signal pins present.

Number of Missed Polls Allowed: Set the maximum number of missed RTU polls before re-initializing all the
internal memory and buffer conditions. If a packet is transmitted out the serial port and no response packet is
received, this is counted as a missed poll and data content is not evaluated. The recommended setting for this
field is O, to disable this action. Any other value is upon your environment requirements.

TCP/UDP Port Configuration
Socket Type: Select the Socket Type you desire to have for Serial IP communication from the drop-down list.

UDP: If this option is selected, the device will act as a UDP (Connectionless) and listening on the config-
ured Listening IP Port for connection for the client.

Peer IP Address (Required): Enter the peer IP Address into this field. This is required for UDP com-
munication. This specifies the Peer IP address and if set to 0.0.0.0 any remote IP can send UDP pack-
ets to our peer port, and return packets will be sent back to the IP of the last host that sent a message.
Packets cannot be sent until one is received first (to learn the remote peer’s IP). If set to a specific IP,
then packets will be sent to this IP only. The recommended setting for this field is “0.0.0.0” to allow any
IP to send packets to the peer import number. You also have the option to set a second, third, fourth
and fifth address in respective fields further below on the dialog window.

Peer IP Port (Required): Enter the peer Port number into the field. This is required for UDP communi-
cation. Consult your network administrator for UDP application destination port number. You also have
the option to set a second, third, fourth and fifth address in respective fields further below on the dialog
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window. You also have the option to set a second, third, fourth and fifth port in respective fields further
below on the dialog window.

Client IP Port (Required): Enter the client IP port number into this field. This is required if the peer IP
Address is set to a specific IP, then packets will be sent to specific IP at this client IP port number only.
Consult your network administrator for UDP application destination port number. Set to 0 if the Peer IP
is set to “0.0.0.0”. You also have the option to set a second, third, fourth and fifth port in respective
fields further below on the dialog window.

TCP Client: If this option is selected, the device will act as a TCP Client and connects to the host proces-
sor once the serial port becomes active.

TCP/UDP Independent Activation: This option determines if the TCP/IP port of the device will accept
data before the remote side (Serial Port) is active. At least one of the two sides in the configuration
must be set for Independent Activation. If neither side is set, then the device will not accept data. This
function provided integrity for the device by preventing data from being accepted until it can be deliv-
ered successfully. A TCP Server set to Yes, will listen even if the serial side is not considered con-
nected, If set to No, it will not listen for a connection until the serial side is considered connected. A
TCP Client set to Yes will always attempt to connect to the configured destination IP, even if the serial
side is not connected or active. If set to No, it will attempt a connection only when the serial side is first
considered connected. The recommended setting is Yes for Servers and No for clients.

TCP Headers: Select the TCP/IP Header Type (Message Length Field) required for TCP/IP communi-
cation from the drop-down list. The available options for this field as shown below.

None: If this option is selected, the device will not add or remove any bytes as the length field from
the data packets received or transmitted.

Standard: If this option is selected, the device will add 2 bytes of binary exclusive network order to
all transmitted TCP packets, and will remove the 2 bytes from the received TCP packets.

Extended: If this option is selected, the device will add 4 bytes of binary exclusive network order
to all transmitted TCP packets, and will remove the 4 bytes from the received TCP packets.
Extended header normally is used as an indicator First, Mid and Last when dealing with the large
TCP messages and possibility of TXP/IP packet fragmentation.

Host IP Address (Required): Enter the host destination IP Address into this field. This is required if
the device is acting as a TCP/IP Client.

Host IP Port (Required): Enter the host destination Port Address in this field. This field is required if
the device is acting as a TCP/IP Client.

Client Source Port: Enter the Source Port Address into this field This is required if the device is acting
as a TCP/IP client and using specific source port for TCP socket connection.

TCP Server: If this option is selected, the device will act as TCP Server and listen on the configured Lis-
tening IP Port for connection from the client.

TCP/UDP Independent Activation: This option determines if the TCP/IP port of the device will accept
data before the remote side (Serial Port) is active. At least one of the two sides in the configuration
must be set for Independent Activation. If neither side is set, then the device will not accept data. This
function provided integrity for the device by preventing data from being accepted until it can be deliv-
ered successfully. A TCP Server set to Yes, will listen even if the serial side is not considered con-
nected, If set to No, it will not listen for a connection until the serial side is considered connected. A
TCP Client set to Yes will always attempt to connect to the configured destination IP, even if the serial
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side is not connected or active. If set to No, it will attempt a connection only when the serial side is first
considered connected. The recommended setting is Yes for Servers and No for clients.

TCP Headers: Select the TCP/IP Header Type (Message Length Field) required for TCP/IP communi-
cation from the drop-down list. The available options for this field as shown below.

None: If this option is selected, the device will not add or remove any bytes as the length field from
the data packets received or transmitted.

Standard: If this option is selected, the device will add 2 bytes of binary exclusive network order to
all transmitted TCP packets, and will remove the 2 bytes from the received TCP packets.

Extended: If this option is selected, the device will add 4 bytes of binary exclusive network order
to all transmitted TCP packets, and will remove the 4 bytes from the received TCP packets.
Extended header normally is used as an indicator First, Mid and Last when dealing with the large
TCP messages and possibility of TXP/IP packet fragmentation.

Allow peer to re-attach while connected: Select whether or not to allow TCP peer to re-attach to
our server while the socket is connected. If enabled, a new connection attempt from the same peer
will be accepted, and the previous TCP connection will be closed. This can be useful to re-estab-
lish a connection if the link is not closed gracefully.

Listening IP Address (Required): Enter the listening IP Address into this field. This is required if
the device is acting as a TCP/IP Server. If set to 0.0.0.0 any remote client can connect to our lis-
tening port, and if set to a specific IP, only client with configured IP can connect to our listening
port.

Listening IP Port (Required): Enter the listening Port number into this field. This is required if the
device is acting as a TCP/IP Server.

TCP Client/Server 2 Way: If this option is selected, the device will listen on configured Listening IP Port
for client connection to communicate with serial device and once the client is disconnected, and the serial
device connected to the ttyS1 port needs to report it’s status, the device will connect to the host destination
to report the device’s status.

Enable IP Destination Config File: Enabling this option allows the user to configure the host destination
IP/Port address via the IP Destination option in the Advanced menu. The recommended setting for this
field is YES, if configuring the IP destination via Advanced — GWLNX — IP Destination.

TCP Headers: Select the TCP/IP Header Type (Message Length Field) required for TCP/IP communi-
cation from the drop-down list. The available options for this field as shown below.

None: If this option is selected, the device will not add or remove any bytes as the length field from
the data packets received or transmitted.

Standard: If this option is selected, the device will add 2 bytes of binary exclusive network order to
all transmitted TCP packets, and will remove the 2 bytes from the received TCP packets.

Extended: If this option is selected, the device will add 4 bytes of binary exclusive network order
to all transmitted TCP packets, and will remove the 4 bytes from the received TCP packets.
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Extended header normally is used as an indicator First, Mid and Last when dealing with the large
TCP messages and possibility of TXP/IP packet fragmentation.

Host IP Address (Required): Enter the host destination IP Address into this field. This is required if
the device is acting as a TCP/IP Client.

Host IP Port (Required): Enter the host destination Port Address in this field. This field is required if
the device is acting as a TCP/IP Client.

Client Source Port: Enter the Source Port Address into this field This is required if the device is acting
as a TCP/IP client and using specific source port for TCP socket connection.

Allow peer to re-attach while connected: Select whether or not to allow TCP peer to re-attach to our
server while the socket is connected. If enabled, a new connection attempt from the same peer will be
accepted, and the previous TCP connection will be closed. This can be useful to re-establish a con-
nection if the link is not closed gracefully.

Listening IP Address (Required): Enter the listening IP Address into this field. This is required if the
device is acting as a TCP/IP Server. If set to 0.0.0.0 any remote client can connect to our listening port,
and if set to a specific IP, only client with configured IP can connect to our listening port.

Listening IP Port (Required): Enter the listening Port number into this field. This is required if the
device is acting as a TCP/IP Server.

UDP Broadcaster: If this option is selected, the device will support 5 UDP broadcast addresses.

Peer IP Address (Required): Enter the peer IP Address into this field. This is required for UDP commu-
nication. This specifies the Peer IP address and if set to 0.0.0.0 any remote IP can send UDP packets
to our peer port, and return packets will be sent back to the IP of the last host that sent a message.
Packets cannot be sent until one is received first (to learn the remote peer’s IP). If set to a specific IP,
then packets will be sent to this IP only. The recommended setting for this field is “0.0.0.0” to allow any
IP to send packets to the peer import number. You also have the option to set a second, third, fourth
and fifth address in respective fields further below on the dialog window.

Peer IP Port (Required): Enter the peer Port number into the field. This is required for UDP communi-
cation. Consult your network administrator for UDP application destination port number. You also have
the option to set a second, third, fourth and fifth address in respective fields further below on the dialog
window. You also have the option to set a second, third, fourth and fifth port in respective fields further
below on the dialog window.

Client IP Port (Required): Enter the client IP port number into this field. This is required if the peer IP
Address is set to a specific IP, then packets will be sent to specific IP at this client IP port number only.
Consult your network administrator for UDP application destination port number. Set to 0 if the Peer IP
is set to “0.0.0.0”. You also have the option to set a second, third, fourth and fifth port in respective
fields further below on the dialog window.

Second/Third/Fourth/Fifth Peer IP Address: In the respective fields, enter the second, third, fourth
or fifth peer IP Address. This is the second, third, fourth or fifth broadcast destination |IP address for
UDP communication. The recommended setting for this field is <0.0.0.0> if the additional peer IP
address option is not used.

Second/Third/Fourth/Fifth Peer IP Port: Enter the second, third, fourth or fifth port number in the
respective fields.

Second/Third/Fourth/Fifth Client IP Port: Enter the second, third, fourth or fifth client IP port number
into the respective fields. This is Required if the second, third, fourth or fifth is set to a specific IP, then
packets will be sent to specific IP at this client IP port number only.

TCP Client Broadcaster: If this option is selected, the device will support 10 TCP Client broadcast socket
using IP Destination configuration for connectivity.
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"N‘“eﬂ Status Admin~ Network - Services~ Automation~ Advanced -
IP Destinations
IP Destinations Table Properties
Address 1 Port 1 Connect Timeout 1 Address 2 Port 2 Connect Timeout 2 Address 3 Port 3 Connect Timeout 3 Header

Refresh

Edit

éNdeqpas 109

Delete

Up

Down

Save Apply

Click on Add button to define the required IP Destination Settings. The following dialog window will appear:

IP Destination Settings

Enter Address 1

‘ | o ‘Requirenl

Enter Port 1

‘ | (-] ‘Requlreul

Connect Timeout 1

‘ | o ‘Requlredl

Enter Address 2:
(-]

Enter Port 2

Connect Timeout 2

Enter Address 1 (Required): This field indicates the Client
Primary IP Address that the GWLNX uses to connect to the
Host Server.

Enter Port 1 (Required): This field indicates the Client Pri-
mary Port Address that the GWLNX uses to connect to the
Host Server Port.

Connect Timeout 1 (Required): This field is used to specify
the time (in seconds) to attempt a connection to this TCP
Destination, before declaring it unreachable. After the speci-
fied time, the next destination will be attempted. The valid
range is 2 - 250 seconds. The recommended setting for this
field is 10 seconds. A value of less than 10 seconds is not
recommended for wireless environment.

Enter Address 2/3: This is a Client First Alternative IP address that GWLNX uses to connect to the Host

Server.

Enter Port 2/3: This is a Client First Alternative Port address that GWLNX uses to connect to the Host

Server Port.

Connect Timeout 2/3: Specify the time in seconds to attempt a connection to this TCP Destination, before
declaring it unreachable. After the specified time, the next destination will be attempted. The valid range is
2 - 250 seconds. The recommended setting for this field is 10 seconds. A value less that 10 seconds is not

recommended for a wireless environment.

Header Type: This field indicates a Header Length used in TCP/IP packet that contains the message
length being Send or Receive. Available options in this field are: Default, None and JBM Standard. The

recommended setting is Default.

Click on the Finish button when the required information has been entered. You will be returned to the IP
Destinations dialog window and the IP Destinations Table Properties table will be populated with the entered data.

To delete an existing IP Destination, select it in the table and click on the Delete button. To edit an existing IP
Destination, select it in the table and click on the Edit button.

TCP Client Broadcaster Traffic Activator: If this option is selected, the device will support 10 TCP Client
broadcast socket using IP Destination configuration for connectivity and would connect only if the serial
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data is available to broadcast. See TCP Client Broadcaster explanation above for a description of avail-
able options.

Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately.
Selecting Revert, will reset all fields to previously saved defaults.

2.5.11 Email Client

Specify whether to enable the SMTP email client support on this device. If this option is disabled, your email action
routines will be unable to send.

red Ipn Status~  Admin~ Network - Services~  Automation=  Advanced~

Email Client
Enable Email Support | Yes j 2]
Email Settings
Server Address © | Required
Server Port © Required
Sender =]
Username © Required
Password © Required
Enable STARTTLS | No v e

Email Settings Test

Recipient 1+

Test Email

RAM-2931 -
T Revert / Refresh Save Apply

Enable Email Support: Specify whether to enable the SMTP email client support on this device. If this option
is disabled, your email action routines will be unable to send. Consult your email service provider or system
administrator for your server settings.

Server Address (Required): Enter your SMTP server address. Gmail accounts require allowing less secure
apps to access your account. You can sign-in to your account and follow the instruction below.

Access your account:

¢ Go to Allow less secure apps and choose Allow to let less secure apps access your Google account.
e Common SMTP Server Settings
Server Port (Required): Enter your SMTP server port.

Sender: Specify a custom From address. Your SMTP server may or may not display this. (Optional)
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An improper setting here could cause the email not to work. If the sender field is left BLANK, the username will
be used as the from address.

Username (Required): Enter the username used to connect to your SMTP server account.
Password (Required): Enter the password used to connect to your SMTP server account.
Enable STARTTLS: Specify whether to enable the STARTTLS option for your email server.

Note: STARTTLS is an extension to plain text communication protocols, which offers a way to upgrade a plain
text connection to an encrypted (TLS or SSL) connection instead of using a separate port for encrypted
communication.

Email Settings Test: Enter an email address for the email message destination.
Recipient: Multiple email addresses can be entered by separating them with a comma.

Note: The email will come from the address configured in Sender field or Username field if the Sender field is
blank. Examples; username(@email.com or username@email.com,usergroup@email.com

Test Email: Click on this button to execute the Email Settings Test.

Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately.
Selecting Revert/Refresh, will reset all fields to previously saved defaults
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2.6 Automation Tab

The Automation menu contains all aspects of managing your Modbus and DNP3 based 1/O.
If prompted for an Unlock Key, contact Red Lion Support at support@redlion.net or 1-877-432-9908.

The RAM-6021 MODBUS service allows it to function as a MODBUS Master acting as an I/O concentrator for
MODBUS/DNP3 devices. I/O for these devices can be read or written using MODBUS/DNP3 I/O transfers with the
RAM-6021 acting as a MODBUS/DNP3 master. I/O data is stored in a local I/O database and can be polled by
other remote I/O collection points.

The RAM-6021 wired router will support:

* 1/O transfers using MODBUS/DNP3

¢ Slave Station Status

¢ Forwarding of MODBUS/DNP3 messages

¢ Developing of third party applications using our SDK based on ELDK4.2 and the SIXNET IODB API.

Additionally, the RAM-6021 will act as a MODBUS slave. This allows MODBUS masters to request or update 1/0
points in the 1/0O database.

Modbus Configuration:

User interfaces will be provided to configure 1/O transfers, the MODBUS forwarding table and serial interfaces.
MODBUS configuration data will be stored in an XML based file named modbus.xml. This file will contain the fol-
lowing sections:

e serials: xml section to define the parameters used for serial ports for both MODBUS and DNP3.

* localStation: xml section to define the local station number and name for both MODBUS and DNP3.
* remoteStations: defines remote stations and the I/O transfers associated with them.

* regAllocation: defines the number of registers for each 1/0O type.

* forwards: defines the list of remote stations to forward MODBUS requests.

There are two (2) methods to configure these sections.

e CLI: The command line interface for the cellular modbus gateway (IndustrialPro) provides a Cisco-style
telnet command line interface. It writes an XML configuration file, which is used to drive the backend dae-
mons.

* Web Ul: This method is a WEB based interface which is the focus of this documentation.

The user interfaces will have the ability to:

¢ Configure/Display local station information such as station name and station number.
¢ Configure/Display serial ports

e Configure/Display remote stations

e Configure/Display I/O transfers

e Configure/Display MODBUS forward stations

* Configure/Display MODBUS registers allocation
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2.6.1 Local Station

Click on the Local Station sub menu item and the following menu will appear:

redlpn Status~  Admin~ Network = Services>  Automation=  Advanced~

Local Station

Define Local Station Properties

Enable Modbus: | No v @

2

g

Station Name: l ‘ -] ‘Required] E

[x]

-

"~
Station Number: [ ‘ o ‘Required]
Modbus Local Port: | 502 © Required

Modbus DNP3

Last Refresh:

RAM-6021 Refresh Save ) Afew seconds ago
v

Enable Modbus: Select Yes to enable the Modbus feature. Selecting No will disable it.

Station Name (Required): Enter the name of the local station. The station name must be less than or equal to
32 characters.

Station Number (Required): MODBUS station number to use for the local station. Values may be duplicated
for other stations as long as the station can be uniquely addressed by an IP address or is connected on a serial
port. Valid values: 1 - 247. Note: 0 is a broadcast address. 248-255 are reserved addresses.

Modbus Local Port (Required): Enter a valid local port number. The port must be within the range of 1 -
65535 and the recommended default port is set to 502. Choose a port number not already used by other
system services. Consult Status->Network->Socket Statuses->TCP Only for a list of ports currently in use.
Please not that a Firewall Allow rule will need to be added for remote access (Network->Firewall->Port Allow/
Forwarding Rules->Service Access Rules).

Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately. To
revert to the previous defaults, click on the Revert button.
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2.6.2 Serial Ports

This section is used to configure the RS-232 port that is facing the front of the Red Lion device to integrate into
your Modbus/DNP3 schema.

Click on the Serial Port menu item and the following window will appear:

wdleli Status ~ Admin~ Network ~ Services» Automation = Advanced~

Serial Ports

Serial Ports Table Properties

Device Baud Rate Data Bits Parity Flow Control Stop Bits Protocol

Edit

iyJeqpas 09

Delete

Up

Down

Modbus DNP3

Last Refresh:
A few seconds ago

RAM-5021 Refresh Save Apply

Click on the Add button and the following pop-up window will appear:

Serial Port Settings
. ~
Serial Prameters
Serial Port Device Name:
tyS1 (RS-232) v e
Baud rate:
9600 ~ e
Data bits
8 v e
Parity
None ﬂ -]
Flow control;
None v @
™ v

Serial Port Device Name: Name of the serial device. Valid values: ttys1 (RS232), ttys4

Baud Rate: Baud rate for the serial device. Supported baud rates are: 300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600 and 115200.

Data Bits: Number of data bits. Supported data bits are 7 and 8.
Parity: Parity for serial device. Supported parities are: none, even, odd, mark and space.

Flow Control: Flow control for serial device. Supported flow controls are: none, hardware, Xon/Xoff, half
duplex, full duplex.
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Stop Bits: Stop bits for serial device. Supported stop bits are 1 and 2.

Protocol: Protocol being used on serial device. Supported protocols are: DNP3, Modbus Master ASCII, Mod-
bus Master RTU, Modbus Slave ASCII, Modbus Slave RTU, Modbus Master RTU Fwd and Modbus ASCII
Fwd.

Float Word Order: Controls the swapping of words within floats. Ignored if using Daniel mode. This is needed
for configuring the serial slave application. Supported orders are LSW and MSW.

Long Word Order: Controls the swapping of words within longs. Ignored if using Daniel mode. This is needed
for configuring the serial slave application. Supported orders are LSW and MSW.

Enable Daniel Mode: Use Daniel mode extensions when dealing with longs and floats. This is needed for con-
figuring the serial slave application.

Click on the Finish button to populate the Serial Ports Table Properties.

To delete an address, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert

button.
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2.6.3 Tags

Tagging is a method used to attach a human readable and yet logical “name” to an IODB register. These tags pro-
vide an easier method of organizing and identifying internal registers when designing and monitoring the data in a
Modbus environment.

Tags are used for local reference only and do not get transferred between Master and Slave devices when per-
forming 10 transfers.

redipn Slals - Admin - Mebwork = Services Automation = Advanced- Events
Tags e
User Detined @
Tank_1_Leve! Al v | 10 Tank 1 Float level m Resel
Tank_1_Pump Do T 10 m Riasal
Tank_1_Temp Al N t Reset
Onboard /0 @ oy
=
Name Type Address Description é
All Al i Analeg In - Voltage: 0-10W Resel 2
™l
CNT1_LSW Al 2 Digial Input Counter. 16732-bat Resel
CNT1_MSW Al 3 Digital Input Counter. 32-bit Hig = Reset
DI ]| 1 Digital Input (shared with Al1). £  Resel
(] Do 1 Open Collector Digital Out Reset
System Status @
Name Type Address Description
Serial_Number_UINT16_a AD 1001 First 4 digits UINT16
Serial_Mumber_UINT16_B AD 1002 Mext 4 digits
Serial_Mumber_UINT16_C AD 1003 Mext 4 digits
Serial_Number_UINT16_D AD 1004 Last 4 digits
Serial_Mumber_UINTES_A AD 1005 UINTGS format;LSwW
Refresh Export Impaort Restore Default

User Defined

Create custom tags for your I/O here. These tags will be listed in drop-down forms throughout this user interface.
Tag names must be unique and may not copy the names of Onboard or Status tags.

To add a new tag, click on the Add button located at the bottom of the dialog window. A new blank line will appear.
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Name

Tags e

User Defined @

=
Al v 10

Tank_1_Level Tank 1 Float Level Remove
Tank_1_Pump Do T 10 Remove
Type v Remove

Reset

Reset

Name: Enter a unique name for the tag. The tag name may contain upper and lower case alpha numerical charac-
ters. The only special characters allowed are the period (.) and the underscore (_).

Type: Select the desired output type from the drop down list. Available choices are: Al, AO, DI, DO, LI, LO, FI, FO.

Address: Enter the desired tag address. There are 65536 registers of each data type available.

Description: Enter a description of what the tag represents.

Retain: Checking this box will allow the register value associated with the tag to be retained in battery-backed
SRAM across a device power cycle. This feature is only available on the RAM 9000 Series.

Onboard 1/0

These tags are linked to physical I/0 on the device. The type or address cannot be changed, but you may rename

them according to function or connected hardware.

Onbeoard /O (7]
Name Type Address Description
Al Al 1 Analog In - Voltage: 0-10V
CNT1_LSW Al 2 Digital Input Counter. 16/32-bit |
CNT1_MSW Al = Digital Input Counter. 32-bit Hig
DI DI 1 Digital Input (shared with Al1). £
Do DO 1 Open Collector Digital Out

Reset

Reset

Reset

Reset

Reset

System Status

These tags are linked to status metrics internal to the device. They cannot be renamed or otherwise modified. See

Appendix B in the user guide for more information.
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System Status | @

Name Type Address Description
Serial_MNumber_UINT16_A AD 1001 First 4 digits UINT16
Serial_Number UINT16_B AOD 1002 Next 4 digits
Serial_Mumber UINT16_C AQ 1003 MNext 4 digits
Serial_Number_UINT16_D AD 1004 Last 4 digits
Serial_MNumber_UINTG4_A AD 1005 UINTG4 farmat;L SW
Serial_Mumber_UINTG4_B AD 1006

Reset Refresh Add Apply Export Import Restore Default

Click on the Refresh button to refresh screen after new entries have been entered.
To delete an existing tag, click on the Remove button next to the tag to be deleted.

To export the list of tags, click on the Export button and a tags.csv file will be created and can be found in the PC’s
downloads folder.

To import a list of tags, click on the Import button and the Upload CSV Tags file dialog window will appear.

Upload CSV Tags file

Select File

Click on the Select File button and browse to the location where the .csv file is located, then press the Import but-
ton.

To restore the system default Tags, click on the Restore Defaults button. All user defined tags will be removed from
the list.
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2.6.4 Data Logger

Click on the Automation menu item, select Data Logger from the drop-down menu and the following Data Logger
configuration screen will appear:

rudIEn Status~ Admin = Network = Services~ Automation~ Advanced =
Estimated Usage of Current Log

Disk Space 2.00 MB Data Logger
Max History 5 years, 11 months

i | o ] oo’

Name o Points
Enable Yes M e 2 el Type [l || Address
Add Point Add Muliiple Points

Toggle Enable from 10DB e.g. DI2 e
Save Destination SD Card IE -]
Write Period (s) 300 ]
Log File Size (KB) 2048 200MB @
Log Rotation Count 5 -]
Zip-compress log files Yes IE 2]
?ﬁ;ﬁiss;mcoozs Revert / Refresh Show Logs !

Data Logger allows for the collection of data from defined points and save them as a log file to an internal destina-
tion or to an SD card. The Data Logger feature is available on all models using release 3.23 / 4.23.

Navigation

Click on the green named log file button to display the data logs associated with the displayed log file name (JIEEEK
in this example).
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Mvﬂ Status~ Admin - Network = Services~ Automation ~ Advanced -

Data Logger

Logs Saved Internally

Test_1_20160203094220.zip (1.11 KB)
Tesl_1_20160203101149.zip (1.22 KB)
Test_1_20160203104219 zip (1.21 KB)
Test_1_20160203111249 7ip (1.13 KB)
Test 1_20160203114319.zip (1.16 KB)
Test 1_20160203121349.csv (6.66 KB)

Logs Saved to SD Card

README (54 B)
Tesl_1_20080101000207 csv (54 B)
Test_1_20080101000223 csv (54 B)
Test 1_20160125054604.7ip (2.18 KB)
Test 1_20160125115540.zip (395 B)
Test_1_20160125121310.zip (390 B)
Test_1_20160125122803.csv (466 B)
Tesl_2_20080101000207 csv (170 B)
Test_2_20080101000223 csv (170 B)
Test 2 20160118141010 zip (328 B)
Test 2 20160118142212.zip (327 B)
Test_2_20160118142657 zip (332 B)
Test_2_20160121101609.zip (327 B)
Tesl_2_20160121102704.zip (535 B)
Test 2 20160125121742.csv (483 B)

Show Process Log

RAM-9931

971X-23564400025 Revert / Refresh

Click on any to select the log file to Download, View, Remove or show the Process log associated with the log file.
You can also shift/click to select multiple log files to Download or Remove.

Logs Saved to SD Card

README
Test_1_20080101000207.csv
Test_1_20080101000223.csv
Test_1_20160125054604.zip
Test 1_20160125115540.zip
Test 1_20160125121310.zip
Test 1_20160125122803.csv
Test 2_20080101000207.csv
Test 2_20080101000223.c5v
Test 2_20160118141010.zip
Test 2_20160118142212 zip
Test 2_20160118142657 zip
Test 2_20160121101609.zip
Test 2_20160121102704.zip
Test 2_20160125121742.csv

Show Process Log

Refresh Download fig
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Click on the Show Config button to return to the Data Logger configuration screen.
Click on the Add button to create a new file and configure the data log file parameters.

Click on the Remove button to delete a log file.

Configure a Data Log File

Click the blue Add button to display a new data log file associated with the displayed log file name ([INEXNEIGE]).
Configure the data log file by populating the screen fields.
Name: The name of your log. This will also be a prefix for the log files.

Allowed Characters: A-Za-z0-9 - . _

Enable: Enable this log. Points will be periodically recorded in a log file prefixed with the specified name.
Options - Yes/No

Toggle Enable from IODB: Toggle logging based on IODB register (optional field).
For example: if set to DI42, Points will only be recorded if register D142 is high.

Save Destination: Destination for the log files. The available options are Internal or SD Card.

Internal will configure your logs to be stored internally on the device. These can be downloaded through
the Web Ul or with gatherstats

SD Card (if applicable) will configure your logs to be stored on the SD Card (if present)
Logs will be created in this folder: sdcard/datalogs/

Write Period (s): How often a data log record will be created (in seconds)
Recommended: Relative to the rate of change you expect from the logged points

When to write data log record: Paired with the write period, this will control what conditions create a data log
record.

Options:

Write a record every period: If the Write Period is 30 seconds, this will create a new data log record every
30 seconds consistently

Write when data changes, and periodically: The IODB list is sampled every second, and if changes are
detected a record is created. In addition, a record will also be created every Write Period of time (30
seconds in this example)

Write only if data has changed: The |IODB list is sampled every Write Period (30 seconds in this example),

and a data record is created only if the data has changed from the last time it was sampled. If data values
are mostly stable, this can save a lot of space to not record redundant information.

Log File Size (KB): Log file size (per file) in Kilobytes
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Max: 10240 KB (10MB)
Min: 1 KB
Recommended: 2048
Log Rotation Count: The number of logs that will be kept in rotation

E.g., when the current log fills up, the oldest is removed, and a new log is started. If the number of logs in
rotation exceeds this value, the oldest is removed

Recommended: 5
Zip-compress log files: Compress log files using zip
This will reduce storage space by 80%-90%
Password for zip-files: Encrypt zip-compressed log files using this password
Points: Configure fields to create data points
Tag Name: Enter the name
Type: Select from the drop-down menu options
Address: Enter the point address
ADD Point: Click to add the point just configured
Remove: Click to remove a data point

Add Multiple Points: Click to invoke a pop-up screen to select multiple points individually or all at once.

Select Tags

Available Selected

ICXF DI200 (DI:200) IOXF _DIS00 (DI:500)
ATl (AI:1) testZ (FO:171%)
BIZ (AI:2) CNT1_LSW (AI:21)
RT3 (RI:3)

CNT1 MSW (AI:22)

cx:z_}gi\t (AI:

CNT2_MSW (AI:
DI1 (DI:1)
DIZ (DI:Z)
DOl (DO:1)
DOZ2 (DO:2)

TMF1 (BI:&1) v

nETT (mT . £

Selected Tags move from Available Selected list. Click Select button when finished making selections.

Click the Apply button to save and apply the new data log configuration.
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2.6.5 Modbus

2.6.5.1 Remote Station:

Click on the Remote Station menu item and the following dialog window will appear:

md%“ Status - Admin~ Network Services - Automation = Advanced -

Modbus - Remote Stations

Remote Stations Table Properties

Station Station Remote IP Remote IP Message Timeout Message Station Online Station Online S
Name Number Address Port (ms) Retries Type Address Edit §
(=3
£
Delete =

Up

Down

Local Station Serial Ports 1O Transfers Forwards Display Config File

RAIM-6021 Refresh  Save  Apply

Click on the Add button to configure the remote station parameters and the following pop-up window will appear:

Modbus Remote Station Settings
Station Name [ | -] ‘ Required l
Station Number: [ | -] ‘ Requiredl
Connection Type: | Serial r @
Message Timeout (ms): | 5000 © Required
Message Retries: | 3 © Required
Station Online Address L]

Station Name (Required): Enter the name of the remote station. The remote station name must be less than
or equal to 32 characters. All the defined remote station names will be populated in the 1/O Transfer screens as
a selection for assigning 1/O transfer for selected remote station name.

Station Number (Required): Enter the remote station number. The station number must be in range of 1-247.
Values may be duplicated for other stations as long as the station can be uniquely addressed by an IP address
or is connected on a serial port. Note: 0 is a broadcast address. 248-255 are reserved addresses.

Connection Type: Select the desired connection type in the drop down menu. The options are: IP or Serial.
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Message Timeout (ms) (Required): Enter the Timeout period, in milliseconds, to wait for an 1/O transfer to
complete. The valid range is 10ms-60000ms.

Message Retries (Required): Enter the number of times to retry an I/O transfer before giving up. If a station
status bit is provided, it would be marked off line when this occurs. The recommended value is 3.

Station Online Address: Discrete input address is used as a station status indicator. If provided, it is set to
True when any /O transfers to a remote station complete successfully, and false otherwise. Enter the Address
of a local discrete input or blank if not used.Click on the Finish button to populate the Modbus Remote Station
Table. If more stations are needed, click on the Add button and enter the required field for each station.

To edit a Remote Station, select the station in the table and click on the edit button. To delete an existing station,
select the station in the table and click on the Delete button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert

button.

1/0 Transfer

Click on the I/O Transfer menu item and the following window will appear:

r.d*ll =Hafus - Admin - MNetwork - Senvices - Automation = Advanced -
Modbus /O Transfer
Registers Allocation
Analog In: 5000 @ analog out| 5000 2
Long In: 2000 o Long Out:| 2000 2
Float In: 2000 o Float Out:| 2000 o
Display Of Modbus Default Slave Addresses
o Type Modbus Type Modbus Address Range Display Modbus Address
Discrete Input 1 00001 - 65536 1:00001 - 1:65536
Discrete Output) 0 00001 - 65536 0:00001 - D:65536
Analog Input 3 00001 - 05000 3:00001 - 3:05000
Analog Output 4 00001 - 05000 4:00001 - 4205000
Long Input 3 05001 - 7000 3:05001 - 3207000
Long Output 4 05001 - 07000 4:05001 - 4:07000
Float Input 3 07001 - 09000 3:07001 - 3:09000
Float Qutput 4 07001 - 09000 4:07001 - 4:09000
Refresh Save Apply
Register Allocation: This section is displaying the default values for the following:
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Analog In: By default we support 5000 Analog Input registers, but the range is 1 - 65535.
Analog Out: By default we support 5000 Analog Output registers, but the range is 1 - 65535.
Long In: By default we support 2000 Long Input registers, but the range is 1 - 65535.

Long Out: By default we support 2000 Long Output registers, but the range is 1 - 65535.
Float In: By default we support 2000 Float Input registers, but the range is 1 - 65535.

Float Out: By default we support 2000 Float Output registers, but the range is 1 - 65535.

The range of Modbus slave addresses are displayed based on default register allocation. You can change the reg-

isters allocation values to your required register values and the range of Modbus slave addresses will be changed
based on the new values.

1/0 Transfer Table Properties

I'Q Transfer Table Properties
Station Send Command Local Local Modbus Remote Remote Modbus Number Of Update Enable Scan Enable Edit
Name Mode Port  Type Type Address Type Address Registers Interval Type Address =
Delete
Copy
up
Down
Local Station Serial Ports Remote Stations Forwards Display Config File
Last Refresh
fresh a P
pelies e Apph 2 minutes ago

Click on the Add button to configure the 1/0 Transfer for the remote station and the I/O Transfer Settings pop-up
window will appear:
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I/O Transfer Settings
Station Name: | DSP-TESTRACK r 9
Protocol | Modbus r @
Send Mode: | Wait For Reply r @
Part: | TCPIP r 9
Command Type:  Read r @
Local Remote
- Register Type v
Reqgister Type v ‘
i 0:00000
] 0:00000
Number Of Registers. 1 @ Required
Create Tags for Range:  Yes r @
Enter Update Interval (ms): | 5000 @ Required
Scan Enable Type: | None r @
Scan Enable Address 1]

Station Name: Name of the remote station for this I/O transfer. This option lists the name of all the remote sta-
tions that you have already defined and configured in remote station table entry. Select the remote station
name that you want for this 1/O transfer.

Protocol: Modbus is currently the only supported protocol used for I/O transfers.
Send Mode: Mode used to send an |/O transfer.

Wait for Reply: The MODBUS master must wait for an 1/0 request that it has sent to complete before
sending another request to the remote station.

Rapid Fire: The MODBUS master may send many I/O requests to a remote station before waiting for
responses from the remote station.

Valid Values: Wait for Reply or Rapid Fire

Port: The port that the I/O request is being sent across. The supported ports are TCP/IP, UDP/IP, ttys1
(RS232) and ttys5 (RS485). If UDP/IP or TCP/IP port are used, the remote station selected for this 1/O transfer
should have its IP address defined.

Command Type: The commands used for I/O transfers are:
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READ: Used for reading MODBUS registers from the remote station.
WRITE: Write MODBUS output registers to the remote stations.

WRITE_SINGLE: Write a single MODBUS discrete or analog output register to the remote station.
Note: Only an option when writing a singe discrete output or single analog output.

Local Type: Local Station I/O type. See Table2 - /O Types and Limits.

Local Relative Address (Required): First address of the local I/O used for the I/O transfer. Valid values are 1
through a value of defined registers configured for specified I/O type. The address ranges are displayed on I/O
Transfer screen under ‘Display of Modbus Default Slave Addresses’ based on configured local register alloca-
tion for specified 1/0 type.

Remote Type: I/O type on the remote station. See Table2, 3, 4 - I/O Types and Limits.

Note: If modbus WRITE operation is selected, this field should be limited to output register
types.

Remote Address: First register address for the remote /O used for the 1/O transfer. Valid values are 1 -
65536.

Number of Registers: Number of registers requested in the I/O transfer. This must be 1, if the WRITE_SIN-
GLE command is selected. See Table 2, 3, 4 - I/O Types and Limits.

Note: Number of Registers must be 1, if WRITE_SINGLE command is selected.
Create Tags for Range: Create a tag for each local IODB register with custom prefix: IOXF_[Type][Address]
WARNING: Tags will OVERWRITE any existing tags applied to these registers.

Enter Update Interval (ms): Time interval, in milliseconds, for the 1/O transfer. The recommended value for
this field is 500ms or higher.

Scan Enable Type: I/0 Type used for controlling and I/O transfer using either a discrete input or discrete out-
put register. Valid options are DI or DO or Blank if not used.

Scan Enable Address: The address of the discrete register used to control an I/O transfer. Valid values are 0
through number of registers configured for specified 1/0 type. Blank if not used.

Click on the Finish button to populate the 10 Transfer Table Properties. If more stations are needed, click on the
Add button and enter the required field for each station.

To edit a Remote Station, select the station in the table and click on the Edit button. To delete an existing station,
select the station in the table and click on the Delete button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.

Discrete Input DI 2000
Discrete Output |DO 2000
Analog Input Al 125
Analog Output AO 125
Float Input Fl 62
Float Output FO 62
Long Input LI 62
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Long Output LO 62

Discrete Input DI 1968

Discrete Output |DO 1968

Analog Input Al 123

Analog Output AO 123

Float Input Fl 61

Float Output FO 61

Long Input LI 61

Long Output LO 61

DI DI | DO

DO DI | DO

Al Al |AO

AO Al |AO

Fl FI|FO

FO FI| FO

LI LI | LO

LO LI | LO

DI DO

DO DO

Al AO

AO AO

Fl FO

Fl FO

LI LO

LO LO
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Forwards

Click on the Forwarding menu item and the Modbus-Forwards dialog window will appear:

rod ipn Status= Admin= MNetwork= Services = Automation = Advanced = m

Modbus Forwards

Forwards Table Properties
Station Number Forward Station Number Type Address Fornt

Edit
Dedete
Copy
Up

]
Local Station Serial Ports Remole Stations O Transfers Display Config File 11

Refresh Save Apply

Click on the Add button to configure the Forwarding and the Modbus Forward Settings pop-up window will appear:

Modbus Forward Settings

Station Number l | (] | Requiredl
Forward Station Number: ]
Communication Type: | TCP/IP v @
Forward IP Address or Serial Port Name | (] | Requiredl
IP Port: | 502 @ Required

Station Number (Required): Station number to be forwarded. Valid values are 1 - 247.

Forward Station Number: If supplied, replaces the station number in the request with this value. Valid values
are 1-247.

Communication Type: Select the forwarding method. Valid options are TCP/IP, UDP/IP or Serial (Serial type
can be set in next dialog).

Forward IP Address or Serial Port Name: The address to forward the modbus request if forwarding on with
IP, or the serial device name if forwarding the request on the serial port.

IP Port: Enter a valid port number (1-65535) to be used to forward the request to on the remote station. It is
recommended that a port number not already used by other system services is chosen. Consult Status-> Net-
work->Socket Statuses->TCP Only for a list of ports currently in use. Please note that a Firewall Allow rule
will need to be added for remote access. (Network->Firewall->Port Allow/Forwarding Rules->Service
Access Rules).

‘ ®
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Click on the Finish button to populate the Forwarding Table screen. If more than one forward is needed, click and
repeat the Add button.

Click on the Save button to save the Forwarding configuration in the modbus.xml file. The Apply button will save
your settings and apply them immediately. To revert to the previous defaults, click on the Revert button.

Display Config File

Click on the Display Config File menu item and the Modbus Configuration File window will appear:

redign Status»  Admin~  Networkv  Servicesv  Automation~  Advanced~

Modbus Configuration File

Import Configuration

Configuration File: Select File

Edit Configuration

<?xml version="1.8" ?> S
<modbus subsytem="modbus"> E
¢serdials> E
<NumberOfserials»@</NumberOfserials: 2
</serials> =

<localStation>
<name>RAM-6XXX</name>
<stationNum>1</stationNum>
<localPort>5@2</localPort>

</localStation»

<RegAllocation>
<AnalogIn>5088</AnalogIn>
<AnalogOut>5000</AnalogOut>
<DiscreteIn>65536</DiscretelIn>
<DiscreteQut>65536</Discretelut>
<FloatIn>2808</FloatIn>

Save Download Stop Start Refresh

Local Station Serial Ports Remote Stations 10 Transfers Forwards

RAM-6021

Configuration File: This option will allow you to import a configuration file to replace your existing Modbus
configuration file. Click on “Select File” button to select your Modbus.xml configuration file on your PC, then
click on the Upload button and once the upload is successful, click on the Import button to replace your existing
Modbus.xml configuration file.

Configure Modbus Configuration File: This option will load the Modbus configuration file into the text box for
editing. The following controls (buttons) are available:
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Save - Save the contents of the text box in to the Modbus configuration file.
Stop - Stop the Modbus service, if it is currently running.

Start - Stop the Modbus service, if it is currently running and start them back up.
Refresh - Reload the Modbus configuration file into the text box.

Download - Download the current Modbus configuration file to your PC as “modbus.xml.txt”.

2.6.6 DNP3

DNP3 (Distributed Network Protocol) is a set of communications protocols used between components in process
automation systems. Its main use is in utilities such as electric and water companies. Usage in other industries is
not common. It was developed for communications between various types of data acquisition and control equip-
ment.

General

Click on the General menu option and the DNP3 General Configuration screen will appear:

red |ell Status - Admin~ Network ~ Services - Automation~ Advanced - Events

DNP3 General Configuration

Define General Properties

Enable DNP3: | No v 9
Compatibility Mode: | Level 2 v @
On new event when Event Queue is full: | Discard Oldest Event v

éNoeqpasd 109

Unsolicited Responses

Enable Unsolicited Responses: | No AR -]

Event Detection

Enable Auto Detection Rate: | Yes v
Enable Max. time events in queue after disconnect (TCP Server only): | No v
RAM-6021 Refresh Save Apply

Compatibility Mode: The DNP3 Slave driver can work under 2 modes: Level 2 or Level 2+.

On new event when Event Queue is full: Select whether to discard the oldest or newest message when log
is full.
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Enable Unsolicited Responses: Select if the DNP3 Slave should send unsolicited messages to the DNP3
Master. If this selection is checked, then the user should also configure the following:

Unsolicited Responses g

=

Enable Unsolicited Responses: | Yes ~ e g

g

=

Enable Initial Unsolicited Responses: | No ™| -~

Enter DNP Address to Send Unsolicited Messages to: | 255
Enter Event Report Queue Timeout (ms): | 5000

Enter Event Report Queue Threshold (events): | 20

|
|

DNP3 Address to Send Unsolicited Messages to: The address of the station to which DNP3 Slave
will send unsolicited messages in the DNP3 Address to Send Unsolicited Messages field.

Enter Max. number of events to send in an unsolicited response: | 250

Event Report Queue Timeout (ms): The amount of time in milliseconds any event will be allowed to
remain in the event queue before being reported in the Event Report Queue Timeout field. Minimum
value: 1,000 ms (1 second), maximum value: 3,600,000 ms (1 hour).

Event Report Queue Threshold (events): The minimum number of events in the event queue
required to trigger the generation of an unsolicited even report message in the Event Report Queue
Threshold field.

Max. number of events to send in an unsolicited response: The maximum number of events to
send in every unsolicited message.

Note: When planning on using unsolicited responses, there must be at least one DNP3 object
configured to generate events on any of the three DNP3 event classes, or else, no events
will be generated and thus no unsolicited responses at all will be generated by the station.

Enable Auto Detection Rate: Check this box to automatically set the detection rate.
Enable Max. time events in queue after disconnect (TCP Server only): Click to enable.

Enable Real Time Data Trace: The DNP3 Slave Driver can be configured to generate real time traces of every
Master-Slave DNP3 transaction for diagnosis and debugging purposes. The real time communication data
traces can be enabled/disabled at any time from the DNP3 configuration Add-On and its ASCII output can be
redirected either to a text file within the file system for later upload, to a dumb terminal attached to an unas-
signed serial port of the station, or even to a remote Telnet terminal session over the TCP/IP network by enter-
ing the corresponding /dev/ttyp (/dev/ttypO0 to /dev/ttyp3) telnet device.

Time Synchronization: The station can be configured to request Time Synchronization from the DNP3 V3.00
Master. Requests can be configured to be made at intervals of once per minute, once per hour, once per day or
never.

Click on the Save button to save your configuration. The Apply button will save your settings and apply them imme-
diately. To revert to the previous defaults, click on the Revert button.

(Navigation buttons across the bottom of the DNP3 screen match the selections made from the drop down tab
menu.)
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Physical Link Layer

I'Bdlen Status » Admin~ Network ~ Services v Automation = Advanced~

DNP3 Physical Link Configuration

Physical Link Layer

Select Mode of Operation | TCP v 9
g
&
@
(=Y
g
TCP Mode %
Select TCP Mode of Operation | Server v 9
TCP/UDP Port (Default 20000): | 20000 © | Required

Lacal Station Serial Ports General Data Link and Application Layer Object Mapping Default Variation Display Config File

RAM-6021 Refresh  Save  Apply

-

Select Mode of Operation: The DNP3 Slave Driver implementation supports RS232 and RS485 (two and four
wires) over serial port communications as well as TCP/IP and UDP/IP over LAN/WAN communications. When
the user selects the Serial Mode, the TCP/UDP section is disabled. The same happens to the Serial section if
the Mode of Operation selected is TCP or UDP.

Serial: This section groups all the parameters needed to establish serial communication. When you select
this option, the following options will appear in the dialog window:

Serial Port: Select serial port device name from provided drop-down list for serial connection. Options
are: ttyS1(RS232) and ttyS5 (RS485).

Enable Collision Avoidance: The DNP3 Slave Driver can be configured to enable or disable collision
avoidance. The collision avoidance method implemented is Detection of Transmitted Data with a ran-
dom pre-transmission back-off time, as recommended by the DNP3 Technical Bulletin 9804-007.

TCP: This section is enabled when the Mode of Operation selected is TCP. The parameters to be config-
ured are:

Select TCP Mode of Operation: DNP3 slave driver can operate as Server or Client Mode. In Client
Mode the user has to set TCP Host field, it is used to enter the name of the Host IP Address.

TCP/UDP Port: Enter the port number where the communication will be established. By default this
value is 20,000. This parameter is used in both TCP and UDP protocol.

UDP: This section is enabled when the Mode of Operation is set to UDP. The parameters to be configured
are:

TCP/UDP Port: Enter the port number where the communication will be established. By default this
value is 20,000. This parameter is used in both TCP and UDP protocol.

UDP Host Destination Address to Send Unsolicited Messages: Host Address to which unsolicited
messages will be sent when working in UDP mode.

Click on the Save button to save your configuration. The Apply button will save your settings and apply them imme-
diately. To revert to the previous defaults, click on the Revert button.
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Data Link and Application Layer

redl@n Status ~ Admin~ Network ~ Services v Automation Advanced -

DNP3 Data Link and Application Layer Configuration

Define Data Link Layer Properties

Data Link Layer

Use Local Station Number as This Station DNP Address: | No v @ Q
Station DNP Address: | 1 @ Required E
%
Min Response Delay (ms): | 100 @ Required
Enable Self Address: | Yes v 9
Enable Data Link Confirmation: | Yes A -

Data Link Retries: | 3

Retry Timeout (ms): 100

Define Application Layer Properties

RAM-6021 Refresh Save Apply

-

Use Local Station Number as This Station DNP3 Address: DNP3 address for the slave. This value can be
set by the user or automatically assigned by the Add-On. If the check box Same As station Number is selected,
then the DNP3 Address will be equal to the Station Number.

Station DNP3 Address (Required): Enter the address for this Station if not being automatically assigned.

Min Response Delay (ms) (Required): This is the time delay in milliseconds (from 0 to 65535 msec) before
sending the response from the slave.

Enable Self Address: The DNP3 Slave Driver can be configured to send its own DNP3 Address when a
DNP3 Master asks for it. When this box is checked, if a message is sent with the Self Address (65532) in the
destination address field, the will respond with its unique individual address. This feature simplifies the com-
missioning, troubleshooting and maintenance of devices with an unknown address. If this feature is not
enabled, the station will ignore the messages sent to the Self Address.

Enable Data Link Confirmation: The DNP3 Slave Driver can be configured to retry unconfirmed data link pri-
mary frames. The number of retries the driver sends and the retry timeout are configurable.

This service is disabled unless Data Link Confirmation option is set to Yes.

Data Link Retries: The number of Retries is configurable between 0 (Data Link Retries disabled) and
255.

Retry Timeout (ms): The Retry Timeout is configurable between 0 (Data Link Retries disabled) and
5000ms

Note: The Driver's Data Link Layer will attempt to retry (will resend) an unconfirmed data link primary frame
when the confirmation has not been received within the configured timeout. If the confirmation fails to
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arrive after the configured number of retries, the communications link is considered failed and a reset
sequence is required before a new primary frame could be sent.

Enable Application Layer Confirmation: The DNP3 Slave Driver can be configured to retry unconfirmed
application link primary frames. The number of retries the driver sends and the retry timeout are configurable.
This service is disabled unless Application Link Confirmations check box is selected.

Application Layer Retries: The number of Retries is configurable between 0 (Application Link Retries
disabled) and 255.

Application Layer Timeouts (ms): The Retry Timeout is configurable between 0 (Application Link
Retries disabled) and 5,000ms

Use different SEQ numbers for CONFIRM and RESPONSE: Check to enable

Click on the Save button to save your configuration. The Apply button will save your settings and apply them imme-
diately. To revert to the previous defaults, click on the Revert button.

Object Mapping

Wd%“ Status = Admin~ Network - Services~ Automation = Advanced~

DNP3 Object Mapping Configuration

Define DNP3 Object Mapping

110 Type Description Map /O Buttons @
D IN (X) Binary Inputs Binary Inputs Map /O
D OUT (Y) Binary Qutputs Binary Outputs Map I/O 9
AN (AX) Analog Inputs Analog Inputs Map /O §
AOUT (AY) Analog Cutputs | Analog Outputs Map I/O E
FIN (FX) Float Inputs Floating Inputs Map I/O ™
F OUT (FY) Float Outputs Floating Outputs Map /O
LIN (LX) Long Inputs Long Inputs Map I/O
L OUT (LY) Long Outputs Long Qutputs Map I/O

COUNTERS (LX) | Binary Counters | Binary Counters Map I/O

Local Station Serial Forts General Physical Link Layer Data Link and Application Layer Default VVariation Display Config File

RAM-6021 Refresh Save  Apply

Object Mapping: When clicking on each link a dialog window appears. The dialog window is used to configure

and map every DNP3 point to a specific I/O. Note: Each type of I/O must have its corresponding Object Map-
ping Window opened at least once, or else the I/0O won’t be mapped.

Binary Inputs Map 1/0:

This section provides configuration of Mapping Binary Input I/O’s Reg/Index to DNP3 points for generating events
based on configured Class Assignments when the status of any Binary Input I/O’s changes.
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Default Class Assignments are applied to all the Reg/Index defined by Highest Register Address except Reg/Index
entries that are defined in Exception Class Assignments Table.

rudIEn Status ~ Admin~ Network- Services» Automation~ Advanced =
Object 1 - Binary Inputs

Define Highest Register Address

Configure DNP Points™ | Yes vt @

Highest Register Address: 0 © Required

Default Class Assignment

Default Object 2 - Binary Change Event:  None LA -]

iyoeqpas4 109

Exception Class Assignment Table @

Starting Reg/Index Ending Reg/Index Object 2 - Binary Change Event

Edit

Delete

up

Down

Cbject Mapping

RAM-6021 Revert / Refresh Store /O Map

Configure DNP3 Points: If option is No, then no Binary Inputs is mapped as DNP3 points.

Highest Register Address (Required): This field is used to show or set the highest register address to map
DNP3 points. If Configure DNP3 Points option is set to Yes, the Highest Register Address field is shown to
enter a Highest Register Address value.

Default Object 2 - Binary Change Event: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object2 Binary Change
Events) then it should be associated to a class (Class 1, 2 or 3), otherwise it should be associated to None. By
default all DNP3 points do not generate events, this feature should be modified by the user.

Exception Class Assignment Table: The Exception table provides you with the ability to define Reg/Index
ranges that are needed to be configured differently than Default Class Assignments.

Example: If the Highest Register Address is set to 10 and Reg/Index 2, 4, 6-7 are needed to be set for dif-
ferent class assignments than default, then the final result for all 10 registers would be as follows:

* Reg/Index 0-1, 3, 5 and 8-10 will be set to Default Class Assignments.
* Reg/Index 2, 4 and 6-7 will be set to Exception Class Assignments.

Note: The order of table entry ranges must be entered from lowest Reg/Index to highest Reg/
Index, otherwise the Web Ul will alert the end user for incorrect range entries. The starting
Reg/Index and Ending Reg/Index of Exception table entries for a single Reg/Index such as
Reg/Index 2 and 4 in above example has to be the same address. The maximum sug-
gested entries for the exception table are 10-15 entries.
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Click the Add button to define an Exclusion range.

Exception Class Assignment Settings

Starting Reg/Index: [ ‘ ] | Requiredl
Ending Reg/Index: l ‘ -] |Requi|‘ed|
Object 2 - Binary Change Event: | None A

Starting Reg/Index (Required): Enter the Starting Register for exception class assignments. The valid ranges
are 0 to your configured highest register, and must be less than or equal to Ending Register.

Ending Register (Required): Enter the Ending Register for exception class assignments. The valid ranges
are 0 to your configured highest register, and must be greater than or equal to Starting Register.

Object 2 - Binary Change Event: This field is activated on both Levels 2 and 2+. It's used to determine if a
DNP3 point will generate events. In case a DNP3 point generates events (Object2 Binary Change Events) then
it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated to None. By
default all DNP3 Points don’t generate events, this feature should be modified by the user.

Click Finish to enter your exclusion into the table.

To edit an entry, select the station in the table and click on the Edit button. To delete an existing entry, select the
station in the table and click on the Delete button.

Click on Store I/0 Mapping to save your configuration before moving to the next project. Click on the Object Map-
ping button to return to the DNP3 Object Mapping Configuration dialog window.

Binary Outputs Map I/O

red I Status~  Admin~ Network ~ Services~  Automation~  Advanced~

Object 10 - Binary Outputs

Define Highest Register Address

g

Configure DNP Points: | Yes v 9 g

=3

g

)

Highest Register Address: | D @ Required >
Object Mapping

RAM-6021 Revert / Refresh Store I/O Map

Configure DNP3 Points: If option is No, then no Binary Outputs are mapped as DNP3 points.

Highest Register Address (Required): This field is used to show or set the highest register address to map
DNP3 points. If Configure DNP3 Points option is set to Yes, the Highest Register Address field is shown to
enter a Highest Register Address value.
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Click on Store I/0O Map to save your configuration before moving to the next project. Click on the Object Mapping
button to return to the DNP3 Object Mapping Configuration dialog window.

Analog Inputs Map 1/0

This section provides configuration of Mapping Analog Input I/0’s Reg/Index to DNP3 points for generating events
based on configured DeadBand and Class Assignments when the status of any Analog Input I/O’s changes.

Default DeadBand and Class Assignments are applied to all the Reg/Index defined by Highest Register Address
except Reg/Index entries that are defined in Exception DeadBand and Class Assignments Table.

redl?n Status = Admin~- Network = Services - Automation = Advanced~ m

Object 30 - Analog Inputs

Define Highest Register Address

Configure DNP Points: | Yes AR -]

Highest Reqgister Address: | 0 @ | Required

Default DeadBand

Enter Default DeadBand Value: | 0 -]

£yoeqpasd jo9

Default Class Assignment

Default Object 31 - Frozen Analog Input: One v 9
Default Object 32 - Analog Change Event: | None v o
Default Object 33 - Frozen Change Event: | None r 9

Exception DeadBand and Class Assignhments Table @

Starting Ending Object 31 - Frozen Object 32 - Analog Object 33 - Frozen

Reg/index Reg/index DeadBand = Analog Input Change Event Change Event =

MNelste

Last Refresh:
RAM-6021 Revert / Refresh Store /O Map A re:-'ssecz;fiss ago

Configure DNP3 Points: If option is set to No, then no Analog Inputs are mapped as DNP3 points. If set to
Yes, the Highest Register Address field is shown to enter a Highest Register Address value.

-

Highest Register Address (Required): This field is used to show or set the highest register address to map
DNP3 points.

Enter Default Deadband Value: Values outside this deadband generate events. The deadband parameter
sets how even data is generated by your module as a DNP3 slave device.

For example, the Analog Input deadband being set to a value of 1000 will report all of the points as being class
3 data (as set by the “Analog Input Class” parameter being set to 3) and it will generate an event every time an
analog input changes by a value of 1000 or more. This Analog Input deadband can be set to any value
between 0 to 32767 (generate an event when the value changes by 32767).

Default Object 31 - Frozen Analog Input: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object2 Binary Change
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Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated
to None. By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Default Object 32 - Analog Change Event: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object2 Binary Change
Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated
to None. By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Default Object 33 - Frozen Change Event: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object2 Binary Change
Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated
to None. By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Exception DeadBand and Class Assignments Table: The Exception table provides the ability to define Reg/
Index ranges that are needed to be configured differently than Default DeadBand and Class Assignments.

Example: If the Highest Register Address is set to 10 and Reg/Index 2, 4 6-7 are needed to be set for dif-
ferent DeadBand and Class Assignments than Default, then the final result for all 10 registers would be as
follows:

¢ Reg/Index 0-1, 3, 5 and 8-10 will be set to Default DeadBand and Class Assignments.
* Reg/Index 2, 4 and 6-7 will be set to Exception DeadBand and Class Assignments.

Note: The Starting Reg/Index and Ending Reg/Index of Exception table entries for a single Reg/
Index such as Reg/Index 2 and 4 in above example has to be the same address.

Click the Add button and the Exception Class Assignments Settings dialog window will appear:

Exception Class Assignment Settings
Starting Reg/Index [ | ] | Requil'&dl
Ending Reg/Index l | 2] | Requiredl
Enter DeadBand Value: | 0 =]
Object 31 - Frozen Analog Input AR -]
Object 32 - Analog Change Event: | None v @
Object 33 - Frozen Change Event ¥ 9

Starting Reg/Index (Required): Enter the Starting Register for exception class assignments. The valid ranges
are 0 to your configured highest register, and must be less than or equal to Ending Register.

Ending Reg/Index (Required): Enter the Ending Register for exception class assignments. The valid ranges
are 0 to your configured highest register, and must be greater than or equal to Starting Registers.

Enter DeadBand Value (Required): Values outside this deadband generate events. The deadband parameter
sets how event data is generated by your modules as a DNP3 slave device.

For example: The Analog Input deadband being set to a value of 1000 will report all of the points as being
class 3 data (as set by the “Analog Input class” parameter being set to 3) and it will generate an event
every time an analog input changes by a value of 1000 or more. This Analog Input deadband can be set to
any value between 0 to 32767 (generate an event when the value changes by 32767).
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Object 31 - Frozen Analog Input: This field is activated on both levels 2 and 2+. It's used to determine if a
DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change Events)
then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated to None.
By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Object 32 - Analog Change Event: This field is activated on both levels 2 and 2+. It's used to determine if a
DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change Events)
then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated to None.
By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Object 33 - Frozen Change Event: This field is activated on both levels 2 and 2+. It's used to determine if a
DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change Events)
then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated to None.
By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Click Finish to enter your exception into the table.

To edit an entry, select the station in the table and click on the Edit button. To delete an existing entry, select the
station in the table and click on the Delete button.

Click on Store I/0 Map to save your configuration before moving to the next project. Click on the Object Mapping
button to return to the DNP3 Object Mapping Configuration dialog window.

Analog Outputs Map I/O0

redipn Status ~ Admin ~ Network ~ Services~  Automation~ Advanced~

Object 40 - Analog Outputs

Define Highest Register Address

g

Configure DNP Points: | Yes v 9 P

(=Y

g

Highest Register Address: | 0 @ Reqguired ]
Object Mapping

RAM-6021 Revert / Refresh Store I/O Map

Configure DNP3 Points: If No is selected, then no Analog Outputs are mapped as DNP3 points. If set to Yes,
the Highest Register Address field is activated.

Highest Register Address (Required): This field is used to show or set the highest register address to map
DNP3 points.

Click on Store I/0O Map to save your configuration before moving to the next project. Click on the Object Mapping
button to return to the DNP3 Object Mapping Configuration dialog window.
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Floating Inputs Map 1/O

This option provides configuration of Mapping Float Input I/O’s Reg/Index to DNP3 points for generating events
based on configured DeadBand and Class Assignments when the status of any Float Input I/O’s changes.

Default DeadBand and Class Assignments are applied to all the Reg/Index defined by Highest Register Address
except Reg/Index entries that are defined in Exception DeadBand and Class Assignments Table.

rsdl?n Status~ Admin~ Network - Services~ Automation - Advanced~
Object 30 - Floating Inputs

Define Highest Register Address

Configure DNP Points: | Yes r 9

Highest Register Address: 0 @ Required

Default DeadBand

£yoeqpagd jo9

Enter Default DeadBand Value: 0 (2]

Default Class Assignment

Default Object 31 - Frozen Analog Input: | LA -]
Default Object 32 - Analog Change Event:  None AR -]
Default Object 33 - Frozen Change Event: DNE AN - ]

Exception DeadBand and Class Assignments Table ©

P
Last Refresh:
RAM-5021 Revert / Refresh Store /O Map 2 ra;;smmee;easgo

Configure DNP3 Points: If option is set to No, then no Floating Inputs are mapped as DNP3 points. If set to
Yes, the Highest Register Address field is shown to enter a Highest Register Address value.

-

Highest Register Address (Required): This field is used to show or set the highest register address to map
DNP3 points.

Enter Default DeadBand Value: Values outside this deadband generate events. The deadband parameter
sets how event data is generated by your module as a DNP3 slave device.

For example: The Analog Input deadband being set to a value of 1000 will report all of the points as being
class 3 data (as set by the “Analog Input class” parameter being set to 3) and it will generate an event
every time an analog input changes by a value of 1000 or more. This Analog Input deadband can be set to
any value between 0 to 32767 (generate an event when the value changes by 32767).

Default Object 31 - Frozen Analog Input: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object2 Binary Change
Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated
to None. By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Default Object 32 - Analog Change Event: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object2 Binary Change
Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated
to None. By default all DNP3 Points don’t generate events, this feature should be modified by the user.
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Default Object 33 - Frozen Change Event: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object2 Binary Change
Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated
to None. By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Exception DeadBand and Class Assignment Table: The Exception table provides you with the ability to define
Reg/Index ranges that are needed to be configured different than Default DeadBand and Class Assignments.

Example: If the Highest Register Address is set to 10 and Reg/Index 2, 4, 6-7 are needed to be set for dif-
ferent DeadBand and Class Assignments than Default, then the final result for all 10 registers would be as
follows:

¢ Reg/Index 0-1, 3, 5 and 8-10 will be set to Default DeadBand and Class Assignments.
¢ Reg/Index 2, 4 and 6-7 will be set to Exception DeadBand and Class Assignments.

Note: The Starting Reg/Index and Ending Reg/Index of Exception table entries for a single Reg/
Index such as Reg/Index 2 and 4 in above example has to be the same address.

Click the Add button and the Exception Calls Assignments Settings will appear:

Exception Class Assignment Settings
Starting Reg/Index: [ | o | Requil'edl
Ending Reg/Index: l | o | Requiredl
Enter DeadBand Value: | 0 (2]
Object 31 - Frozen Analog Input: AR -]
Object 32 - Analog Change Event: | None A -]
Object 33 - Frozen Change Event: AR -]

Starting Reg/Index (Required): Enter the Starting Register for exception class assignments. The valid ranges
are 0 to your configured highest register, and must be less than or equal to Ending Register.

Ending Reg/index (Required): Enter the Ending Register for exception class assignments. The valid ranges
are 0 to your configured highest register, and must be less than or equal to Starting Register.

Enter DeadBand Value (Required): Values outside this DeadBand generate events.

For example: The Analog Input DeadBand being set to a value of 1000 will report all of the points as being
class 3 data (as set by the “Analog Input class” parameter being set to 3) and it will generate an event
every time an analog input changes by a value of 1000 or more. This Analog Input deadband can be set to
any value between 0 to 32767 (generate an event when the value changes by 32767).

Object 31 - Frozen Analog Input: This field is activate by both Levels 2 and 2+. It's used to determine if a
DNP3 point will generates events (Object2 Binary Change Events) then it should be associated to a class
(Class 1, Class 2 or Class 3), otherwise it should be associated to None. By default all DNP3 Points don’t gen-
erate events, this feature should be modified by the user.

Object 32 - Analog Change Event: This field is activate by both Levels 2 and 2+. It's used to determine if a
DNP3 point will generates events (Object2 Binary Change Events) then it should be associated to a class
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(Class 1, Class 2 or Class 3), otherwise it should be associated to None. By default all DNP3 Points don’t gen-
erate events, this feature should be modified by the user.

Object 33 - Frozen Change Event: This field is activate by both Levels 2 and 2+. It's used to determine if a
DNP3 point will generates events (Object2 Binary Change Events) then it should be associated to a class
(Class 1, Class 2 or Class 3), otherwise it should be associated to None. By default all DNP3 Points don’t gen-
erate events, this feature should be modified by the user.

Click Finish to enter your exception into the table.

To edit an entry, select the station in the table and click on the Edit button. To delete an existing entry, select the
station in the table and click on the Delete button.

Click on Store I/0O Map to save your configuration before moving to the next project. Click on the Object Mapping
button to return to the DNP3 Object Mapping Configuration dialog window.

Floating Outputs Map 1/0

"’d'e" Status = Admin~ Network = Services Automation~ Advanced -

Object 40 - Floating Outputs

Define Highest Register Address

Configure DNP Points: | Yes v o g

a

g

g

Highest Register Address: | 0 © Required Y
Cbject Mapping

RAM-6021 Revert / Refresh Store 1/0 Map

Configure DNP3 Points: If No is selected, then no Analog Outputs are mapped as DNP3 points. If set to Yes,
the Highest Register Address field is activated.

Highest Register Address (Required): This field is used to show or set the highest register address to map
DNP3 points.

Click on Store I/0O Map to save your configuration before moving to the next project. Click on the Object Mapping
button to return to the DNP3 Object Mapping Configuration dialog window.

Long Inputs Map 1/0: This option provides configuration of Mapping Long Input I/O’s Reg/Index to
DNP3 points for generating events based on configured DeadBand and Class Assignments when the sta-
tus of any Long Input I/O’s changes.

Default DeadBand and Class Assignments are applied to all the Reg/Index defined by Highest Register Address
except Reg/Index entries that are defined in Exception DeadBand and Class Assignments Table.
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redlpn Status~  Admin~ Network ~ Services~  Automation-  Advanced~ SIS

Object 30 - Long Inputs

Define Highest Register Address

Configure DNP Points: | Yes A ]

Highest Register Address: 512 @ | Required

Default DeadBand

Enter Default DeadBand Value: 0 [>]

éyoeqpaad 109

Default Class Assignment

Default Object 31 - Frozen Analog Input: = None A ]
Default Object 32 - Analog Change Event:  None v @
Default Object 33 - Frozen Change Event: | None v @

Exception DeadBand and Class Assignments Table @

Starting Ending Object 31 - Frozen Object 32 - Analog Object 33 - Frozen

Last Refresh:
RAM-6021 Revert / Refresh Store /O Map A few seconds ago

Configure DNP3 Points: If set to No, then no Binary Inputs are mapped as DNP3 points. If set to Yes, the
Highest Register Address field is shown to enter a Highest Register Address value.

-

Highest Register Address (Required): This field is used to show or set the highest register address to map
DNP3 points.

Enter Default DeadBand Value: Values outside this DeadBand generate events. The DeadBand parameter
sets how event data is generated by your module as a DNP3 slave device.

For example: The Analog Input DeadBand being set to a value of 1000 will report all of the points as being
class 3 data (as set by the “Analog Input class” parameter being set to 3) and it will generate an event
every time an analog input changes by a value of 1000 or more. This Analog Input deadband can be set to
any value between 0 to 32767 (generate an event when the value changes by 32767).

Default Object 31 - Frozen Analog Input: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change
Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated
to None. By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Default Object 32 - Analog Change Event: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change
Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated
to None. By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Default Object 33 - Frozen Change Event: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change
Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated
to None. By default all DNP3 Points don’t generate events, this feature should be modified by the user.
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Exception DeadBand and Class Assignments Table: The Exception table provides the ability to define Reg/
Index ranges that are needed to be configured differently than Default DeadBand and Class Assignments.

Example: The Stating Reg/Index for Long Input is 512 and if the Highest Register Address is set to 522
and the Reg/Index 514, 516, 518-519 are needed to be set for different DeadBand and Class Assignments
than Default, then the final result for all 10 registers would be as follows:

¢ Reg/Index 512-513, 515, 517 and 520-522 will be set to Default DeadBand and Class Assign-
ments.

¢ Reg/Index 514, 516 and 518-519 will be set to Exception DeadBand and Class Assignments.

Note: The Starting Reg/Index and Ending Reg/Index of Exception table entries for a single Reg/
Index such as Reg/Index 514 and 516 in above example has to be the same address.

Click the Add button and the Exception Class Assignment Settings pop-up window will appear:

Exception Class Assighment Settings
Starting Reg/Index: [ | o | Rr:quil'r:dl
Ending Reg/Index: l | ] |Requi|‘edl
Enter DeadBand Value: | 0 o
Object 31 - Frozen Analog Input: AR ]
Object 32 - Analog Change Event: | None A ]
Object 33 - Frozen Change Event: AR ]

Starting Reg/Index (Required): Enter the Starting Register for exception class assignments. The valid ranges
are 0 to your configured highest register, and must be less than or equal to Ending Register.

Ending Reg/index (Required): Enter the Ending Register for exception class assignments. The valid ranges
are 0 to your configured highest register, and must be greater than or equal to Starting Register.

Enter DeadBand Value (Required): Values outside this DeadBand generate events. The DeadBand parame-
ter sets how event data is generated by your module as a DNP3 slave device.

For example: The Analog Input DeadBand being set to a value of 1000 will report all of the points as being
class 3 data (as set by the “Analog Input class” parameter being set to 3) and it will generate an event
every time an analog input changes by a value of 1000 or more. This Analog Input DeadBand can be set to
any value between 0 to 32767 (generate an event when the value changes by 32767).

Object 31 - Frozen Analog Input: This field is activated on both Levels 2 and 2+. It's used to determine if a
DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change Events)
then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated to None.
By default all DNP3 Points don't’ generate events, this feature should be modified by the user.

Object 32 - Analog Change Event: This field is activated on both Levels 2 and 2+. It's used to determine if a
DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change Events)
then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated to None.
By default all DNP3 Points don't’ generate events, this feature should be modified by the user.
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Object 33 - Frozen Change Event: This field is activated on both Levels 2 and 2+. It’s used to determine if a
DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change Events)
then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated to None.
By default all DNP3 Points don't’ generate events, this feature should be modified by the user.

Click Finish to enter your exception into the table.

To edit an entry, select the station in the table and click on the Edit button. To delete an existing entry, select the
station in the table and click on the Delete button.

Click on Store I/0O Map to save your configuration before moving to the next project. Click on the Object Mapping
button to return to the DNP3 Object Mapping Configuration dialog window.

Long Outputs Map 1/0

""‘"E" Status~ Admin~ Network - Services - Automation ~ Advanced~

Object 40 - Long Outputs

Define Highest Register Address

g

Configure DNP Points: | Yes v o g

-1

g

=

Highest Register Address: | 0 © | Required o
Object Mapping

RAM-6021 Revert / Refresh Store 1/0 Map

Configure DNP3 Points: If option is set to No, then no Long Outputs are mapped as DNP3 points. If set to
Yes, the Highest Register Address field is shown ton enter a Highest register Address value.

Highest Register Address (Required): This field is used to show or set the highest register address to map
DNP3 points.

Click on Store I/0O Map to save your configuration before moving to the next project. Click on the Object Mapping
button to return to the DNP3 Object Mapping Configuration dialog window.

Binary Counters Map 1/0

This option provides configuration of Mapping Binary Counters 1/0’s Reg/Index to DNP3 points for generating
events based on configured DeadBand and Class Assignments when the status of any Binary Counter 1/O’s
changes. DeadBand and Class Assignments are applied to all the Reg/Index defined by Highest Register Address
except Reg/Index entries that are defined in Exception DeadBand and Class Assignments Table.

J ®
Sixnet® Series RAM-6021 Router Software Manual 2-135 I'Ed Ien



AUTOMATION TAB REVISED 2016-04-04

DNP3 DRAWING No. LPO979

redlpn Status~  Admin~ Network ~ Services~  Automation~  Advanced~ [ESUSIIE

Object 20 - Binary Counters

Define Highest Register Address

Configure DNP Points: | Yes vl @

Highest Register Address: 0 © | Required

Default DeadBand

Enter Default DeadBand Value: 0 a

£Yoeqpasd 109

Default Class Assignment

Default Object 21 - Frozen Counter  None v 9
Default Object 22 - Counters Change Event:  None v @9
Default Object 23 - Frozen Change Event: lon LA -]

Exception Class Assignment Table @

Starting Ending Object 21 - Frozen Object 22 - Counters Object 23 - Frozen

RAM-6021 Revert / Refresh Store /O Map

Configure DNP3 Points: If option is set to No, then no Binary Counters are mapped as DNP3 points. If set to
Yes, the Highest Register Address field is shown to enter a Highest Register Address value.

Highest Register Address (Required): This field is used to show or set the highest register address to map
DNP3 points.

Enter Default DeadBand Value: Values outside this DeadBand generate events. The DeadBand parameter
sets how event data is generated by your module as a DNP3 slave device.

For example: The Analog Input DeadBand being set to a value of 1000 will report all of the points as being
class 3 data (as set by the “Analog Input Class” parameter being set to 3) and it will generate an event
every time an analog input changes by a value of 1000 or more. This Analog Input deadband can be set to
any value between 0 to 32767 (generate an event when the value changes to 32767.)

Default Object 21 - Frozen Counter: This field is activated on both Levels 2 and 2+. It's used to determine if a
DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change Events)
then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated to None.
By default all DNP3 Points don’t generate events, this feature should be modified by the user.

Default Object 22 - Counters Change Event: This field is activated on both Levels 2 and 2+. It's used to
determine if a DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary
Change Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be
associated to None. By default all DNP3 Points don’t generate events, this feature should be modified by the
user.

Default Object 23 - Frozen Change Event: This field is activated on both Levels 2 and 2+. It's used to deter-
mine if a DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change
Events) then it should be associated to a class (Class 1, Class 2 or Class 3), otherwise it should be associated
to None. By default all DNP3 Points don’t generate events, this feature should be modified by the user.
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Exception Class Assignment Table: The Exception table provides you with the ability to define Reg/Index
ranges that are needed to be configured different than Default DeadBand and Class Assignments.

Example: If the Highest Register Address is set to 10 and Reg/Index 2, 4, 6-7 are needed to be set for dif-
ferent DeadBand and Class Assignments than Default, then the final result for all 10 registers would be as
follows:

¢ Reg/Index 0-1, 3, 5 and 8-10 will be set to Default DeadBand and Class Assignments.
¢ Reg/Index 2, 4 and 6-7 will be set to Exception DeadBand and Class Assignments.

Note: The Starting Reg/Index and Ending Reg/Index of Exception table entries for a single Reg/
Index such as Reg/Index 2 and 4 in above example has to be the same address.

Click the Add button and the Exception Class Assignment Settings pop-up window will appear:

Exception Class Assignment Settings

Starting Reg/Index: l | 1] |Requi|edl

Ending Reg/Index: [ | 2] | Rr:quil'r:dl
Enter DeadBand Value: 0 o
Object 21 - Frozen Counter: | None A -
Object 22 - Counters Change Event: | None A ]
Object 23 - Frozen Change Event: LA ]

Starting Reg/Index (Required): Enter the Starting Register for exception class assignments. The valid ranges
are 0 to your configured highest register, and must be less than or equal to Ending Register.

Ending Reg/Index (Required): Enter the Ending Register for exception class assignments. The valid ranges
are 0 to your configured highest register, and must be greater than or equal to Starting Register.

Enter DeadBand Value: Values outside this DeadBand generate events. The DeadBand parameter sets how
event data is generated by your module as a DNP3 slave device.

For example: The Analog Input DeadBand being set to a value of 1000 will report all of the points as being
Class 3 data (as set by the “Analog Input Class” parameter being set to 3) and it will generate an event
every time an analog input changes by a value of 1000 or more. This Analog Input DeadBand can be set to
any value between 0 to 32767 (generate an event when the value changes by 32767).

Object 21 - Frozen Counter: This field is activated on both Levels 2 and 2+. It’'s used to determine if a DNP3
point will generate events. In case a DNP3 point generates events (Object 2 Binary Change Events) then it
should be associated to a Class (Class 1, Class 2 or Class 3), otherwise it should be associated to None. By
default, all DNP3 Points don't generate events, this feature should be modified by the user.

Object 22 - Counters Change Event: This field is activated on both Levels 2 and 2+. It's used to determine if
a DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change Events)
then it should be associated to a Class (Class 1, Class 2 or Class 3), otherwise it should be associated to
None. By default, all DNP3 Points don't generate events, this feature should be modified by the user.

Object 23 - Frozen Change Event: This field is activated on both Levels 2 and 2+. It's used to determine if a
DNP3 point will generate events. In case a DNP3 point generates events (Object 2 Binary Change Events)
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then it should be associated to a Class (Class 1, Class 2 or Class 3), otherwise it should be associated to
None. By default, all DNP3 Points don’t generate events, this feature should be modified by the user.

Click Finish to enter your exception into the table.

To edit an entry, select the station in the table and click on the Edit button. To delete an existing entry, select the
station in the table and click on the Delete button.

Click on Store I/0O Map to save your configuration before moving to the next project. Click on the Object Mapping
button to return to the DNP3 Object Mapping Configuration dialog window.

Default Variation

Wdleﬂ Status - Admin~ Network = Services - Automation - Advanced~

DNP3 Default Variation Configuration

Binary Objects

1: Binary Input: | 1: Binary Input v @
2: Binary Input Change: | 1:w/o Time v 9
10: Binary Cutput Status: | 2: Binary Output Status AR -} 9
g
[
. 4
Analog Objects =
30: Analog Input: | 1: 32-Bit v @
31: Frozen Analog Input: | 1: 32-Bit AR ]
32: Analog Change Event: | 1: 32-Bit w/o Time v @
33: Frozen Analog Event: | 1. 32-Bit wfo Time A - ]
40: Analog Output Status: | 2: 16-Bit v 9

Binary Counter Objects

AN Dinans Canndae 4- a0 O# -

RAM-6021 Refresh Save Apply

Binary Objects:

1: Binary Input: Combo Box that shows the different choices for Object 1 (Binary Input) that the user can
select as a default variation.

2: Binary Input Change: Combo Box that shows the different choices for Object 2 (Binary Input Change
Events) that the user can select as a default variation.

10: Binary Output Status: Combo Box that shows the different choices for Object 10 (Binary Output) that the
user can select as a default variation.
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Analog Objects:

30: Analog Input: Combo Box that shows the different choices for Object 30 (Analog Input) that the user can
select as a default variation.

31: Frozen Analog Input: Combo Box that shows the different choices for Object 31 (Frozen Analog Input)
that the user can select as a default variation (only on Level 2+).

32: Analog Change Event: Combo Box that shows the different choices for Object 32 (Analog Input Change
Events) that the user can select as a default variation.

33: Frozen Analog Event: Combo Box that shows the different choices for Object 33 (Frozen Analog Input
Change Event) that the user can select as a default variation (only on Level 2+).

40: Analog Output Status: Combo Box that shows the different choices for Object 40 (Analog Output) that the
user can select as a default variation.

Binary Counter Objects:

20: Binary Counter: Combo Box that shows the different choices for Object 20 (Binary Counters) that the user
can select as a default variation.

21: Frozen Counter: Combo Box that shows the different choices for Object 21 (Frozen Binary Counters) that
the user can select as a default variation.

22: Binary Counter Change: Combo Box that shows the different choices for Object 22 (Binary Counters
Change Events) that the user can select as a default variation.

23: Frozen Counter Change: Combo Box that shows the different choices for Object 23 (Frozen Binary
Counters Change Event) that the user can select as a default variation (only on Level 2+).

Click on the Save button to save the Forwarding configuration in the modbus.xml file. The Apply button will save
your settings and apply them immediately. To revert to the previous defaults, click on the Revert button.

J ®
Sixnet® Series RAM-6021 Router Software Manual 2-139 I'Ed Ien



AUTOMATION TAB REVISED 2016-04-04

DNP3 DRAWING No. LPO979

Display Config File

Wdfﬂ Status~ Admin~ Network~ Services v Automation - Advanced -
DNP3 Configuration File

Import Configuration

Configuration File: Select File

Download

iyoeqpaad 109

Edit Configuration

ERROR: 2 Unable to open /etc/stacfg/sxdnpdrv.ini

Save Stop Start Refresh

RAM-6021

From this screen you are able to import, export and manually edit the DNP3 configuration file.

Import Configuration File: This option will allow you to import a configuration file to replace your existing
DNP3 configuration file. Simply click on Select File button to select your DNP3 configuration file on your PC,
click on the Import button to replace your existing DNP3 configuration file.

Download Appropriate File to your PC: You may use this feature to download the DNP3 configuration file
(sxdnpdrv.ini) or DNP3 debug file (dnp3debug.log) to your local drive for review analysis.

Configure DNP3 Configuration File: This option will load the DNP3 configuration file into the text box for
manual editing.

The following controls (buttons) are available:
Save: Save the contents of the text box in to the DNP3 configuration file.
Stop: Stop the DNP3 services, if it is currently running.
Start: Stop the DNP3 services, if it is currently running and start them back up.
Refresh: Reload the DNP3 configuration file into the text box.
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2.6.7 I/0 Settings

10 CTRL
Click on the I/O CTRL menu item and the I/O CTRL Settings window will appear:

redlpn Status - Admin~ Network ~ Services - Automation - Advanced -
I/0 CTRL Settings
Enable This Interface: | Yes v e
Digital Input Digital Input Counter Digital Qutput Analog Input
DIN: 0 DIC: 0 DOUT: 0 AIN: 0.00
Define Internal 1/O Database Addresses g
=
L]
Digital Input Address: 1 1:00001 @ %
(2]
3
Digital Input Counter Address: | 2 3:00002 @
Digital Output Address: | 1 0:00001 @
Analog Input Address: | 1 3.00001 @
Update Interval (ms): | 2000 @ Required
RAM-6021 Revert / Refresh Save

Enable this interface: Select Yes to enable the IO/CTRL Interface.

Digital Input Address: Enter the address of internal IODB database for Digital Input I/O control. Valid values
for this field are 1 through 65535 as defined for specified I/0 type.

Digital Input Counter Address: Enter the address of internal IODB database for Digital Input Counter. The
valid values for this field are 1 through a value of defined register allocation configured for Analog Input I/O
type. The address ranges are displayed on 1/O Transfer screen under ‘Display of Modbus Default Slave
Addresses’ based on configured local register allocation for specified 1/0 type.

Note: This address cannot be the same address as Analog Input Address. Take care to select a unique
address to be used in Analog Input IODB for Digital Input Corner.

Digital Output Address: Enter the address of internal IODB database for Digital Output 1/O control. Valid val-
ues for this field are 1 through 65535 as defined for specified 1/0 type.

Analog Input Address: Enter the address of internal IODB database for Analog Input I/O control. Valid values
for this field are 1 through value defined registers configured for specified 1/0 type. The address ranges are
displayed on I/O Transfer screen under 'Display Of Modbus Default Slave Addresses' based on configured
local register allocation for specified I/O type.

Update Interval (ms) (Required): Enter update interval, in milliseconds, for updating the internal IODB data-
base with value of supported IO/CTRL. The recommended value for this field is 500ms or higher.
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Enable Auto update?: Select Yes to enable automatic updating of the 1/0 ports value. Manual updating is dis-
able while auto update is in effect. The recommended setting for this field is Yes.

Select update interval: Select the update interval to be used when auto update is enabled from one of the
choices in the drop-down list provided. Choices (in seconds) include: 3, 5, 10 or 15.

Be advised that when connected via Cellular interface, the data collected will count towards your total data plan
usage.

Click on the Save button to save the Forwarding configuration in the modbus.xml file. The Apply button will save
your settings and apply them immediately. To revert to the previous defaults, click on the Revert button.

Test 1/0

Test I/O is used to verify the functionality of I/0 states in gateways, RTUs and 1/0O modules.

redlpn Status~ Admin~ Network ~ Services~ Automation - Advanced~

TEST I/O Access

Note: Display format is (native, modbus)

Scan Rate (s). 0 Paused CEy  Last Scan: Unknown Load On-board 10 kdleTimeout e
Data Used (kB): 0.0

£Yoeqpasd 109

Select Type ¥ | Start Address | 1 Register Count | 8 Add

The Test I/O interface has been kept simple to make managing the test I/O process easier and keep the screen
less cluttered and easier to look at and quickly locate your test values.

Scan Rate: This is the time in which the screen will automatically refresh values from the internal I/ODB.
Idle Timeout: With this enabled (checked), the browser will stop scanning after two minutes of inactivity.

Select Type: From the drop down list, select the type of I/O you would like to test. Valid 1/O types are:

Analog In Discrete In Long In Float In
Analog Out Discrete Out | Long Out Float Out

Start Address: Once the I/O type has been selected, enter the Start Address.
Register Count: Enter the Register Count.
Click on the Add button to test the 1/0.

The messages log shows the range entered and each register that can be edited and monitored for the analog
Inputs.

You may enter values here and observe your IODB data from another device / location to see those values get
updated, or you may initiate a change from another device/input and observe the changes presented here on your
Test I/O interface.
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2.7 Advanced Tab

The Advanced Tab includes Out-of-Band Management, VRRP and Expert mode and the option to use the
Interface’s Classic View.

2.7.1 Out-of-Band Management

The Out-of-Band Management menu item is used to configure the capability of remotely administrating a third-
party device connected via a serial cable on the Red Lion router.

Wd%ﬂ Status - Admin~ Network ~ Services - Automation - Advanced -

Out-Of-Band Management

Out-Of-Band Management Table Properties

Interface Speed Bits/Char Parity Stop Bits Port | Use CISCO APH Local Bind Telnet Server Mode s
Edit g

i
E
=
Delete ~

up

Down
RAM-6021 Refresh Save Apply

Note: Please refer to the third-party device user manual and/or technical support to determine what type of
connection is required to connect with the Red Lion router from the RS232 serial port.

Click on the Add button to add an instance for OOB Management and the following window will appear:

Out-Of-Band Settings
Interface: | tlyS1 (RS-232) A - ]
Speed: | 115.2 Kbps AR ]
Bits Per Character: | 8 v o
Parity: | None v e
MNumber of Stop Bits: | 1 r @

Port Number | -] ‘ Requiredl
Use CISCO APH: | No r @
Use Local Binding: | No r @
Telnet Server Mode: | Disabled A
e|
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Interface: Select the interface to used.

Note: For Speed, Bits, Parity and Stop Bits, consult the configuration of the remote device being attached; this
setting must be compatible.

Speed: Select the desired interface speed to be used.

Bits per Character: Select the word length (bits per character) to be used.

Parity: Select the parity to be used.

Number of Stop Bits: Select the number of stop bits to be used.

Port Number (Required): Enter a valid port number (1-65535) to be used for the connection.

Take care to choose a port number not already used by other system services. Consult the Status>Net-
work>Socket Statuses> TCP Only menu for a list of ports currently in use. Please note that a Firewall Allow
rule will need to be added for remote access in Network>Firewall>Port Allow/Forwarding Rules>Service
Access Rules.

Use CISCO APH: Select Yes to enable the CISCO APH or No to prevent it's use. The recommended setting
for this field is Yes when connecting to a Cisco console port.

Use Local Binding: Select Yes to enable Local Binding. Local Binding will prevent remote access to this port.
You will be required to Telnet/SSH to the unit's command line, and then Telnet to the OOB port locally (telnet
localhost<OOB Port>).

Telnet Server Mode: This option controls how some options negotiations will be performed with a TELNET cli-
ent. Recommended setting is “Basic + drop LF & NUL” is a commonly utilized setting. The following options are
available:

Disabled: No TELNET options negotiation is performed.

Basic: Common TELNET options negotiation is performed.

Basic + drop LF: Linefeed characters (x'OA) are dropped.

Basic + drop LF & NUL (Cisco Preferred): LF and NUL (x'00) characters are dropped.
Basic + drop LF & NUL/HIGH: LF, NUL and any characters > x'7F are dropped.

Basic + drop CR: Carriage return characters (x'OD) are dropped.

Basic + drop CR & NUL: CR and NUL (x'00) characters are dropped.

Basic + drop CR & NUL/HIGH: CR, NUL (x’00) and any characters > x'7F are dropped.

Note: Selecting the right value for your particular situation may require some experimentation.

The Basic Telnet Server will enable some Telnet negotiation options with common Telnet Clients, which may
provide a better user experience. If you are having problems with odd echoed characters, or other interactive
problems, please enable this option.

If you are having problems with login not accepting your password, or pressing “Enter” seems to behave as if
two Enter keys have been pressed, try one of the “Drop” options.

Click on the Finish button to populate the Out-of-Band Management screen.

To delete an existing item, select it in the table and click on the Delete button. To edit an existing rule, select it in the
table and click on the Edit button.

Click on the Save button for changes to be saved without activating the interface until you reboot the unit, the Apply
button will save your settings and apply them immediately. To revert to the previous defaults, click on the Revert
button.
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2.7.2 VRRP (Virtual Redundancy Protocol)

To configure VRRP, select the option from the Advanced menu.

ADVANCED TAB

VRRP (VIRTUAL REDUNDANCY PROTOCOL)

The VRRP menu item allows you to configure the capability of providing redundancy capabilities to each other as

well as other third party devices.

Click on the VRRP menu item and the VRRP dialog window will appear:

redlipn Status ~ Admin~ Network > Services~ Automation ~
Configuration Table
Enabled Interface Use Virtual MAC |P Address Group ID Priority
RAM-6021 Refresh Save Apply

Peer Notification Interval

Edit

&yoeqpaad 109

Delete

Up

Down

Click on the Add button and the following dialog window will appear:

Add VRRP Table

Enable VRRP: | Yes (]

Interface: | ethD o

Use Virtual MAC Address: | No (]
IP Address: [ | ] | Requiredl
Group I1D: l | o |Requiredl

Priority: Q

Peer Motification Interval: (]

Enable VRRP: Specify whether you want to enable the VRRP service on this device. The service will be
started after clicking the Apply, and on each subsequent boot. VRRP is designed to work with multiple sys-

tems. Enable only if you intend to setup other VRRP partners.

Interface: Specify the interface the VRRP service should use for communication.

Use Virtual MAC Address: Specify whether you want to allow the VRRP service to handle virtual MAC

addresses. The recommended setting for this field is YES.
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IP Address (Required): Specify the IP address of the virtual server. This value must not be currently assigned
to any other network interface on the subnet. Furthermore, this value must match in any VRRP partner’s con-
figuration for redundancy to operate correctly.

Group ID (Required): Specify the ID number of the virtual server. This value must match in any VRRP part-
ner’s configuration for redundancy to operate correctly. Multiple VRRP Virtual interfaces can operate on the
same subnet, as long as each set of redundant partners uses a different ID.

Priority: Specify the priority to use in VRRP negotiations. Valid values are 1-255. Note: If this is the “Master”
device, the priority should be sent higher than the “Backup” device.

Peer Notification Interval: Specify the amount of time, in seconds, between VRRP broadcast packets.

Once you have entered the desired default settings for the VRRP, click on the Finish button and you will return to
the VRRP dialog window. The Configuration Table will be populated with the information entered.

To modify settings, select the line to be edited and click the Edit button. To remove settings from the table, select
the desired line and click on the Delete button.

Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately. Select-
ing Revert, will reset all fields to previously saved defaults.

2.7.3 Expert Mode

The Expert Mode menu allows you to edit the configuration fields of Red Lion RAM-6021 directly. This option pro-
vides the ability to perform advanced configuration capabilities for complex organizations.

Note: Expert Mode is not recommended unless directed by Red Lion Technical Support.

WARNING: Should you choose to edit the configuration files directly, we encourage you to contact Red Lion
Technical Support. Once you have manually edited a configuration file without the use of the Web UI, you
should refrain from any further configurations to that subsystem through the Web Ul, as it will overwrite any
changes you may have made.

Configure Sub-Systems

The “Configure Sub-Systems” menu item allows you to edit the main configuration files of the Red Lion router. It is
not recommended that you perform configuration activities using this facility unless instructed to do so by Red Lion
Technical Support.

Click on the Configure Sub-System menu item and the following window will appear:
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redign Status~  Admin~  Network~  Services  Automation~  Advanced~

Expert Mode

Select Sub-System to Configure: v @

Select a subsystem configuration to edit from the drop-down list provided above.

WARNING: Subsystem configuration files managed by the Gateway Administration
Utility (GAU) are subject to being overwritten WITHOUT NOTICE at any
time when using the GAU to configure a supported subsystem. Changes
made to GAU generated files via this expert mode facility will not be
retained if the GAU is subsequently used to configure the subsystem.

RAM-6021

Select Sub-System To Configure: Select a component sub-system from the list as directed by Technical
Support. Once a file is selected in the “Select Sub-System to Configure” field, the dialog window will look simi-
lar to the one below:

redipn Status~  Admin~ Network~ Services~  Automation~  Advanced~

Expert Mode

Select Sub-System to Configure: | CHAP Secrets A -

# Secrets for authentication using CHAP

# client server secret IP addresses
#example:
#test . ppptest *
A
RAM-6021 Cancel Default Save Stop Start

Your choice will load the given sub-system’s configuration file into the text box for editing.
The following controls (buttons) are available:
Cancel: Reload the file in the text box, removing all unsaved changes.

Default: Load a default file in to the text box for editing. All changes to the defaults file will be reflected in
the “real” (rather than the default) configuration file.

Save: Save the contents of the text box in to the “real” sub-system configuration file.

Stop: Stop the component sub-system service if it is currently running.
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Start: Start the component sub-system service, or re-start it if it is currently running.

Predefined Interface

The Predefined Interface Names menu item allows you to create a named interface for use in applications such as
OpenVPN that require a logical interface, i.e. tun0O that the Red Lion does not know about. Using the Predefined
Interface Name will place the name of the interface into the pull-down menus of interface selections to be used by
the system.

Click on the Predefined Interface Names menu item and the following dialog window will appear:

Wdle" Status - Admin~ Network ~ Services~ Automation - Advanced~
Predefined Interface
Predefined (logical) Interface Names
Name
eth+ =
gre+ Delete
Ppp+ Up
tunl+ Down
ipsec+
ush0
tuno
eth0.+
eth1.+
RAM-6021 Refresh Save

Click on the Add button to add a named interface and the Predefined Interface Name Settings pop-up window will
appear:

Predefined Interface Name Settings

Enter (logical) Interface Name

l | 2] |Requiredl

Enter (logical) Interface Name (Required): Enter the name of the interface to be used for the logical inter-
face. For example: tun0, gre4, ppp100, etc.

Click on the Finish button to populate the Predefined Interface Names screen.

Click Save to store the settings for the next reboot. Selecting Revert, will reset all fields to the previously saved
defaults.
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2.7.4 GWLNX

ADVANCED TAB
GWLNX

The GWLNX menu item is used to define the following sub-menu items: Connect Table Configuration, Install Con-
figuration, Install Application, IP Destinations, CLI Status, GWLNX Status and GWLNX log.

Connect Table Configuration

The Connect Table Configuration menu item is used to configure the communication ports behavior via Serial or
Modem using Dialed Number Identification Service (DNIS) method.

Click on the Connect Table Configuration menu item and the Connect Table dialog window will appear:

Status = Admin = Netwark ~

L

AT Command AT
Label Description Command Mode

RAM-6021

Services -

Advanced -

Connect Table

Automation =

Connect Table Configuration

Message Data
Mode

Generic: | No v

File Mode: | DTMF v

Connect Table Properties

Host
Spoof Address Port Message
Mode ENQ 1 1 Format

Refresh Save Apply

TCP
Header
Type

(0na |

Earl
Y Edit

Connect

Delete
Up

Down

Last Refresh:
A few seconds ago

Generic: Please use the recommended setting unless directed to change by Red Lion Technical Support. The
recommended setting for this field is No.

File Mode: Please use the recommended setting unless directed to change by Red Lion Technical Support.
The recommended setting for this field is DTMF.
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Connect Table Properties: To create a table setting, click on the Add button and the following dialog window

will appear:
Connect Table Settings

Label: [ ‘ o ‘ Required l

AT Command Description: | --Not Configured-- A ]

Answer/Dial Mode: | ANSWER r o

Message Mode: | Transparent AN ]

Timer: | 150 (2}

Data Mode: | 8N1 v 9

Spoof ENQ: | No A -

No Rx Before Tx:  No A -

Disable Ack: | Mo A -

Pass Through Ack: | No r e

=3

Label (Required): Enter the Lookup Key associated with this entry. This is commonly a phone number, or a
portion of a phone number for partial matches of incoming calls. (i.e. “18” will match 1-800-xxx-xxx, 1-888, 1-
866 and similar numbers.) The recommended setting for this field is 1001.

A value of “default” will designate this entry as the option to use if no other entry matches. If no “default” label
exists, the first entry in the list will be the default and match any incoming number received.

For a Dial/Ring-Out Mode, this field should match the phone number entered in the Com Port Manager config-
uration for Gwinx TCP Server port number, if using a dynamic TCP Listening Port.

AT Command Description: The best choice is often determined by previous testing with a particular model/
brand of connecting device. The first three “Direct” options are the most commonly used. The recommended
setting for this field is Direct 1200 Bell212 = At&Q6+MS=B212

If choosing a User Defined option, enter the full AT command. Below is a list of AT Commands:
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Direct 1200 Bell212 = AT&Q6+MS=B212
Direct 1200 V22 = AT&Q6+MS=V22
Direct 2400 V22bis = AT&Q6+MS=V22B
Direct2 1200 Bell212 = AT\NO+MS=B212
Direct2 1200 V22 = AT\NO+MS=V22
Direct2 2400 V22bis = AT\NO+MS=V22B
ErrorC 1200 Bell212 = AT\N3+MS=B212
ErrorC 1200 V22 = AT\N3+MS=V22
ErrorC 2400 V22bis = AT\N3+MS=V22B

Answer/Dial Mode: For incoming calls, choose “ANSWER_2WAY_RAW”. For outbound (Ring Out/Ring
Down) mode, choose “DIAL". The other options should only be used if instructed to do so by Red Lion Techni-
cal Support. The recommended setting for this field is ANSWER_2WAY_RAW.

Message Mode: This will choose between enabling the local Visa protocol engine or allowing Passthru/Trans-
parent mode. The recommended setting for this field is Transparent.

Transparent: Allow raw communication between the Dial port and the TCP Connection.

Visa: Enable local Visa | engine. This will process one transaction, and issue an EOT after the trans-
action response has been sent to the dial device.

Visa2: Enable local Visa Il engine. After a transaction is complete and ENQ will be issued to query the
next transaction in sequence. If there is no response to the ENQ, then an EOT is issued.

Timer: Transparent Mode is the inter-character delay (in milliseconds) used on the serial side to determine
when a remote device is finished transmitting. A low value may generate a faster response, but can send many
TCP packets and ‘fragment’ the serial data packets. A higher value will collect a larger amount of data into a
single TCP packet, and will generally keep packet boundaries more intact. Visa mode is unused. The recom-
mended setting for this field is 150 for Transactions and 10 for some Streaming Protocols (ATM Management
Protocols).

Data Mode: The following data mode is supported:

8N1: Data will be treated as full 8 bits valid. If the serial device is transmitting 7E1, then 7E1 formatted
data will be transmitted to the TCP side.

7E1: Process data as if in 7E1 format. If the serial device is transmitting 7E1, then appropriate parity
will be stripped/added so that communication on the TCP side will be in 8N1.

The recommended setting for Transparent mode: As needed for various serial devices and TCP hosts.
The recommended setting for Visa mode: Leave this setting at 8N1. Automatic 7E1 detection is used.
Spoof ENQ: The recommended setting for this field is No.

Transparent Mode: This will enable an ENQ packet to be sent to the serial device to initiate a transac-
tion. Up to 5 ENQ’s will be sent while waiting.

Visa Mode: Unused. The Visa engine will automatically issue ENQ’s as needed, according to the
Gwlinx config file.

No Rx Before Tx: Discarding data before transmitting in supported Message Mode. The recommended setting
for this field is No.
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Transparent Mode: This will discard any data received from the serial side, prior to transmitting some
data to the remote serial device. This can be useful to discard initial line noise remnants from modem
connections before an ENQ is issued (or other start-data message types from a TCP host).

Visa Mode: Unused. This is automatically enabled in the Visa engine, as it awaits a STX.

Disable Ack: Acknowledgment behavior in supported Message Mode. The recommended setting for this field
is No.

Transparent Mode: Unused.

Visa Mode: Once a message is received from the serial device (ATM/POS) and the LRC is valid, this
will disable sending an ACK. Certain ATP/POS devices will fail if sent an ACK, and rather use the
response message from the TCP host as an implied ACK. Certain ATM/POS devices require an ACK
before receiving the response message from the TCP host.

Pass Through Ack: Passing Acknowledgment in supported Message Mode. The recommended setting for
this field is NO, unless using a SmartConnect device at the host processing side.

Transparent Mode: Unused.
Visa Mode: When an ACK is received from an ATM/POS device, pass that up to the host processor.

Enter IP Address 1 (Required): For coordination with SSL Connections, use 127.0.0.1. When using
ANSWER mode, this is a Client Primary IP address that GWLNX uses to connect to the Host server. When
using DIAL mode, this field is not used.

Enter Port 1 (Required): This is a Client Primary Port address that GWLNX uses to connect to the Host
Server Port. For coordination with SSL Connections, this field should match the “TCP Listening Port” config-
ured in Services->SSL Connections->SSL Client, to reach the specified remote SSL Host Server.

When using DIAL mode, and Gwinx is configured for Dynamic TCP Server Listener Port, this field will specify
the TCP Port to listen on. The recommended setting for this field is 1000.

Enter IP Address 2: This is a Client First Alternative IP Address that Gwlnx uses to connect to the Host
Server.

Enter Port 2: This is a Client First Alternative Port Address that GwInx uses to connect to the Host Server Port.

Enter IP Address 3: This is a Client Second Alternative IP Address that Gwinx uses to connect to the Host
Server.

Enter Port 3: This is a Client Second Alternative Port Address that Gwinx uses to connect to the Host Server
Port.

Host Message Format: Following are the host message formats in supported Message Mode. The recom-
mended setting for this field is Default.

Transparent Mode: Unused.

Visa Mode: This describes the format expected by the TCP host processor of Visa transactions. Visa
Messages from the AMT/POS device will conform to: STX - PAYLOAD - ETX - LRC

Default: Use the current settings in the GwlInx configuration.
Payload Only: Strip Visa header/trailers. Send only the Payload.
Payload - ETX: Strip the Visa header and LRC block check.

STX - Payload - ETX - LRC: Strip only the LRC block check.

STX - Payload - ETX - LRC: Send the fully formatted Visa message.
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Header Type: The TCP connection to a host may required length headers. This will optionally be prepended to
the data received from the serial side, for either transparent or Visa Mode. The recommended setting for this
field is Default.

Default: Use current Gwinx configuration.
None: Use no headers.

JBM Standard: Use JBM Standard Headers. This will prepend a Two Byte Length (2BL) Header to the
data, indicating the number of bytes in the message, not including the header bytes. Messages from
the host must also have the 2BL header to be received properly.

Example: With the Host Message Format set to STX-Payload-ETX, and just JBMSTD Headers used,
the TCP message sent to the Host will be: XX XX STX Payload ETX. Where XX XX would be the
length of the payload data, plus 2 (STX and ETX bytes). If Payload was 296 bytes, then the 2BL would
be 01 2A (in Hex).

Allow Early Connect: Only adjust this option if directed by Red Lion Technical Support. The recommended
setting for this field is Yes.

Click on the Finish button and you will be directed to the Connect Table dialog window and the Connect Table Prop-
erties table will be populated with the entered data.

Click on the Save button for changes to be saved without activating the interface, the Apply button will save your
settings and apply them immediately. To revert to the previous defaults, click on the Revert button.

Install Configuration

The Install Configuration menu item is used to install the new Gwinx configuration on the Red Lion device. The
Manage Configuration section is used to install or delete GwInx configuration files that already reside on the Red

Lion device.

Click on the Install Configuration menu item and the Install/Manage GWLNX Configuration dialog window will

appear:

""‘“9" Status - Admin~ Network = Services~ Automation= Advanced =

RAIM-6021

Install/Manage GWLNX Configuration

Install GWLNX Configuration File

Select GWLNX Configuration File: Select File [+]

iyoeqpaad j09

Manage GWLNX Configuration File

Select Existing GWLNX Configuration File: | -None Selected- A

Cancel Delete m
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Install GWLNX Configuration File

Select GWLNX Configuration File: Click the “Select File” button to select a GWLNX configuration file to
upload from your local system. It is recommended that you do no upload new files unless directed by Red Lion
Technical Support.

Manage GWLNX Configuration File

Select GWLNX Configuration File: Select a Gwinx configuration file on the remote unit to install or to delete.
It is recommended that you do not install or delete files unless directed by Red Lion Technical Support.

Warning: Deleting the ‘unit.cfg’ file may result in the ‘gwinx’ application from not running on the next restart.

Install Application

The Install Application menu item is used to configure the new GwInx application on the Red Lion device.

Click on the Install Application menu item and the GWLNX Application Installation dialog window will appear:

red leﬂ Status ~ Admin~ Network ~ Services~ Automation Advanced -

GWLNX Application Installation

Select GWLNX Application File: Select File ]

RAM-6021 m

Select GWLNX Application File: Click on the Select File button to select a ‘GWLNX’ zip file to upload from
your local system. It is recommended that you do not upload files unless directed to do so by Red Lion Techni-
cal Support.

IP Destinations

The IP Destinations menu item is used to configure the host processor (Server) IP/Port Addresses that Gwinx
application uses for TCP/IP communication protocol.

Click on the IP Destinations menu item and the IP Destinations dialog window will appear:

“"'"eﬁ Status = Admin~ Network = Services = Automation = Advanced~ Events

IP Destinations

IP Destinations Table Properties

Address 1 Port1  Connect Timeout 1 Address 2 Port2 Connect Timeout 2 Address 3 Port3  Connect Timeout 3 Header 9
=
Edit 2
H o
=
Delete | %
Up
Down
RAM-6021 Refresh Save Apply
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Click on the Add button to define IP Destination Settings.

IP Destination Settings Enter Address 1 (Required): This is a Client Primary
IP Address that Gwinx uses to connect to the Host
Enter Address 1: [ | 2] ‘ Requiled] Server
Enter Port 1: i | 0 ‘ Requiled ]

Enter Port 1 (Required): This is a Client Primary
Port Address that Gwinx uses to connect to the Host

Connect Timeout 1: [ | -] ‘R&quued]

Server Port.
Enter Address 2 (2] . . . . .
Connect Timeout 1 (Required): Specify the time in
Enter Port - ° seconds to attempt a connection to this TCP Destina-
tion, before declaring it unreachable. After the speci-
Connect Timeout 2- ° fied time, the next destination will be attempted. Valid
e Adese 5 = range is 2 -250 seconds. The recommended setting

for this field is 10 seconds. A value less than 10 sec-
Enter Port 3: ° onds is not recommended for a wireless environment

Enter Address 2: This is a Client First Alternative IP
Address that Gwinx uses to connect to the Host
Header Type: = Default A -} Server.

Enter Port 2: This is a Client First Alternative Port
Address that Gwlnx uses to connect to the Host
Server Port.

Connect Timeout 3: >}

Connect Timeout 2: Specify the time in seconds to attempt a connection to this TCP Destination, before
declaring it unreachable. After the specified time, the next destination will be attempted. Valid range is 2 - 250
seconds. The recommended setting for this field is 10 seconds. A value less than 10 seconds is not recom-
mended for a wireless environment.

Enter Address 3: This is a Client Second Alternative IP Address that GwInx uses to connect to the Host
Server.

Enter Port 3: This is a Client Second Alternative Port Address that Gwinx uses to connect to the Host Server
Port.

Connect Timeout 3: Specify the time in seconds to attempt a connection to this TCP Destination, before
declaring it unreachable. After the specified time, the next destination will be attempted. Valid range is 2 - 250
seconds. The recommended setting for this field is 10 seconds. A value less than 10 seconds is not recom-
mended for a wireless environment.

Header Type: This is a Header Length used in TCPIP packet that contains the Message Length being Send or
Receive. The recommended setting for this field is Default.

Click on the Finish button and you will be directed to the IP Destinations dialog window and the IP Destinations
Table Properties will be populated with the entered data.

Click on the Save button for changes to be saved without activating the interface, the Apply button will save your
settings and apply them immediately. To revert to the previous defaults, click on the Revert button.

CLI Status

The CLI Status menu item is used to view the status of the ports defined in the GWLNX configuration file if the
GWLNX application is running.

Click on the CLI Status menu item and the GWLNX CLS Status dialog window will appear:

J ®
Sixnet® Series RAM-6021 Router Software Manual 2-155 I'Ed Ien



ADVANCED TAB REVISED 2016-04-04

GWLNX DRAWING No. LPO979

redign Status~  Admin~ Network~  Services~  Automation~  Advanced~

GWLNX CLI Status

GWLNX is Stopped

Auto Update: | No v 9

Update Interval: | Every 5 seconds r @

¥ Always scroll display to end

Auto Update: Select Yes to enable automatic updating of the log file display, the update interval can be
selected using the Select Update Interval provided immediately below this control. Manual updating is disabled
while auto-update is in effect. The current filter and maximum lines to be displayed will be used.

Be advised that when connected via a Cellular interface, the log file data collected will count towards your total
data plan usage.

Update Interval: Select the update interval to be used when auto-update is enabled from one of the choices in
the drop-down list provided. Choices (in seconds) include: 5, 15, 30 & 60.

Be advised that when connected via a Cellular interface, the log file data collected will count towards your total
data plan usage.

GWLNX Status

The GWLXN Status menu item is used to view the GWLNX process ID and has the ability to restart the application
by selecting the process ID from the provided drop-down list. The Refresh button will refresh the process ID, if the
GWLNX application has been restarted.

Select the GWLXN Status menu item and the corresponding dialog window will appear:
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red |eli Status = Admin Network = Services~ Automation = Advanced -

GWLNX Status

GWLNX Is Stopped

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND

Select GWLNX Process ID to Restart: | -None Selected- A - ]

RAM-5021 Refresh

Select GWLNX Process ID to Restart: Select the GWLNX Process ID (PID) that you like to restart.
Click on the Restart button. This will restart the unit.

GWNLX Log

The GWLNX Log menu item is used to view the logfile generated by GWLNX at startup, which provides the state of
each port controller defined in the GWLNX configuration file and logs the Send/Receive traffics for each configured
port controller.

Select the GWLNX Log menu item and the GWLNX Log dialog window will appear:
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N!dleil Status ~ Admin~ Network ~ Services Automation = Advanced ~
GWLNX Log

GWLNX is Stopped
Filter string {optional): (-] Auto Update: | No r @
MNumber of lines to display | Last 50 A ] Update Interval: | Every 5 seconds A ]

189 ©1:44:17+976364uS @8-N/A (Global ETM Queue) APP LAUNCH

JBM Application started

Version: ©4.800.368 BTg25_145
189 01:44:17+976525uS @0-N/A (Global ETM Queue) Starting with UID: @
189 01:44:17+976681uS @80-0001 (Global ETM Queue) Embedded Mode Enabled.

)
)
189 01:44:17+976648uS 00-0001 (Global ETM Queue) Logging enabled, '-1' command-line arg
)
)

189 01:44:17+976675uS 80-00801 (Global ETM Queue) Running with debug level 541
189 ©1:44:18+0818544uS @@-0eel (Global ETM Queue

Configuration is designated for Gateway model: 1@0@ series
189 @1:44:18+818757uS 00-0081 (Global ETM Queue)

Unit Application Version = ©4.000.368 BTg25 145,

Unit Configuration File is described as: "Sample Config’

189 01:44:18+018871uS @0-0001 (Global ETM Queue) Detected default 'Sample Config® file, stopping jbmcontrol and gw
189 ©1:44:20+413887uS 00-8001 (Global ETM Queue)

Unit Configuration file version = @4.0086.180

# Always scroll display to end

RANM-6021 Refresh

Filter string (optional): Enter a filter string in the space provided, only lines containing the filter value(s) will be
displayed via a ‘grep’ style filter mechanism. Note that the filter is case sensitive.

Number of lines to display: Select the number of lines to be displayed from one of the choices in the drop-
down list provided. Choices include: 50, 100, 250, 500, 1000 & 2000.

Be advised that when connected via a Cellular interface, the log file data collected will count towards your total
data plan usage.

Auto Update: Select Yes to enable automatic updating of the log file display, the update interval can be
selected using the Select Update Interval provided immediately below this control. Manual updating is disabled
while auto update is in effect. The current filter and maximum lines to be displayed will be used.

Be advised that when connected via a Cellular interface, the log file data collected will count towards your total
data plan usage.

Update Interval: Select the update interval to be used when auto update is enabled from one of the choices in
the drop-down list provided. Choices (in seconds) include: 5, 15, 30 & 60.

Be advised that when connected via a Cellular interface, the log file data collected will count towards your total
data plan usage.

Click on the Download button to send the entire Gwlinx lodfile “logfile.txt” to your PC download directory. Click on
the Refresh button to view the latest items being logged.
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2.7.5

Classic View

Classic View is no longer actively supported or maintained as of Version 4.16. Not all
Classic View that are present in the standard interface.

Status Admin Networking Services Automation Advanced

Installed Firmware Version

5H Version 4.15

Device Serial Number

Serial Number xo00¢

System Uptime
0D OH 7M 495

Physical Interface Status
Fthernet Interface Connection State IP Address
usb Up IP Add
eth0 Up IP Add
ethl Up IP Add

Select auto update interval: [MEELIE] v

Sixnet Wireless ,
4645 LaGuardia Drive
St. Louis, MO 63134

Link Status
Up

Down

Down

2}

Toll Free: +800.489.7781
Fax: +314.426.0007
Web:www.sixnet.com

Send Email to Support:

SN-6021

Copyright © 2012 Sixnet Inc.

ADVANCED TAB
CLASSIC VIEW

features are available

a@ & IP Address P-BC | & Sixnet Administration Utility !
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2.8 Events

Events are used to apply a series of logic checks to a register(s) that allows the user to program an action based
on the content of a specific register. Properly configured events can identify when a tank level is too high or if the
RSSI signal strength has deviated outside an expected range, then react by writing to a known output and/or status
register.

Multiple events can be used to create more advanced logic or to create multiple stages of severity for alarms.

See Appendix B for a list of system status variables that are already established in the IODB. For example,
events can be configured to watch these values and trigger actions based on when a reboot occurs (system uptime
< 2 minutes), when a cellular link is down (wwan0 connected = 0), or when data traffic measured over a month
exceeds a user’s threshold.

Note: Not all models have the same Events capabilities. Please call Red Lion Technical Support or your local
representative for more details.

Note: The RAM-6021 Wired Router device supports email messaging.
Note: The RAM-6021 Wired Router device does not support SMS messaging.

e Sause  Awmne  Newoks  Sewcess  Avonatons  Acvances- (NI

Events
Enable Events  Yes r @
Status
[ | [ erear |
Event Name Condition Last Active Duration
Alarm
1 Tank1Adert Inactive 092272015 10:25:40 02:01:27 Auto
2 Tank1Pump Inactive 09232015 10:2%:40 020127 AULD
Update Status
Add Rebool Alert Add Data Usage Alert
Configuration
Event Name Enable Data Source Details Event Type 5P Alarm Action Type Details m
- ‘. ~§ Tan a ariatian bR 1080} ERA p Edit
Tank1aer Yes oDns ank_1_Level Deviation High 1000 10 EMAIL abc@xyz.com b
” . S o - - Delete
2 Tank1Pump Yes 08 ank_1_Level Dewviation High &40 9 oba ank_1_Pump
Copy
Up
Down

= e

Refresh Save Apply

Enable Events: Select YES to enable the Events Control service. If NO is selected, all events will be disabled.

Update Status: Click the Update Status button to get a current event status.
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Add Reboot Alert: Click on the Add Reboot Alert button to define parameters for reboot alerts.

Add Reboot Alert
Send SMS to @ | Required
Message Format | Custom A - ]

Custom Active Message | Reboot detected. Uptime < 1day @ | Required

Send SMS to (Required):

Email Message: Enter an email address for the email message destination. Multiple email addresses may
be entered by separating them with a comma. The email will come from the address configured in Ser-
vices->Email Client. Example: username@email.com OR username@email.com,user-group@email.com

Note: The RAM-6021 Wired Router device supports email messaging.

SMS Message: Enter a single phone number for the text message destination. Leading access numbers
and area codes may be required based on the carrier, location, account type, and roaming status. Exam-
ple: 1-555-555-1212, 0114185551212

Message Format: Define what type of content the Event alert message contains.
Standard: Send only the standard informational message.

Custom: Send only the custom message as specified. Tag values may be inserted as a variable by declar-
ing the Tag Name framed in $. ie: $TAGNAMES.

Standard + Custom: Append up to a 60 character custom message to the standard message.
The Standard message will be constructed as follows:
EVT<Num>:<Name> <Cond> <Custom> Duration:<Time> DS:<DSValue> <Clear Condition>
Where

<Num> is the event number.

<Name> is the event name.

<Cond> is the current event condition or status, ACTIVE or INACTIVE.

<Custom> is the optional custom message specified by the user.

<Time> is the amount of time that the event has been active.

<DSValue> is the value of the Data Source that caused the event to activate or deactivate.

<Clear Condition> will indicate if the event "Will Auto Clear" on its own or if a "Manual Clear
Required".

Note: Clearing can be accomplished by clicking the Clear button on the Event Status page, or by
writing a "1" into the Clear Condition register defined in IODB. See Appendix B.
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The Data Source value will change depending on the type of Data Source configured for each
event. When an Event Expression is used, a series of bits will indicated the True/False status of
terms in the Event Expression. For example, if you had an expression like:

Evt1 | Evi2 | (Evi3 & Evi4)

You could get a message that would trigger with:
1000000000000

0100000000000

0011000000000

First Bit = the first event name in the expression, and so on.

Custom Active Message (Required): Enter a custom message when event goes active to be sent to the
recipient. If appended to a standard message, the length is limited to 60 characters.

Click on the Finish button. You will return to the Events dialog window.

Add Data Usage Alert

Click on the Add Data Usage Alert button to define parameters for data usage alerts.

Add Usage Alert

Tag Name | wwanO_ThisMonthTotal_A

Time Interval = Each Month v

Next

Tag Name: Enter the tag name this Data Usage alert will be applied to.

Time Interval: Select how often an alert is desired. The options are each month or each day.
Click on the Next button.

Add Usage Alert

Usage (in kilobytes) | 102400 100.0 MB

Back Next

Usage (in kilobytes): Define what type of content the event alert will contain.
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Click on the Next button.

Add Usage Alert
Send SMS to @ Required
Message Format | Custom AR ]

Custom Active Message | Data usage has exceeded your| | @ | Required

Send SMS to (Required):

Email Message: Enter an email address for the email message destination. Multiple email addresses may
be entered by separating them with a comma. The email will come from the address configured in Ser-
vices->Email Client. Example: username@email.com OR username@email.com,user-group@email.com.

Note: The RAM-6021 Wired Router device supports email messaging.

SMS Message: Enter a single phone number for the text message destination. Leading access numbers
and area codes may be required based on your carrier, location, account type, and roaming status. Exam-
ple: 1-555-555-1212 and 0114185551212.

Message Format: Define what type of content the Event message will contain..

Standard: Send only the standard informational message.

Custom: Send only the custom message as specified. Tag values may be inserted as a variable by declar-
ing the Tag Name framed in $. ie: $TAGNAMES$.

Standard + Custom: Append up to a 60 character custom message to the standard message.

The Standard message will be constructed as follows:

EVT<Num>:<Name> <Cond> <Custom> Duration:<Time> DS:<DSValue> <Clear Condition>

Where

<Num> is the event number.

<Name> is the event name.

<Cond> is the current event condition or status, ACTIVE or INACTIVE.

<Custom> is the optional custom message specified by the user.

<Time> is the amount of time that the event has been active.

<DSValue> is the value of the Data Source that caused the event to activate or deactivate.

<Clear Condition> will indicate if the event "Will Auto Clear" on its own or if a "Manual Clear Required".

Note: Manual Clearing can be accomplished by clicking the Clear button on the Event Status page, or by writ-
ing a "1" into the Clear Condition register defined in IODB. See Appendix B.

The Data Source value will change depending on the type of Data Source configured for each event. When
an Event Expression is used, a series of bits will indicated the True/False status of terms in the Event Expres-
sion. For example, if you had an expression like:

Evt1 | Evi2 | (EVt3 & Evtd)
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You could get a message that would trigger with:
1000000000000
0100000000000
0011000000000

First Bit = the first event name in the expression, and so on.

Custom Active Message (Required):

EVENTS

Email Message: Enter a custom message body that will be sent to the Recipient(s) when the event goes

active.
Note: The RAM-6021 Wired Router device supports email messaging.

SMS Message: Enter a custom message when an event goes active to be sent to the reci
appended to a standard message, the length is limited to 60 characters.

Click on the Finish button. You will be returned to the Events dialog window.

Configuration

pient. If

o g

Configuration

Event Name Enable Data Source Details Event Type sP Alarm Action Type Details

FirstEvent Yes 10DB 1.00255 Data Match Mone

View Events Log  [i7]

| Revert/Refresh | Save

Last Refresh
12 minutes ago

Click on the Add button and the Event Configuration dialog window will appear:
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=
Event Configuration
Event Name | e |Rer.:l.-|re::' ]
Enable Event  Yes r 9
Data Source | I0DB r @
Tag Name
Local Type -. Register Type -J
Local Address [Na‘q |
Data Format = 16-bit ¥ 9
Data Signed  Signed r
[ vext |

Event Name (Required): Enter a unique name to describe this event. The value must be alphanumeric with at
least one letter, and may not contain spaces or special characters.

This field will be used as an operand when building logical Event Expressions.

Enable Event: This controls whether the event will be evaluated at runtime or not. An event can be disabled
without deleting it. Disabled events will always report their status as 0 or False and no action will be taken.

Data Source: Choose which data source to use for this event.

IODB: Monitor a specific IODB register value to trigger the event. Any register that does not map to phys-
ical I/O is treated as a virtual register, simply stored in memory.

Event Condition: This allows a logical Event Expression to be built from other events conditions. As other
events change their status/condition between true and false, this information can be combined into a equa-
tion form. By combining multiple events, you can create complex actions based on multiple independent
conditions. Tag Name: This field will auto-populate when the user starts to type a tag name. Tag names are
managed in Automation -> Tags.

Local Type: The Local Type will auto-populate based on the Tag Name entered. These settings are pulled
from the Tags dialog window located in Automation -> Tags.

It may also be entered manually if no Tag has been defined for this type: Address.

Local Address: The Local Address will auto-populate based on the Tag Name entered. These settings are
pulled from the Tags dialog window located in Automation -> Tags.

The Local Address may also be entered manually if no Tag has been defined for this Type:Address.

Data Format: Choose how to treat the data stored in the location specified. Choosing a 32-bit or 64-bit data
type will cause the following sequential registers to be appended. Big Endian is MSB first (also called Network
Order), and Little Endian is LSB first.

Data Signed: Select whether to treat the data as an unsigned integer or two's compliment signed value.
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Event Expression: If Event Condition is selected in the Data Source field, the Event Expression field will
appear.

The Event Expression is a logical equation built to combine the condition/status of multiple events into a single
action. Other events will be referenced by their Event Name. These operands will evaluate those event's
condition/status to be a 0 (false/inactive) or 1 (true/active).

There are 4 logical test operations that can be performed on the operands:Once the desired information has
been selected, click on the NEXT button and the next dialog window will appear:

NOT: Represented by the exclamation symbol (!)
AND: Represented by the ampersand symbol (&)
OR: Represented by the pipe symbol (|)

EQU: Represented by the equals symbol (=)
Examples:

EVT1 & EVT2 | EVT3 & |[EVT4

IEVT1 & I(EVT2 || (EVT3 & EVT4) ) | EVT5
$TAG1$ & $TAG2S | $TAG3S & I$TAG4S
ISTAG1$ & !( $TAG2S || ( $TAG3$ & $TAG4S) ) | $TAGSS
EVT1 & MyEvent | S TAGNAME$

$TAG1$ & $TAG2S | STAG3S$ & ISTAGAS

where EVT1, EVT2, EVT3, EVT4, EVT5 and MyEvent represents the event name and $TAG1$, $TAG2S,
$TAG3S$, $TAG4AS, $TAG5S$ and $TAGNAMES represents the I/O type register address.

Rules:
* "I"only takes effect for the operand or the total result of the pair of parenthesis at its right hand side
e “=" shall be between only two operands. Another “=" following is not allowed

e EVT1==EVT2 == EVTS3, shall be written as EVT1 = EVT2 & (EVT2 = EVT3)

e Operations are evaluated from left to right, unless parenthesis takes higher priority
¢ Maximum level of cascaded parenthesis is 3

¢ Maximum named event operands is 16

¢ “I="is not allowed. Instead, use EVT1 = |[EVT2 or [EVT1 = EVT2
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EVENTS

Click on the Next button.
= -]

Event Configuration

Event Type AN ]
Event Evaluation | False v @ Required
Activation Delay (in sec) |0 © Required

Clear Event/Alarm Condition | Automatic v e
Deactivation Delay (in sec) 0O © Required

Back Next
1o

Event Type: An event is TRUE when:
Data Match: The value of the register is equal to the alarm value.
Data Mismatch: The value of the register is not equal to the alarm value.
Absolute High: The value of the register exceeds the alarm's value.
Absolute Low: The value of the register falls below the alarm's value.

Deviation High: The value of the register exceeds the setpoint by an amount equal to or greater than the
alarm's value.

Deviation Low: The value of the register falls below the setpoint by an amount equal to or greater than the
alarm's value.

Alarm Value: Value at which the alarm will trigger:

If the Event Type is a Data Match or Data Mismatch type, the alarm will trigger on this exact value. In all
other cases, the data source must exceed this value (above or below depending).

This must be within the limits of the data source.

For IODB, these limits are:

Digital 0 1 0 1

16 Bit 0 65535 -32768 32768
32 Bit 0 232-1 -231 231-1
64 Bit 0 264-1 -263 263-1

Activation Delay (in sec) (Required): The Activation Delay is used to indicate how long (in seconds) the
alarm condition must exist and be true before the alarm will become active.

For example, if the alarm is configured to go active when an input register is an Absolute High exceeding 1000,
then the register value must stay above 1000 for the activation delay period, or else it will be ignored.

Clear Event/Alarm Condition: Select the desired option to clear an event condition.
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Automatic: Allows an event condition to clear to an inactive state when the input meets configured condi-
tions.

Manual: Requires a user to login and clear the event. An event that is not cleared will continue to generate
actions if it is level triggered. If the action is edge triggered, and this event is not cleared, then no new
event action will result.

Deactivation Delay (in sec) (Required): Used to prevent an event from oscillating between the on and off
states when the process is near the alarm value. Default value: 0 to disable. Once an event is active and the
input condition then falls to an inactive condition, it must remain in the inactive state for this delay period (in
seconds) before the alarm will actually be considered inactive. If configured, this delay and hysteresis must
both be satisfied for the alarm to be cleared. To move on to the next screen, click on the NEXT button.

I
Event Configuration
Action Type | Send SMS Message AR ]
Recipient @ Required
Message Format | Standard + Custom r @
Custom Active Message [ | o | Requiredl
Custom Inactive Message [ | o | Requiredl
Edge Triggering | Both v 9
Level Triggering  No AR ]
pack
il

Action Type: Select the desired Action Type for the event.
None: No action, log the event only.

Send SMS Message: Send an SMS message to a single recipient. Use multiple Events to notify more
than one contact.

Write IODB Value: Write to a known IODB register.

Run Command Script: Run a Command Script that performs an Action.

SVM Alert Message: Send an alert message to the SVM server that will appear in unit history.
Recipient (Required): This references another data list for a list of contacts.

SMS Message: Enter a single phone number for the text message destination. Leading access numbers
and area codes may be required based on your carrier, location, account type, and roaming status.
Dashes and periods will be ignored. Example: 1-202-555-1212 OR 0114185551212

Email Message: Enter an email address for the email message destination. Multiple email addresses may
be entered by separating them with a comma. The email will come From the address configured in Ser-
vices->Email Client. Example: username@email.com OR username@email.com,user-group@email.com

Message Format: Define what type of content the Event alert message will contain.

Standard: Send only the standard informational message.
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Custom: Send only the custom message as specified. Tag values may be inserted as a variable by declar-
ing the Tag Name framed in $. ie: $TAGNAMES..

Standard + Custom: Append up to a 60 character Custom message to the standard message.
The Standard Message will be constructed as follows:

EVT<Num>:<Name> <Cond> <Custom> Duration:<Time> DS:<DSValue> <Clear Condition>
Where

<Num> is the event number.

<Name> is the event name.

<Cond> is the current event condition or status, ACTIVE or INACTIVE.

<Custom> is the optional custom message specified by the user.

<Time> is the amount of time that the event has been active.

<DSValue> is the value of the Data Source that caused the event to activate or deactivate.
<Clear Condition> will indicate if the event "Will Auto Clear" on its own or if a "Manual Clear Required".

Note: Manual Clearing can be accomplished by clicking the Clear button on the Event Status
page, or by writing a "1" into the Clear Condition register defined in IODB. See Appendix B.

The Data Source value will change depending on the type of Data Source configured for each event. When
an Event Expression is used, a series of bits will indicated the True/False status of terms in the Event
Expression. For example, if you had an expression like:

Evt1 | Evt2 | (Evt3 & Evt4)

You could get a message that would trigger with:

1000000000000

0100000000000

0011000000000

First Bit = the first event name in the expression, and so on.
Custom Active Message (Required):

SMS Message: Enter a custom message to be sent to the recipient(s) when the event goes active. If
appended to a standard message, the length is limited to 60 characters. Email Message: Enter a custom
message body that will be sent to the Recipient(s) when the event goes active.

Custom Inactive Message (Required):

SMS Message: Enter a custom message to be sent to the recipient(s) when the event goes active. If
appended to a standard message, the length is limited to 60 characters. Email Message: Enter a custom
message body that will be sent to the Recipient(s) when the event goes active.

Edge Triggering: Select the desired setting for this field.
Neither: Executes the action based on any edge triggering options.
Rising Only: Executes the action only on transition of the event becoming true (active).
Falling Only: Executes the action only on transition of the event becoming false (inactive).

Both: Executes the action on any transition between true and false.
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Level Triggering: Selecting Yes will allow the action to execute as often as specified in the periodic action
while the event remains true. Choosing NO indicates level will not be considered when evaluating the Event
condition.

Periodic Action (in sec): Specifying a non-zero number will cause the action to repeat every period of the
number of seconds.

Tag Name: This field will auto-populate when the user starts to type a tag name. Tag names are managed in
Automation -> Tags.

Write Type: The WriteType will auto-populate based on the Tag Name entered. These settings are pulled from
the Tags dialog window located in Automation -> Tags. The Write Type may also be entered manually if no Tag
has been defined for this Type: Address.

Write Address: The Local Address will auto-populate based on the Tag Name entered. These settings are
pulled from the Tags dialog window located in Automation -> Tags. The Write Address may also be entered
manually if no Tag has been defined for this Type: Address.

Value to Write: Choose what to write into the IODB register.
Data Source: Writes the input of the event.
Event Condition: Writes a 1 = TRUE or 0 = FALSE for this event condition.
Fixed Value: Writes a constant fixed number to that entry, when true.
Counter: Increments the value in the IODB location by one.
Run Command Script: Choose the name of the command script to be executed when the Event is True.
None: standard operation with no special behaviors.
Ipsec Restart: Restart the IPSec service. ie: Bring the IPSec tunnel down, then reestablish the tunnel.
Ipsec Stop: Stop the IPSec service and do not reestablish the tunnel
Reboot: Reboot the entire device.
Reset Wireless: Restart the Cellular Module. (not applicable to the RAM-6021 Wired Router)
Restart Serial IP: Restart the Serial IP Service.

Alert Level: Select an Alert Level for the message that will appear in SixView Manager. These correspond to
Syslog levels, where 0 is most critical and 7 is informational.

Click on the Finish button. You will be returned to the Events dialog window and the Configuration table will be pop-
ulated with the entered data.

To delete an existing event, select it in the table and click on the Delete button. To edit an existing event, select it in
the table and click on the Edit button. To move events in the table, use the Up and Down buttons. You can also
duplicate an existing Event by clicking on the Copy button.
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View Events Log 2]

| Revert/Refresh | Save

To view existing Tags, click on the View Tags button. This will bring you to the Tags dialog window found in the
Automation menu. From this screen, you can add, edit or delete tags. See section 2.6.3 Tags for more information.

Click on the View Events Log button to view the status of each event configured on your device. Each line consists
of 7 fields that are comma separated.

Each line of events include:
e Date/Time
e Event Number
e Event Name (“N/A” if no name)
¢ Event Condition/Status (1/0)
¢ Event Condition/Status (Active/lnactive)
¢ Event Data Source Value (0 at initial time)
e Description (optional)

Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately. Select-
ing Revert/Refresh, will reset or refresh all fields to previously saved defaults.
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Service and Support Information

Service Information

We sincerely hope that you never experience a problem with any of our products. If you do need service, call Red
Lion at 1-877-432-9908 for Technical Support. A trained specialist will help you determine the source of the prob-
lem. Many problems are easily resolved with a single phone call. If it is necessary to return a unit to us, an RO
(Repair Order) can be obtained on the Red Lion website.

Red Lion tracks the flow of returned material with our RO system to ensure speedy service. You must include this
RO number on the outside of the box so that your return can be processed immediately.

Be sure to have your original purchase order number and date purchased available.

We suggest that you give us a repair purchase order number in case the repair is not covered under our warranty.
You will not be billed if the repair is covered under warranty.

Please supply us with as many details about the problem as you can. The information you supply will be written on
the RO form and supplied to the repair department before your unit arrives. This helps us to provide you with the
best service, in the fastest manner. Repairs are completed as soon as possible. If you need a quicker turnaround,
ship the unit to us by air freight. We give priority service to equipment that arrives by overnight delivery.

We apologize for any inconvenience that the need for repair may cause you. We hope that our rapid service meets
your needs. If you have any suggestions to help us improve our service, please give us a call. We appreciate your
ideas and will respond to them.

For Your Convenience:

Please fill in the following and keep this manual with your Red Lion system for future reference:

P.O. #: Date Purchased:

Purchased From:

Serial Number:

Product Support

Technical Support: Customer Service: Our address:

Phone: +1 877 432-9908 Phone: +1 877 432-9908 Red Lion Controls

Fax: +1 717 764-0839 Fax: +1 717 764-0839 20 Willow Springs Circle
E-mail: support@redlion.net E-mail: customer.service@redlion.net York, PA 17406

Hours: 8:00 am to 5:00 pm EST Hours: 8:00 am to 6:00 pm EST Website: www.redlion.net
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Licensing & Warranty

Software License

Software supplied with each Red Lion product remains the exclusive property of Red Lion. Red Lion grants with
each unit a perpetual license to use this software with the express limitations that the software may not be copied
or used in any other product for any purpose. It may not be reverse engineered, or used for any other purpose
other than in and with the computer hardware sold by Red Lion.

Statement of Limited Warranty

(a) Red Lion Controls Inc., Sixnet Inc., N-Tron Corporation, or Blue Tree Wireless Data, Inc. (the "Company") war-
rants that all Products shall be free from defects in material and workmanship under normal use for the period of
time provided in "Statement of Warranty Periods" (available at www.redlion.net) current at the time of shipment of
the Products (the "Warranty Period"). EXCEPT FOR THE ABOVE-STATED WARRANTY, COMPANY MAKES NO
WARRANTY WHATSOEVER WITH RESPECT TO THE PRODUCTS, INCLUDING ANY (A) WARRANTY OF
MERCHANTABILITY; (B) WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE; OR (C) WARRANTY
AGAINST INFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS OF A THIRD PARTY; WHETHER
EXPRESS OR IMPLIED BY LAW, COURSE OF DEALING, COURSE OF PERFORMANCE, USAGE OF TRADE
OR OTHERWISE. Customer shall be responsible for determining that a Product is suitable for Customer's use and
that such use complies with any applicable local, state or federal law.

(b) The Company shall not be liable for a breach of the warranty set forth in paragraph (a) if (i) the defect is a result
of Customer's failure to store, install, commission or maintain the Product according to specifications; (ii) Customer
alters or repairs such Product without the prior written consent of Company.

(c) Subject to paragraph (b), with respect to any such Product during the Warranty Period, Company shall, in its
sole discretion, either (i) repair or replace the Product; or (ii) credit or refund the price of Product provided that, if
Company so requests, Customer shall, at Company's expense, return such Product to Company.

(d) THE REMEDIES SET FORTH IN PARAGRAPH (c) SHALL BE THE CUSTOMER'S SOLE AND EXCLUSIVE
REMEDY AND COMPANY'S ENTIRE LIABILITY FOR ANY BREACH OF THE LIMITED WARRANTY SET
FORTH IN PARAGRAPH (a).
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Appendix A

RED-LION-RAM.MIB Contents

Refers to: 3.5.10 SNMP Agent: RED-LION-RAM.MIB Contents

Note: Please note that the RAM-6021 Wired Router will not return any values for Wireless specific fields.

The following MIBs are cellular specific. It is to be noted that all of the following can be retrieved on the SN firmware version of
Red Lion's RTUs or routers, the A, M, and R Series RTUs or routers are dependent on the cellular module/aircard installed/
inserted into the RTU or router. Some manufacturers allow for more information to be retrieved from the module/aircard than
others.

unitDescription DISPLAYSTRING RTU or Router Model Name (e.g. SN6600).
unitSerialNumber DISPLAYSTRING Serial Number (e.g. 6621-2517560325).
unitFirmwareVersion DISPLAYSTRING Firmware Version Number (e.g. v3.04rc33).

Mobile Directory Number, the actual phone of the device.

mdn DISPLAYSTRING L
Cellular Mobile Directory Number (e.g. (XXX)XXX-XXXX).
Mobile Identification Number, the number given to a service plan provided by the
carrier.

minIMEI DISPLAYSTRING International Mobile Equipment Ind entity, number used by the GSM network to identify
valid devices.

Cellular Intl Mobile Equipment Identifier

Network Access ldentifier, a standard way of identifying users who request access to a
nai DISPLAYSTRING network.
Cellular Network Access Identifier.

Session Initiation Protocol, used to establish sessions between multiple parties in a
sipUser INTEGER32 location-independent manner. Typically voice sessions.

Cellular Session Initiation Protocol User.

System ID, a unique 5-digit number assigned to each carrier by the FCC.
Cellular System ID.

sid INTEGER32

Network ID, used to divide SIDs into smaller areas.
Cellular Network Identifier.

nid INTEGER32
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Preferred Roaming List, a list of information that resides in the memory of the module/
aircard. It lists the radio frequencies the module/aircard can use in various geographic
areas.

The part of the list for each area is ordered by the bands the module/aircard should try
to use first. Therefore it's a kind of priority list for which towers the module/aircard
should use.

The PRL helps determine which home-network towers to use, and also which towers

prl INTEGER32 belonging to other networks to use in roaming situations (areas where the home
network has no coverage.) When roaming, the PRL may instruct the module/aircard to
use the network with the best roaming rate for the carrier, rather than the one with the
strongest signal at the moment.
Since a PRL tells the module/aircard “where” to search for a signal, as carrier networks
change over time, an updated PRL may be required for a module/aircard to “see” all of
the coverage that it should, both with the home network and for roaming.
Cellular Preferred Roaming List.
Determines if the module/aircard is authorized onto the carrier’s network. Values are
activated INTEGER32 Unknown (-1), No(0), Yes (1).
Cellular module activation status.
Open Mobile Alliance for Device Management (OMA DM), designed for management
of small mobile devices such as mobile phones, PDAs and palm top computers. The
device management is intended to support the following typical uses:
Provisioning - Configuration of the device (including first time use), enabling and
disabling features
omaSupported INTEGER32 Configuration of Device - Allow changes to settings and parameters of the device
Software Upgrades - Provide for new software and/or bug fixes to be loaded on the
device, including applications and system software.
Fault Management - Report errors from the device, query about status of device.
Values are Unknown(-1), No(0), Yes (1)
Cellular OMA Supported status.
currentMipProfile INTEGER32 Cellular Mobile IP Profile.
Electronic Serial Number, is a permanent identification number used to recognize
mobile devices accessing particular telecommunications networks.
esn DISPLAYSTRING The ESN is assigned and embedded into a wireless communications device by the
device's manufacturer.
Cellular Module Electronic Serial Number.
Pseudo ESN, a reversed ESN manufacturer code 128, which allow legacy equipment
pesn DISPLAYSTRING to recognize MEIDs.
Cellular Module Pseudo ESN.
Mobile Equipment Identifier, 56 bits long, and like ESN’s, identify the manufacturer of a
) mobile device as well as the serial number assigned to the device by that
meid DISPLAYSTRING manufacturer.
Cellular Mobile Equipment Identifier.
vendor DISPLAYSTRING Manufacturer of the module/aircard.
Cellular Module manufacturer.
modelName DISPLAYSTRING The vendor-provided model name of the modem/card/module (e.g. sierra598U).
fw\ersion DISPLAYSTRING The vendor-provided model name of the modem/card/module (e.g. sierra598U).
hwVersion DISPLAYSTRING Hardware version of the modulfe/aircard.
Cellular Module hardware version #.
carrier DISPLAYSTRING Service provi.der for c.eIIuIar network.
Cellular Service Provider.
lowRssi INTEGER32 Low Spee.d Received Sig.nal St.rength Indicatif)n.. .
Cellular High Speed received signal strength indication. DEFAULT:0
Ec/lo is a ratio of good to bad energy, representing the cell towers “cleanness” in its
lowEcio INTEGER32 signal to you. In other words - signal to noise ratio.

Cellular Low Speed EC/IO. DEFAULT:0
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High Speed Received Signal Strength Indication.

highRssi INTEGER32 ) ; . s

Cellular High Speed received signal strength indication. DEFAULT:0

Ecl/lo is a ratio of good to bad energy, representing the cell towers “cleanness” in its
highEcio INTEGER32 signal to you. In other words - signal to noise ratio.

Cellular High Speed EC/IO. DEFAULT:0

. Current Received Signal Strength Indication.

currentRssi INTEGER32 . . o

Cellular Current Received Signal Strength Indication. DEFAULT:0

Ecl/lo is a ratio of good to bad energy, representing the cell towers “cleanness” in its
currentEcio INTEGER32 signal to you. In other words - signal to noise ratio.

Cellular Current EC/IO. DEFAULT:0

GSM, which stands for Global System for Mobile communications, reigns as the

world's most widely used cell phone technology.

CDMA, or Code Division Multiple Access, uses a “spread-spectrum” technique
svcType DISPLAYSTRING whereby electromagnetic energy is spread to allow for a signal with a wider bandwidth.

This allows multiple people on multiple cell phones to be “multiplexed” over the same

channel to share a bandwidth of frequencies.

Cellular Service Type.

Channels are used to different frequency range network to operate on the same
currentChannel INTEGER32 frequency in the same area that do not interfere with each other.

Cellular Channel.

None, Analog, Digital - High Data Rate type normally digital.
cdmaType DISPLAYSTRING 9 -9 9 yper ydd

Cellular CDMA Type (e.g. None, Analog, Digital).

Unknown, None, Rev0, RevA - The CDMA/EV-DO sub type.
hdrType DISPLAYSTRING

Cellular HDR (e.g. Unknown, None, Rev0, RevA).

Home, Roaming, Roaming - unknown. Roaming type indicator inside or outside the
cdmaRoaming DISPLAYSTRING  |providers home network.

Cellular Roaming indicator - CDMA.

None, Roaming - SIDS Guaranteed, Roaming - SIDS Not Guaranteed. EVDO
hdrRoaming DISPLAYSTRING Roaming state.

Cellular Roaming indicator - EVDO.

0 or 1. 0 = currently not roaming, 1 = currently roaming.
roaming INTEGER32 yn 9 y g

Cellular current roaming status.

Connecting, Dormant, Connected, Disconnected, Error, Calllncoming. Current Modem

tate.

currentState INTEGER32 State , ,

Cellular state (e.g. connecting, dormant, connected, disconnected, error, call

incoming).

Automatic, CDMAonly, EVDOonly. What speed preference the modem is currently set
speedPref DISPLAYSTRING to lock to.

Cellular Module speed pref.

HomeOnly, HomePreferred - AUTO, RoamOnly, Aonly, Bonly, AutoA, AutoB, unknown.
roamPref DISPLAYSTRING The current setting for the modem's network roaming preference.

Cellular Module roaming pref.
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devName DISPLAYSTRING The device name as presented by the operating system (e.g. /dev/ttyUSBO).
ifName DISPLAYSTRING The cellular interface name, if known, as presented by the operating system (e.g.
pppO).
Current Wireless PPP RX byte count since connection has been up, updated every 30
txCount INTEGER32 minutes.
Cellular Module TX Byte Count, updated every 30 mins.
Current Wireless PPP RX byte count since connection has been up, updated every 30
rxCount INTEGER32 minutes.
Cellular Module RX Byte Count, updated every 30 mins.
The “state” of the GSM connection: idle, ready, standby.
gprsState DISPLAYSTRING ¥ ¥
Cellular GPRS State.
The signal level seen at the receiver measured in -dBm.
rxLevel DISPLAYSTRING
Cellular RX Level.
The Current Cell on which the device is camped.
servingCell DISPLAYSTRING ) P
Cellular Serving Cell.
Radio Resources Control State (also called Packet Data Transfer state): idle,
rrcState DISPLAYSTRING CELL_DCH, CELL_FACH, CELL_PCH, and URA_PCH
Cellular RCC State.
Indicates which GSM channel or band of frequencies the device is currently connected
gsmChannel DISPLAYSTRING |to.
Cellular GSM Channel.
Pulls CELLMODEM_PS_STATE from /var/log/wireless.cardstats
psState DISPLAYSTRING
Cellular PS State.
Pulls CELLMODEM_MODE from /var/log/wireless.cardstats
mode DISPLAYSTRING
Cellular Mode.
Pulls CELLMODEM_TEMPERATURE from /var/log/wireless.cardstats
temperature DISPLAYSTRING )
Cellular Module Temp (not available on all modules).
) Pulls CELLMODEM_SIM_CONT_APNO from /var/log/wireless.cardstats
simContextApn0 DISPLAYSTRING
Cellular SIM APN 0.
) Pulls CELLMODEM_SIM_CONT_APN1 from /var/log/wireless.cardstats
simContextApn1 DISPLAYSTRING
Cellular SIM APN 1.
) Pulls CELLMODEM_SIM_STATUS from /var/log/wireless.cardstats
simStatus DISPLAYSTRING
Cellular SIM Status.
. ) Pulls CELLMODEM_SERVICE_DOMAIN from /var/log/wireless.cardstats
serviceDomain DISPLAYSTRING . )
Cellular Service Domain.
) . Pulls CELLMODEM_AVAIL_SERVICE_TYPE from /var/log/wireless.cardstats
availServiceType DISPLAYSTRING . .
Cellular Available Service Type.
Pulls CELLMODEM_WCDMA_L1_STATE from /var/log/wireless.cardstats
wCdmal 1State DISPLAYSTRING
Cellular WCDMA L1 State.
Pulls CELLMODEM_MM_CS_STATE from /var/log/wireless.cardstats
mmccState DISPLAYSTRING

Cellular MM CS State.
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Pulls CELLMODEM_GMM_PS_STATE from /var/log/wireless.cardstats

PsStat DISPLAYSTRING
gmmersstate Cellular GMM PS State.
Pulls CELLMODEM_WCDMA_CHANNEL from /var/log/wireless.cardstats
CdmaCh | DISPLAYSTRING - -
Wamat-hanne Cellular WCDMA Channel.
Pulls CELLMODEM_WCDMA_BAND from /var/log/wireless.cardstats
CdmaBand DISPLAYSTRING - -
Wamasan Cellular WCDMA Band.
Pulls CELLMODEM_SYSTEM_MODE from /var/log/wireless.cardstat
systemMode DISPLAYSTRING | % =~ - rom /varflog/wireless.cardsiats
Cellular System Mode.
Pulls CELLMODEM_POWERON_TIME f /var/log/wireless.cardstat
powerOnTime DISPLAYSTRING | % =~ - rom /varflog/ireless.cardsiats
Cellular Power On Time.
Pulls CELLMODEM_LOWSPEED_CSQ from /var/log/wireless.cardstat
lowSpeedCsq DISPLAYSTRING ulls |_| _CSQ from /var/log/wireless.cardstats
Cellular Low Speed CSQ.
Pulls CELLMODEM_HIGHSPEED_CSQ from /var/log/wireless.cardstats
highSpeedC DISPLAYSTRING - -
1gnopeedbsq Cellular High Speed CSQ.
band DISPLAYSTRING Pulls CELLMODEM_BAND from /var/log/wireless.cardstats
Cellular Band.
imei DISPLAYSTRING Pulls CELLMODEM_IMEI from /var/log/wireless.cardstats
Cellular IMEI.
simld DISPLAYSTRING Pulls CELLMODEM_SIM_ID from /var/log/wireless.cardstats
Cellular SIM ID.
carrPLMN DISPLAYSTRING Carrier PLMN
rxLevelCO DISPLAYSTRING Receive Level CO
rxLevelC1 DISPLAYSTRING Receive Level C1
locAreaCode DISPLAYSTRING Location Area Code
lteBand DISPLAYSTRING LTE Band
IteRxChan DISPLAYSTRING LTE Receive Channel
IteTxChan DISPLAYSTRING LTE Transmit Channel
lteBW DISPLAYSTRING LTE Bandwidth
IteRSRP DISPLAYSTRING LTE Reference Signal Received Power
IteRSRQ DISPLAYSTRING LTE Reference Signal Received Quality
IteTracAreaCode DISPLAYSTRING LTE Trac Area Code
creg DISPLAYSTRING Cellmodem CREG Not registered, Searching
cellularUpTime DISPLAYSTRING Cellular Up Time in Seconds
trafficppp0
todayRxPpp0 DISPLAYSTRING Vnstat Today RX for PPPO Interface
todayTotalPpp0O DISPLAYSTRING Vnstat Today Total Rx/Tx for PPPO Interface
yesterdayRxPpp0 DISPLAYSTRING Vnstat Yesterday Rx for PPPO Interface
yesterdayTxPpp0 DISPLAYSTRING Vnstat Yesterday Tx for PPPO Interface
yesterdayTotalPppO DISPLAYSTRING Vnstat Yesterday Total Rx/Tx for PPPO Interface
CurrMonthRxPpp0 DISPLAYSTRING Vnstat Current Month Rx for PPPO Interface
CurrMonthTxPpp0 DISPLAYSTRING Vnstat Current Month Tx for PPPO Interface
CurrMonthTotalPpp0 DISPLAYSTRING Vnstat Current Month Total Rx/Tx for PPPO Interface
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PreMonthRxPpp0 DISPLAYSTRING Vnstat Previous Month Rx for PPPO Interface
PreMonthTxPpp0 DISPLAYSTRING Vnstat Previous Month Tx for PPPO Interface
PreMonthTotalPpp0 DISPLAYSTRING Vnstat Previous Month Total Rx/Tx for PPPO Interface
todayRxPppOKib INTEGER32 Vnstat Today Rx for PPPO Interface in Kib
todayTxPppOKib INTEGER32 Vnstat Today Tx for PPPO Interface in Kib
todayTotalPppOKib INTEGER32 Vnstat Today Total Rx/Tx for PPPO Interface in Kib
yesterdayRxPppOKib INTEGER32 Vnstat Yesterday Rx for PPPO Interface in Kib

yesterday TxPppOKib INTEGER32 Vnstat Yesterday Tx for PPPO Interface in Kib
yesterdayTotalPppOKib INTEGER32 Vnstat Yesterday Total Rx/Tx for PPPO Interface in Kib
CurrMonthRxPppOKib INTEGER32 Vnstat Current Month Rx for PPPO Interface in Kib
CurrMonthTxPppOKib INTEGER32 Vnstat Current Month Tx for PPPO Interface in Kib
CurrMonthTotalPppOKib INTEGER32 Vnstat Current Month Total Rx/Tx for PPPO Interface in Kib
PreMonthRxPppOKib INTEGER32 Vnstat Previous Month Rx for PPPO Interface in Kib
PreMonthTxPppOKib INTEGER32 Vnstat Previous Month Tx for PPPO Interface in Kib
PreMonthTotalPppOKib INTEGER32 Vnstat Previous Month Total Rx/Tx for PPPO Interface in Kib
todayRxWwan0 DISPLAYSTRING Vnstat Today Rx for WWANO Interface

todayTxWwanO DISPLAYSTRING Vnstat Today Tx for WWANO Interface

todayTotalWwanO DISPLAYSTRING Vnstat Today Total Rx/Tx for WWANO Interface
yesterdayRxWwan0 DISPLAYSTRING Vnstat Yesterday Rx for WWANO Interface

yesterday TxWwanO DISPLAYSTRING Vnstat Yesterday Tx for WWANO Interface
yesterdayTotalWwanO DISPLAYSTRING Vnstat Yesterday Total Rx/Tx for WWANO Interface
CurrMonthRxWwan0 DISPLAYSTRING Vnstat Current Month Rx for WWANO Interface
CurrMonthTxWwan0 DISPLAYSTRING Vnstat Current Month Tx for WWANO Interface
CurrMonthTotalWwan0 DISPLAYSTRING Vnstat Current Month Total Rx/Tx for WWANO Interface
PreMonthRxWwan0 DISPLAYSTRING Vnstat Previous Month Rx for WWANO Interface
PreMonthTxWwan0 DISPLAYSTRING Vnstat Previous Month Tx for WWANO Interface
PreMonthTotal\WWwan0 DISPLAYSTRING Vnstat Previous Month Total Rx/Tx for WWANO Interface
todayRxWwanOKib INTEGER32 Vnstat Today Rx for WWANO Interface in Kib
todayTxWwanOKib INTEGER32 Vnstat Today Tx for WWANO Interface in Kib
todayTotalWwanOKib INTEGER32 Vnstat Today Total Rx/Tx for WWANO Interface in Kib
yesterdayRxWwanOKib INTEGER32 Vnstat Yesterday Rx for WWANO Interface in Kib
yesterday TxWwanOKib INTEGER32 Vnstat Yesterday Tx for WWANQO Interface in Kib
yesterdayTotalWwanOKib INTEGER32 Vnstat Yesterday Total Rx/Tx for WWANQO Interface in Kib
CurrMonthRxWwanO0Kib INTEGER32 Vnstat Current Month Rx for WWANO Interface in Kib
CurrMonthTxWwanOKib INTEGER32 Vnstat Current Month Tx for WWANO Interface in Kib
CurrMonthTotalWwanOKib INTEGER32 Vnstat Current Month Total Rx/Tx for WWANO Interface in Kib
PreMonthRxWwanOKib INTEGER32 Vnstat Previous Month Rx for WWANO Interface in Kib
PreMonthTxWwanOKib INTEGER32 Vnstat Previous Month Tx for WWANQO Interface in Kib
PreMonthTotalWWwanOKib INTEGER32 Vnstat Previous Month Total Rx/Tx for WWANO Interface in Kib
todayRxEth0 DISPLAYSTRING Vnstat Today Rx for EthO Interface

todayTxEthO DISPLAYSTRING Vnstat Today Tx for EthO Interface

todayTotalEthO DISPLAYSTRING Vnstat Today Total Rx/Tx for EthO Interface
yesterdayRxEth0 DISPLAYSTRING Vnstat Yesterday Rx for EthO Interface
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yesterdayTxEthO

DISPLAYSTRING

Vnstat Yesterday Tx for EthO Interface

yesterdayTotalEthO

DISPLAYSTRING

Vnstat Yesterday Total Rx/Tx for EthO Interface

CurrMonthRxEthO DISPLAYSTRING Vnstat Current Month Rx for EthO Interface
CurrMonthTxEthO DISPLAYSTRING Vnstat Current Month Tx for EthO Interface
CurrMonthTotalEthO DISPLAYSTRING Vnstat Current Month Total Rx/Tx for EthO Interface
PreMonthRxEthO DISPLAYSTRING Vnstat Previous Month Rx for EthO Interface
PreMonthTxEthO DISPLAYSTRING Vnstat Previous Month Tx for EthO Interface
PreMonthTotalEthO DISPLAYSTRING Vnstat Previous Month Total Rx/Tx for EthO Interface
todayRxEthOKib INTEGER32 Vnstat Today Rx for ETHO Interface in Kib

today TxEthOKib INTEGER32 Vnstat Today Tx for ETHO Interface in Kib
todayTotalEthOKib INTEGER32 Vnstat Today Total Rx/Tx for ETHO Interface in Kib
yesterdayRxEthOKib INTEGER32 Vnstat Yesterday Rx for ETHO Interface in Kib
yesterday TxEthOKib INTEGER32 Vnstat Yesterday Tx for ETHO Interface in Kib
yesterdayTotalEthOKib INTEGER32 Vnstat Yesterday Total Rx/Tx for ETHO Interface in Kib
CurrMonthRxEthOKib INTEGER32 Vnstat Current Month Rx for ETHO Interface in Kib
CurrMonthTxEthOKib INTEGER32 Vnstat Current Month Tx for ETHO Interface in Kib
CurrMonthTotalEthOKib INTEGER32 Vnstat Current Month Total Rx/Tx for ETHO Interface in Kib
PreMonthRxEthOKib INTEGER32 Vnstat Previous Month Rx for ETHO Interface in Kib
PreMonthTxEthOKib INTEGER32 Vnstat Previous Month Tx for ETHO Interface in Kib
PreMonthTotalEthOKib INTEGER32 Vnstat Previous Month Total Rx/Tx for ETHO Interface in Kib
todayRxEth1 DISPLAYSTRING Vnstat Today Rx for Eth1 Interface

todayTxEth1 DISPLAYSTRING Vnstat Today Tx for Eth1 Interface

todayTotalEth1 DISPLAYSTRING Vnstat Today Total Rx/Tx for Eth1 Interface
yesterdayRxEth1 DISPLAYSTRING Vnstat Yesterday Rx for Eth1 Interface
yesterdayTxEth1 DISPLAYSTRING Vnstat Yesterday Tx for Eth1 Interface

yesterdayTotalEth1

DISPLAYSTRING

Vnstat Yesterday Total Rx/Tx for Eth1 Interface

CurrMonthRxEth1 DISPLAYSTRING Vnstat Current Month Rx for Eth1 Interface
CurrMonthTxEth1 DISPLAYSTRING Vnstat Current Month Tx for Eth1 Interface
CurrMonthTotalEth1 DISPLAYSTRING Vnstat Current Month Total Rx/Tx for Eth1 Interface
PreMonthRxEth1 DISPLAYSTRING Vnstat Previous Month Rx for Eth1 Interface
PreMonthTxEth1 DISPLAYSTRING Vnstat Previous Month Tx for Eth1 Interface
PreMonthTotalEth1 DISPLAYSTRING Vnstat Previous Month Total Rx/Tx for Eth1 Interface
todayRxEth1Kib INTEGER32 Vnstat Today Rx for ETH1 Interface in Kib

todayTxEth1Kib INTEGER32 Vnstat Today Tx for ETH1 Interface in Kib
todayTotalEth1Kib INTEGER32 Vnstat Today Total Rx/Tx for ETH1 Interface in Kib
yesterdayRxEth1Kib INTEGER32 Vnstat Yesterday Rx for ETH1 Interface in Kib
yesterdayTxEth1Kib INTEGER32 Vnstat Yesterday Tx for ETH1 Interface in Kib
yesterdayTotalEth1Kib INTEGER32 Vnstat Yesterday Total Rx/Tx for ETH1 Interface in Kib
CurrMonthRxEth1Kib INTEGER32 Vnstat Current Month Rx for ETH1 Interface in Kib
CurrMonthTxEth1Kib INTEGER32 Vnstat Current Month Tx for ETH1 Interface in Kib
CurrMonthTotalEth1Kib INTEGER32 Vnstat Current Month Total Rx/Tx for ETH1 Interface in Kib
PreMonthRxEth1Kib INTEGER32 Vnstat Previous Month Rx for ETH1 Interface in Kib
PreMonthTxEth1Kib INTEGER32 Vnstat Previous Month Tx for ETH1 Interface in Kib
PreMonthTotalEth1Kib INTEGER32 Vnstat Previous Month Total Rx/Tx for ETH1 Interface in Kib
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APPENDIX B
IODB STATUS MODULE

The IODB status module is a set of IODB registers that are reserved for system use to collect device based infor-
mation and make that information available to be polled by any head end or SCADA server appliances via Modbus
based 1/O transfers.

These registers are created as Analog OUT registers as not to interfere with any on board 1/0 or other commonly
used register types.

Note: Status Tags may be defined for hardware not available on some models. For example, cellular fields

are not available on Wired Router products, and some units may not have GPS fields updated.

Legend: Rare = 30 minutes, Sometimes = 5 minutes, Often = 30 seconds, Quickly = 5 seconds, Rapidly = 1

second

Initial offset of 1000 and type Analog Out

1001 Serial_Number_UINT16_A First 4 digits, UINT16 Rare 16 digit field saved as 4, 4-digit numbers

1002 Serial_Number_UINT16_B Next 4 digits Rare

1003 Serial_Number_UINT16_C Next 4 digits Rare

1004 Serial_Number_UNIT16_D Last 4 digits Rare

1005 Serial_Number_UINT64_A UINT64 format; LSW Rare 16 digit field saved as a single UNT64, Little

- - = Endian, LSB First.

Serial Number = (Reg1005 + (Reg1006 *

1006 Serial_Number_UINT64_B Rare 276) + (Reg1007 * 2432) + (Reg1008 *
2748)

1007 Serial_Number_UINT64_C Rare

1008 Serial_Number_UINT64_D Rare

1009 Model_Number 4 digit model number Rare No prefixes or suffixes

1010 Firmware_Version 3 digit number Rare 417=4.17, 317=3.17

1011 Date_Year Year, 4 digit number Rapidly

1012 Date_Month Month, 1-12 Rapidly

1013 Date_Day Day, 1-31 Rapidly

1014 Date_DayOfWeek Day, 1-7 Rapidly Sunday=0

1015 Date_DayOfYear DOY, 1-365 Rapidly

1016 Time_Hour Hour, 0-23 Rapidly Current Time

1017 Time_Min Minute, 0-59 Rapidly

1018 Time_Second Second, 0-59 Rapidly

1019 Uptime_Days Days, 0-9999 Rapidly Time since last reboot

1020 Uptime_Hours Hours, 0-23 Rapidly

1021 Uptime_Minutes Minutes, 0-59 Rapidly

1022 Uptime_Seconds Seconds, 0-59 Rapidly

1061 Onboard_Temp Onboard-Temp, in C Often

1062 Onboard_VIN1 Input Voltage 1, in mV Often

1063 Onboard_VIN2 Input Voltage 2, in mV Often

1064 Onboard_VBATT Battery voltage, in mV Often
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1068 Al_Calibration Regervgd; non-zero during N/A A non-zero value indicates user calibration is
calibration in progress

1069 AO_Calibration S;isbe;ravﬁe:ri non-zero during N/A ﬁr;)c;gg—}zr:;c; value indicates user calibration is
All UINT32 values should be handled as

1071 ppp0_TodayRX_A UINT32; LSW Sometimes Unsigned, 32-bit Integers, Little Endian, LSB
First.
Crimson settings would be a Holding Register,

1072 ppp0_TodayRX_B UINT32; MSW Sometimes Data Type: Word as Long, Manipulation:
Reversed, Treat As: Unsigned.

1073 ppp0_TodayTX_A UINT32; LSW Sometimes

1074 ppp0_TodayTX_ B UINT32; MSW Sometimes

1075 ppp0_TodayTotal_A UINT32; LSW Sometimes

1076 ppp0_TodayTotal_B UINT32; MSW Sometimes

1077 ppp0_YesterdayRX_A UINT32; LSW Sometimes

1078 ppp0_YesterdayRX_B UINT32; MSW Sometimes

1079 ppp0_YesterdayTX_A UINT32; LSW Sometimes

1080 ppp0_YesterdayTX_B UINT32; MSW Sometimes

1081 ppp0_YesterdayTotal_A UINT32; LSW Sometimes

1082 ppp0_YesterdayTotal_B UINT32; MSW Sometimes

1083 ppp0_ThisMonthRX_A UINT32; LSW Sometimes

1084 ppp0_ThisMonthRX_B UINT32; MSW Sometimes

1085 ppp0_ThisMonthTX_A UINT32; LSW Sometimes

1086 ppp0_ThisMonthTX_B UINT32; MSW Sometimes

1087 ppp0_ThisMonthTotal_A UINT32; LSW Sometimes

1088 ppp0_ThisMonthTotal_B UINT32; MSW Sometimes

1089 ppp0_LastMonthRX_A UINT32; LSW Sometimes

1090 ppp0_LastMonthRX_B UINT32; MSW Sometimes

1091 ppp0_LastMonthTX_A UINT32; LSW Sometimes

1092 ppp0_LastMonthTX_B UINT32; MSW Sometimes

1093 ppp0_LastMonthTotal_A UINT32; LSW Sometimes

1094 ppp0_LastMonthTotal_B UINT32; MSW Sometimes

1095 wwan0_TodayRX_A UINT32; LSW Sometimes

1096 wwan0_TodayRX_ B UINT32; MSW Sometimes

1097 wwan0_TodayTX_A UINT32; LSW Sometimes

1098 wwan0_TodayTX B UINT32; MSW Sometimes

1099 wwan0_TodayTotal_A UINT32; LSW Sometimes

1100 wwan0_TodayTotal_B UINT32; MSW Sometimes

1101 wwan0_YesterdayRX_A UINT32; LSW Sometimes

1102 wwan0_YesterdayRX_B UINT32; MSW Sometimes

1103 wwan0_YesterdayTX_A UINT32; LSW Sometimes

1104 wwan0_YesterdayTX_B UINT32; MSW Sometimes

1105 wwan0_YesterdayTotal_A UINT32; LSW Sometimes

1106 wwan0_YesterdayTotal_B UINT32; MSW Sometimes

1107 wwan0_ThisMonthRX_A UINT32; LSW Sometimes

1108 wwan0_ThisMonthRX_B UINT32; MSW Sometimes

1109 wwan0_ThisMonthTX_A UINT32; LSW Sometimes

1110 wwan0_ThisMonthTX_B UINT32; MSW Sometimes

1111 wwan0_ThisMonthTotal_A UINT32; LSW Sometimes

1112 wwan0_ThisMonthTotal_B UINT32; MSW Sometimes
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1113 wwan0_LastMonthRX_A UINT32; LSW Sometimes

1114 wwan0_LastMonthRX_B UINT32; MSW Sometimes

1115 wwan0_LastMonthTX_A UINT32; LSW Sometimes

1116 wwan0_LastMonthTX_B UINT32; MSW Sometimes

1117 wwan0_LastMonthTotal_A UINT32; LSW Sometimes

1118 wwan0_LastMonthTotal_B UINT32; MSW Sometimes
All UINT32 values should be handled as

1201 GPS_TimeA UINT32; LSW Quickly Unsigned, 32-bit Integers, Little Endian, LSB
First.

1202 GPS_TimeB UINT32 Quickly http://www.geomidpoint.com/latlon.html

1203 GPS_Valid Fix Quality Quickly 0=Invalid (V), 1=Valid (A)

1204 GPS_LatDeg Latitude, Degrees Quickly Absolute

1205 GPS_LatMin Latitude, Minutes Quickly

1206 GPS_LatSec Latitude, Seconds Quickly

1207 GPS_LatDir Latitude, Direction Quickly 0=N, 1=S

1208 GPS_LatDecDeg Latitude, Signed Hours Quickly ':O'fmp;‘;"t"’e’ S is negative, (Signed Degrees

1209 GPS_LatDecFrac Latitude, Decimal part Quickly

1210 GPS_LongDeg Longitude, Degrees Quickly Absolute

1211 GPS_LongMin Longitude, Minutes Quickly

1212 GPS_LongSec Longitude, Seconds Quickly

1213 GPS_LongDir Longitude, Direction Quickly 0=E, 1=W

1214 GPS_LongDecDeg Longitude, Signed Hours Quickly Eolfr:;t?tlve’ Wis negative (Signed Degrees

1215 GPS_LongDecFrac Longitude, Decimal part Quickly

1216 GPS_NumofSat Number of Satellites Quickly

1217 GPS_Altitude Altitude, tenths of meter Quickly 280.2 = 2802

1218 GPS_Speed SOG, tenths of knots Quickly 50.1 = 501

1219 GPS_Course Heading, in tenths of deg Quickly 280.3 = 2803

1220 GPS_Lockdown_State Current State Quickly 0=Monitoring; 5=Good 7-9=Violation of
Lockdown

1221 GPS_Lockdown_Radius Radius (ft) Quickly Units in Feet as calculated from centerpoint

1222 GPS_Source Source of data Quickly 0=unknown; 1=internal; 3=user fixed
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1301 EthO_IP_a First Octet Often

1302 EthO_IP_b Second Octet Often

1303 Eth0_IP_c Third Octet Often

1304 EthO_IP_d Fourth Octet Often

1305 EthO_Subnet_a First Octet Often

1306 EthO_Subnet_b Second Octet Often

1307 EthO_Subnet_c Third Octet Often

1308 Eth0_Subnet_d Fourth Octet Often

1309 Eth0_DHCP DHCP Client Enabled? Often 0=Static IP, 1=DHCP Assigned IP
1310 EthO_Link Link Status Often 0 = No Link, 1 = Link detected
1311 Eth1_IP_a First Octet Often

1312 Eth1_IP_b Second Octet Often

1313 Eth1_IP_c Third Octet Often

1314 Eth1_IP_d Fourth Octet Often

1315 Eth1_Subnet_a First Octet Often

1316 Eth1_Subnet_b Second Octet Often

1317 Eth1_Subnet_c Third Octet Often

1318 Eth1_Subnet_d Fourth Octet Often

1319 Eth1_DHCP DHCP Client Enabled? Often 0 = Static IP, 1 = DHCP Assigned IP
1320 Eth1_Link Link Status Often 0 = No Link, 1 = Link detected
1321 pppO0_IP_a First Octet Often

1322 ppp0_IP_b Second Octet Often

1323 pppO0_IP_c Third Octet Often

1324 pppO0_IP_d Fourth Octet Often

1325 ppp0_Subnet_a First Octet Often

1326 ppp0_Subnet_b Second Octet Often

1327 ppp0_Subnet_c Third Octet Often

1328 ppp0_Subnet_d Fourth Octet Often

1329 ppp0_DHCP NA Often

1330 ppp0_Link Link Status Often 0 = No Link, 1 = Link detected
1331 wwan0_IP_a First Octet Often

1332 wwan0_IP_b Second Octet Often

1333 wwan0_IP_c Third Octet Often

1334 wwan0_IP_d Fourth Octet Often

1335 wwan0_Subnet_a First Octet Often

1336 wwan0_Subnet_b Second Octet Often

1337 wwan0_Subnet_c Third Octet Often

1338 wwan0_Subnet_d Fourth Octet Often

1339 wwan0_DHCP NA Often 0 = Static IP, 1 = DHCP Assigned IP
1340 wwan0_Link Link Status Often 0 = No Link, 1 = Link detected
1341 br0_IP_a First Octet Often

1342 br0_IP_b Second Octet Often

1343 br0_IP_c Third Octet Often

1344 br0_IP_d Fourth Octet Often

1345 brO_Subnet_a First Octet Often

1346 br0_Subnet_b Second Octet Often

1347 br0_Subnet_c Third Octet Often

1348 br0_Subnet_d Fourth Octet Often
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1501 Event1_Status Cé:rolialse; 1=True; 2= Quickly Status of the event as currently True or False

1601 Event! Clear Condition ertg ?11 to clear an event Quickly Write a 1 here to clegr a manual event. Once
- - condition cleared, this value will change back to 0.

1502 Event2_Status Quickly

1602 Event2_Clear_Condition Quickly

1599 Event99_Status Quickly

1699 Event99_Clear_Condition Quickly

1701 IMEI_a First 4 digits, UINT16 Often

1702 IMEI_b Next 4 digits Often

1703 IMEI_c Next 4 digits Often

1704 IMEI_d Last 4 digits Often

1705 ESN a UINT 64 - Little Endian; Often SG-ESN.shouId be found by viewing the

LSW number in Hex.

1706 ESN_b Often 3G-ESN = Reg1705 + (216 * Reg1706)

1707 ESN_c Often

1708 ESN_d Often

MDN is the Machine Device number (phone
1709 MDN_a First 4 digits, UINT16 Often number) assigned to the SIM or CDMA
module if no sim

1710 MDN_b Next 4 digits Often

1711 MDN_c Next 4 digits Often

1712 MDN_d Last 4 digits Often

1713 SIMSTATUS Often 1 = Available, 0 = otherwise

1714 MODEL Often 3 or 4 digit chipset model

1715 RSSI units are -dBm Often Absolute value shown

1716 ECIO units are -dBm Often Absolute value shown

1717 RSRP units are -dBm Often Absolute value shown

1718 RSRQ units are -dBm Often Absolute value shown

1719 CURRENTCHAN Often

1720 CellUpTime_Days Days 0 - 9999 Often Time in current cellular connection

1721 CellUpTime_Hours Hours 0 - 23 Often

1722 CellUpTime_Minutes Minutes 0 - 59 Often

1723 CellUpTime_Seconds Seconds 0 - 59 Often

1724 CellUpTime._TotalSecondsA UINT32 Often Time in current cellular connection as a total
of seconds

1725 CellUpTime_TotalSecondsB UINT32 Often
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